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1. CMCN 4.0

= CMCN 1.0: san xuat co
khi nh¢ ddng co hoi nwdc

(cudi TK18)

= CMCN 2.0: san xuat hang
loat str dung nang luvong

dién (cudi TK19)
= CMCN 3.0: s&n xuat tw
dong st dung may tinh

Mechanization,

water pw steam

tw déng hoa (cudi TK20)
= CMCN 4.0: san xuat thong

minh s dung hé thong

két ndi khdng gian thue
voi mang(Cyber-Physical
Systems) (dang bat dau)
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Cyber-Physical Systems

= Hé thong két ndi khéng gian thwe véi khdng gian

mang
Cyber Space
=== i

Physical ‘ Actuation

Sensing Information

Networks

Real Space
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Nén tang dé chuyén sang CMCN 4.0
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Cac cdng nghé so cot 16i cho CMCN 4.0

= Internet cua van vat (Internet of Things)
= Pién toan dam may (Cloud computing)
= Tri tué nhan tao ( Artificial Intelligence)
= Khoa hoc di¥ lieu (Data Science)

= An ninh mang (Cyber Security)
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2. Internet of Things (loT)

= |[nternet cua van vat

= Thing: thwc thé

= Nh& may tinh nhdng trong thiét bi hay do
vat

= Mai thiét bj (d0 vat) dwoc dinh danh duy
nhat v&i dia chi IP va cé thé dwoc két ndi

vO'l Internet

= Thiét bj d6 co thé thu thap, nhan/gwi dir
liéu, trao doi thong tin vai thiét bi khac qua

ha tang mang
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loT 2010
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loT 2016
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Cac thanh phan chinh cua loT

Connectivity | Data Analytics

K2
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Ung dung cua loT

= Nén tdng ciia CMCN 4.0
o U’ng dung khép moi nol, mol linh vuc
= Nha may san xuat
= Kinh doanh
= Giam sat moi trwong
= Quan ly ha tang
= Quan ly nang lvgng
= Y té va cham soc strc khoe
= Xay dwng
= Glao thong
= NOng nghiép
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Thwong tang, xtr ly sé liéu
Rat nhiéu dir liéu
Rat nhiéu cdch suy dodn

Artificial Intelligence of Things\

Lap
trinh

J

Ha tang, thu thip so liéu
Rdt nhiéu cam bién

Rét nhiéu thing

Rat nhiéu nguoi ding

Thing  Hé nhung Thing
Embedded Systems
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3. Khoa hoc dir liéu va dir liéu Ié&n

= Dirliéu lon (Big Data) la cac
tap dit liéu rat Idn va/hodc rat Dong dir lieu khong
phirc tap. ngwrng chuyén dong

= Vuot qua kha nang ky thuat
va ly thuyét truyén thong.

Oy
~ N Jé Jé v - N .*\0 tructured & Batch
= Dt liéu l&n co ba dac diém o ﬁnstwcmwd o 3
\(

quan trong (3s). ‘ @ .
lructu'r>e/”' 11r\|aﬂammg ata

Zeltabyles .. Terabytes ‘
v,

Dir liéu da dang, khé
diéu khién, tir cau
truc dén khong cau
truc

Zettabytes(1021)
Petabytes (101°)
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Mot Zettabyte I&'n thé nao?

Né&u ta dung nhiéu mdy iPad dé chira s6 dit liéu nay va chong 1én nhau,
ching sé 1ap day hon sdu lankhodng cach tu trai dit dénmat trang.

1 ZB = 10007byte = 10%tbyte = 1000000000000000000000byte

& “ If the Digital
The Digital ) Universe were
Universe is Huge represented by the
4 . 4 —And Growing 4 4 memory in a stack
: I Exponentially I 7B of tablets, in 2013
it would have
PO e g b stretched

two-thirds the

2013 &%
g way to the Moon*

By 2020, there
would be 6.6 stacks
from the Earth to

S1DC, 2014 the Moon*

BP0 20" thick 128 GB

[Ngudn: https://irfansalam.wordpress.com/tag/zetabyte/]
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Dir liéu I&n tol twr dau?

oo s
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[Ngudn: Smolan and Erwitt, The human face of big data, 2013]
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D{r lieu Ion mang lai nhirng co’ hoi gi? (1)

Dt liéu I&n thay d6i cach thirc
kinh doanh cua doanh nghiép, START

tao ra cac cong ty cong nghiép “f\\up v
ngay cang l&n va hang triéu cong e N
ty khoi nghiép V= -t e

startups = ideas + KHDL + $$$ ? o
Cac doanh nghiép d3 co thé truy
cap tdi cac ngudn dir liéu lon:

dir liéu ddc quyén = tai nguyén
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D{r lieu Ion mang lai nhirng co’ hoi gi? (2)

* Thousand years ago:
science was empirical

 Last few hundred years:
theoretical branch

» Last few decades:
a computational branch

+ Today: data exploration (eScience)

® Kham pha khoa hoc dwa vao di¥ lieu Ion

Science Paradigms

{=m Thuc nghiém

describing natural phenomena

$mm Ly thuyét

using models, generalizations [ g] 4nGp
a

¢mm Tinh todn m6 phong

simulating complex phenomena

unify theory, experiment, and simulation

Data captured by instruments
or generated by simulator

Processed by software
Information/knowledge stored in computer

Scientist analyzes database/files
using data management and statistics

Kham pha dir liéu
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4. Tri tué nhan tao

TTNT la mdn khoa hoc:
= nghién cru va moé phong cac qua trinh sang tao
cua con ngudi trén may tinh dién tw,

= nham tao ra cac san pham théng minh c6 kha
néng suy nghi, ra quyét dinh hogc ho tro ra
quyét dinh nhw con nguo.
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Lich str nganh tri tué nhan tao

AV tinh 19‘82-1992: FGCS ,Project suw Séng nhan tao,
tmh%r:g mai (@& an may tinh thé hé thi nam)  giai thuat di truyén,
dau tién A DEAD tAn

: phan tan,
may tinh The birth of Al A o cbng nghé tac t,
dién tr dau Dartmouth  hé chuyén gia phat hién tri thirc va
tién | conference g3y tién khai thac di liu, ...

1941 1949 1956 1958 1968 1970 1972 1982 1986 1990 1997

tao ra SHRDLU hé Al ha ky
thu c& vua

ngbn ng» LISP
ngbn nglr PROLOG

RoboCup
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Cac wrng dung (1)

= X ly tiéng noi
= Nhan dang tw ddng tiéng noi
= Téng hop van ban thanh tiéng noi
= Céc hé thong hdi thoai
= X ly van ban
= Dich may
= Trich rut thong tin
= Tim kiém thong tin, hdi dap
= Phan loai van ban, loc thuw rac
= Sinh tw déng ban tin
= X ly anh
= Nhan dién van tay
= Nhan dién nguoi
= Giam sat an ninh
= Thiét bj nha thdng minh

© SolCT 2017 Nhap mén CNTT&TT
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Cac trng dung (2)

= Téng hop x& ly tiéng ndi + van ban + anh:

Tro ly ao nhu Siri, Google Now, Cortana (chay trén iOS,
Android, Windows Mobile) st dung giong noi

« Quén an Y gan nhat & dau?

« Lich l1am viéc hém nay cula t6i thé nao?

« Nhéc t6i goi Mai ltc 8h

= Tro choi:

Co vua, c& vay, pacman, AlphaGo, StarCraft, ...

= Ra quyét dinh:

Lap lich: 1ap trinh du&ng bay, quan sw

Lén ké hoach duwdng di

Chuén doan bénh

BO phan tro gitp tw dong: goi y mua hang, goi y nhac, phim, hé
tro khach hang

Phat hién gian lan
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Cac wrng dung (3)

Robotics
= mot phan la co khi
= mot phan la TTNT

= Thyc té phtre tap hon
nhiéu so v&i md phéng

San pham:

Xe tw hanh
Clu ho

Choi bong da
va nhiéu hé thdng tw ddng hoa khéac

TTNT quan tam dén:

= Bd qua khia canh co khi

= Cac phuwong phap lap ké hoach

= Céac phuwong phap diéu khién, kiém soat
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Mot so thanh twu

= Google: xe tw hanh, nhan dién giong ndi, phat hién ung
thw, choi co (AlphaGo, DeepMind)

= Facebook, Apple: nhan dién hinh anh

= Microsoft: dw an diéu tri ung thw bang TTNT
= SoftBank: ché tao robot Pepper lam |& tan

= CIA: dw doan toi pham

= Viét Nam: 2017 sé& Ia ndm bung nd clia cac dy an vé
TTNT. Chi trong 2017, cac quy dau tw mao hiém da dd
hon 8,5 ty USD vao cac dw an nghién ctru TTNT, gap
3,5 1an nam 2010.
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Twong lai cua TTNT

Céc hé thong may thdng minh hién dang ganh vac mét phan
rat I&n cbng viéc cua xa hdi loai ngudi = cbd nén dat ra gioi
han cho cac nghién ctru?

Al cua Google da vuwot qua gidi han cua tri tué nhan tao:
DeepMind da cé kha nang tw day cho n6 bang chinh nhirng
théng tin né da biét

Google ché tao Al siéu dang co tri twdng twong nhw ngudi
Robot biét m& clra va tim ra 6 dién dé tw nap nang lwong
Cac virus may tinh thong minh theo ddi nguoi dung va st
dung théng tin cho cac muc dich bat chinh

May bay tiem kich khong nguwoi lai: Viec hién dai hoa cac loai
may moc nay dang khién nhiéu nha khoa hoc lo ngai.
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5. An toan thong tin

= Bao v@ TT & hé thong TT khdi sy truy cap, st dung, tiét 16, gian
doan, stra doi, kiém tra, ghi chép, hay thdng tin trai phép
= COt I6i ciia ATTT: Tam giac CIA
= Bi mat (Confidentiality): D liéu bi doc trébm, nghe lé
« Sé bi ro ri thdng tin
« C6 thé gap van dé phap ly
« Anh hwéng danh tiéng ca nhan, té chirc
= Toan ven (Integrity): D& liéu bi stra ddi trai phép
« it phé bién hon nhwng nghiém trong hon Availability
« Co thé gay ra cac van deé lién tuc

« Co thé khéng bi phat hién trong thoi gian dai
= San sang (Availabity): Cac chirc nang, dich vu bi tr chdi
- Thwdng xay ra trong théi gian ngan nhwng kho khac phuc va dé lai hau qua 16n
« VD nhw tdn céng DDoS
= Tinh xac thwc di liéu:
« Gia mao théng tin, giao dich
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Cac nguy co An toan thong tin

= L&i hodc bd s6t trong xay dwng hé thong

Lira ddo va lay cap théng tin

Tin tac (Hacker)

Lay lan ma déc

= Téan cong t chdi dich vu

© SolCT 2017 Nhap mén CNTT&TT
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An toan thong tin trong tworng lal

= Cung v&i sw phat trién cua bigdata, cognitive computing,
loT, cac cudc tan céng mang ngay cang gia tang vé soé
lwong va mure do.
= Can phai ddm bao an toan cho cac hé thong nay khéi sy
tan céng cua hacker
= Big data
= Khéi lwong div liéu khéng 16
= La muc tiéu wa thich cua hacker
= Ciing la co héi dé theo ddi dau vét ctia hacker
= Cognitive security
= Gilp x& ly théng tin vé& an ninh mang hiéu qua
= Gilp dw bao cac nguy co tan cdng, hoat déng tdi pham mang
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An toan thong tin trong tworng lal

= An toan mang trong loT

© SolCT 2017

Chung ta da quen v&i viéc bdo vé an toan cho céac thiét bj théng tin
truyén thdng nhw may tinh, may cha, dién thoai thdng minh, ...

Tuy nhién, viéc bao vé an toan cho céc thiét bj khac trong mang loT

nhw camera, 6 t0, thiét bj tw ddng hoa, ... sé& gap nhiéu kho khan

Céac hacker sé lgi dung tan céng vao cac thiét bi nay dé tao thanh

mang Botnet, tan cong DDoS

Can phai dac biét quan tdm dén dao bao an toan cho tat ca cac

thiét bi trong mangj loT, tlr khau san xuat dén van hanh.
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10 xu hwwédng ATTT trong twong lal

= Chién tranh Théng tin Kinh té
= Tan cong tinh vi chong lai toan b nén kinh té, thwong mai va doanh
nghiép sé nhanh chéng tré thanh méi de doa toan cau.
= Giam sat thong minh
= Mot thé hé maéi cua vé tinh siéu nhay va mang giam sat dién t&, c6 mat &
khap moi noi, thu thap thong tin.
= Thé nhan dang qudc gia
= Nhung céc chip thdng minh, cé chira hd so’ cu tric gen ctia ca nhan sé
hoat dong nhu mdt nhan dang ca nhan an toan.
= Virus may tinh thé hé maoi
= C4c virus tw dot bién duoc tao ra dé lam mat on dinh, gay nham Ian va
pha huy cac co s¢ ha tang dién tr quan trong doi véi nganh cong nghiép
va chinh phu. DBay sé la vi khi tan céng va phong thu cua tat ca cac bén.
= Sniffers

= Tw ddng nhan biét, theo ddi, tim kiém va xac dinh thdng tin quan trong cua
ca nhan; vi khi hoac bom sé c6 kha nang diéu hwédng cac thyc té vat ly,
khéng day va dién t.
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10 xu hwwédng ATTT trong twong lal

Céc san pham bao mat nhang
= Cac con chip, ma pin ca nhan va theo doi vi tri GPS sé giup theo doi
an ninh va phuc héi sau khi bi bat c6c hoac trébm cap.
Thiét ké ky thuat s6 ca nhan
= Cac cdm bién ca nhan trong mang Internet toan cau cung cap bao
vé an ninh theo in in’|L'JC MOoi NO'i 24/Z cho ca nhan, doanh nghiép
va chinh phd, la can thiét va theo yéu cau.
Xac thye sinh trac hoc
= quét mat, mat, van tay va quét hé gen sé 1a can thiét dé xac nhan
tinh xac thwc cua moét ca nhan.
Chién tranh sinh hoc va khang bd méi trwdng

= Muc dich la tiéu hay cac hé sinh thai, gay ra nguy co strc khoé cong
dong, dat dai, lwong thwc va nguén nuwéc.

Vi pham quyén riéng tw ca nhan sé phd bién
= Poi hdi cac luat méi dé bao vé va bao vé cac quyén ty do ca nhan.
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