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Tong quan BGP

4 BQP, Border Gateway Protocol, 1a giao thrc dinh tuyén lién
mién s dung trén Internet tir 1994

@ Thudc loai path vector va dinh tuyén dwa trén cac luat, chinh
sach cua quan tri hon la cac metrics néi vung
€ Phién ban BGP hién nay la phién ban 4, dwa trén RFC 4271.
€ BGP ho tro dinh tuyén khdng phan 1&p dia chi va dung ky
thuat két hop dwong di dé giam kich thwéc bang dinh tuyén
@ Vi du: Mot mang chiém 255 dia chi lép C tir 203.162.0.0/24 -

203.162.254.0/24 thi chi dung 1 dia chi 203.162.0.0/16 dé dinh danh
mang).
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Vi sao can BGP

@ Kho cd mét chinh sach va don vi chi phi chung (cost)
gilra cac nha cung cap dich vu mang.

& Co s& dir liéu mang qua lon
€ Mang qua réng, khé hoi tu
€ = BGP, dinh tuyén theo luat

& Ngoai viéc str dung BGP gitra cac AS, BGP ciing c6 thé
dwoc sty dung trong cac mang riéng quy mo lon do OSPF
knong dap wng duorc.
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Tong quan BGP




Tong quan BGP

IGP = Interior Gateway Protocol

Metric based: OSPF, I1S-1S, RIP,
EIGRP (cisco)

Policy based: BGP
The Routing Domain of BGP is the entire Internet

Phan loai cac giao thirc dinh tuyén dong
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Hoat ddng cua BGP

& Hé tw tri 13 mét mién dinh tuyén dwoc cung cap mot chi s6 AS.
€ AS Number: 16 bit nhj phan.
& 64512-65535 dwoc quy hoach riéng.
® Hoat dong chinh ctiia BGP la trao dbi théng tin reachability
(Network Layer Reachability Information) gitra cac AS
@ Cac router bién BGP trao dbi thdng tin v&i nhau bang cach st
dung TCP
— Ban dau BGP gtri toan bd bang dinh tuyén dén cac nut khac
— Sau dé BGP chi glri mot phan thay d6i cua bang dinh tuyén
— Trong BGP khong c6 qua trinh update thuong xuyén, update khi cé thay
doi
€ BGP lwa chon tuyén dworng tdt nhat bang cach st dung cac
thudc tinh cua céac tuyén dwong.
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BGP session

4

. AS2 /
v—/
While connection

is ALIVE exchange
route UPDATE messages

Exchange all
active routes
Exchange incremental
updates
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Cac ban tin cua BGP

€ Cac ban tin chinh cta BGP:

® Open : Thiét [ap két ndi v&i nut hang xém

& Keep Alive : Bat tay thwérng xuyén véi hang xém.

# Notification : Thong bao déng két ndi véi hang xom.

® Update : Théng bao tuyén dwérng méi hoac hay mét tuyén
dwdng da quang ba trweéc do.
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Cac ban tin cua BGP

& Cac ban tin cua BGP:

< Duoc mang bdi cac TCP segments st dung cdng TCP
179.

< Ban tin I&n nhat 4096 bytes va nhd nhat 19 bytes.

< Tat ca cac ban tin BGP déu cé chung mét header va phu
thudc vao cac header khac nhau ma trwong di liéu cé thé
co hoac khéng (sau header)
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Cac ban tin cua BGP

€ Cac ban tin cua BGP:
1 - Open; 2 — Update; 3 — Notification va 4 — Keepalive
< Marker dwoc s dung vi muc dich twong thich. Goém toan 1
« 32 bits >
8 | 8 i 8 | 8
| | |

. Marioar —

Length Type
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Ban tin Open

< Sau khi két ndi TCP dwoc mé, mdt ban in Open dwoc gl

di tr moi bén

< Dé confirm cho Open, 1 ban tin Keepalive dwoc gri tra lai
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32 bits

8

E g

Version

My Autonomous System

Hold Time

BGP |dentifier

Opt Param Len

Optional Parameters

Optional Parameters
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Ban tin OPEN

* My AS: sb hiéu ctia AS guri

* BGP indentifier: IP cua BGP gui

e Hold time: Thoi gian tdi da ma nat g&ti mudn
duy tri lién két ma khdong nhan duoc cac goi
tin KEEP_ALIVE hoac UPDATE hoac
NOTIFICATION.



Ban tin Update
& Dung dé gii théng tin dwdng di gitba cac nat BGP.
€ Quang ba cac dwong di co cung tinh chat.
€ Withdrawn route bao gom cac b <Length, prefix> mé ta danh
sach cac dia chi prefix (voi chieu dai prefix trong length) sé bi
rut khoi bang dinh tuyén.

- +
| Withdrawn Routes Length (2 octets) |
i ettt et +
| Withdrawn Routes (variable)

- +
| Total Path Attribute Length (2 octets) |
- +
| Path Attributes (variable)

- +
| Network Layer Reachability Information (variable) |
e +
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Ban tin update

« Trwong Path Attributes

< GOm nhiéu bo 3 : <atttibute type code, attribute length,
attribute value>

< Mbi Attribute type code gbm 2 byte ¢6 cau tric nhw sau:

O| T|P|E|U|U|l U]| U | Attribute Type Code

Flag bits
O: Optional bit
0 = Optional
1 = Well-Known
T: Transitive bit
0 = Transitive
1 = Non-Transitive
P: Partial bit
0 = Optional Transitive attribute is partial
1 = Optional Transitive attribute is complete
E: Extended length bit
0 = Attribute Length is one octet
1 = Attribute Length is two octets
10/6/2021 U: Unused




< Y nghia cla Attribute Type code va Attribute value

Ban tin Update

Attribute Type

Attribute Value

10/6/2021

Code Attribute Type Code Attribute Value
1 ORIGIN IGP
1 EGP
2 Incomplete
2 AS_PATH 1 AS_SET
2 AS_SEQUENCE
3 AS_CONFED_SET
4 AS_CONFED_SEQUENCE
3 NEXT_HOP Next-hop IP address
K MULTI_EXIT_DISC 4-octet MED
5 LOCAL_PREF 4-octet LOCAL_PREF
b ATOMIC_AGGREGATE None
7 AGGREGATOR AS number and IP address of
aggregator
B COMMUMITY 4-octet community identifier
9 ORIGINATOR_ID 4-pctet router 1D of originator
10 CLUSTER_LIST Variable-length list of cluster IDs
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Ban tin Update

* Thuoc tinh ORIGIN (Type Code 1)

— 0 IGP - Network Layer Reachability Information is
interior to the originating AS

— 1 EGP - Network Layer Reachability Information
learned via the EGP protocol [RFC904]

— 2 INCOMPLETE - Network Layer Reachability
Information learned by some other means



Ban tin Update

 Thudc tinh AS_PATH (Type Code 2)
— Bao gdm mot chudi cac doan mo ta AS path
— MO0i doan mo ta AS path bao gdbm bd 3:
* <path segment type, path segment length, path segment value>.
* Path segment type:
— 1: AS_SET: chudi AS |a khong sdp xép theo thi tu cac AS di qua
— 2: AS_SEQUENCE: chudi cac AS dugc sap xép theo th tv di qua.

* Path segment length: s& AS trén dud'ng nam trong path segment
value

* Path segment value: Danh sach cac s6 hiéu AS, moi s6 hiéu 2 byte



Ban tin Update

 Thuoc tinh NEXT_HOP (Type Code 3):

— Atribute value: Dia chi IP cGa nut tiép theo

 Trwong Network Layer Reachability
Information:
— Chwtra danh sach cac bo <length, prefix>

— M6 ta b6 prefix cac mang dich twong &ng vdi path
dac ta phia trén.



Ban tin UPDATE

o X ly ban tin UPDATE:

— Céac tuyén duong cé dija chi dich dac ta trong phan
prefix cua truong WITHDRAWN ROUTES sé bj loai.

— Cac tuyén duwong mdi dwoc dac ta trong NLRI sé
dwoc cap nhat

— Nut BGP thuc hién lai qua trinh chon duong
Decision process va ap cac chinh sach dé :

e Chon dudong sé duwoc dung dé dinh tuyén bé&i router
nay.

e Chon duong sé dwoc quang ba.
* Route aggregation.



Ban tin NOTIFICATION

& Mot thong bao NOTIFICATION duoc st dung khi c6 16i xuét
hién khién cho phién BGP do két thuc. Trong qua trinh thuc
hién BGP c6 thé cé nhiéu 16i xay ra

« 32 bits
8 8 8 | 8

Error Code Error Subcode

Data
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Ban tin KEEP ALIVE

@ théng bdo KEEPALIVE khéng chira di liéu ma chi chira phan
tiéu dé
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Hoat ddng cua BGP router

Transmit
BGP

Updates

Based on
Attribute Routes
Values

Receive
BGP

Updates

Best Route
Table

Best Route
Selection

Apply Import
Policies

Install forwarding
Entries for best

IP Forwarding Table
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BGP

Viéc nhan théng tin mot tuyén dwong tuan
theo import policy

Viéc lwa chon tuyén duwong tot nhat dua trén
cac thuoc tinh cta tuyén duong

Pua tuyén tot nhat vao bang dinh tuyén

Viéc quang ba ndi dung bang dinh tuyén tuan
theo export policy



Cac thudc tinh dwong 4

« Cac thubc tinh dwoc chia thanh 4 nhém:

* Well-known
« Moi ban cai dat BGP déu phai hiéu
» well-known mandatory: thubc tinh phai cé trong moi
UPDATE
« well-known discretionary:
* Optional
 Khéng nhat thiét dwoc hiéu béi 1 ban cai dat BGP.
- optional transitive: dwoc lan truyén di tiép
- optional non-transitive: khéng dwoc lan truyén di tiép

10/6/2021
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Cac thudc tinh dwong 4

 Well-known mandatory:

— cac thudc tinh nhdm nay 1a bat budc va duoc cdng nhan boi
tat ca cac router BGP.

* Well-known Discretionary:

— khéng yéu cau cac thudc tinh nay tén tai trong cac ban tin
UPDATE nhung néu chidng ton tai, tat ca cac router sé cong
nhan va sé cd hanh dong tvong i*ng dua trén thong tin
duwoc chira bén trong thudc tinh nay.
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Cac thudc tinh dwong 4

« Optional Transitive:

— Router c6 thé khéng cdng nhan cac thudc tinh nay nhwng néu
router nhan dwoc thudc tinh nay, né sé danh dau va gri day dd
cap nhat nay dén router ké tiép.

— Cac thudc tinh sé& khong thay dbi khi di qua mot router néu thudc
tinh nay khéng dwoc cdong nhan béi router doé.

« Optional Nontransitive:
— Céc thudc tinh nay bi loai bd néu cap nhat mang thudc tinh nay di
vao router ma router khéng hiéu hoac khéng céng nhan thudc
tinh.
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Cac thudc tinh dwong 4

Attribute Name Attribute Type Description
AS PATH Well-known |Danh sich cdc AS ma tuyén duoc quing ba
mandatory thong qua no
WEIGHT Cisco defined |Pugc sir dung dé dinh tuyén trong BGP
attribute
LOCAL PREF Well-known |Pugc sir dung dé chon tuyén, thuomg duge
discretionary  |sir dung trong mdt AS
MULTI_EXIT DISC Optional Pugc sir dung dé chon tuyén, thuong dugc
nontransitive  |sir dung giita cac AS
ORIGIN Well-known Chi ra céc tuyén BGP dugc hoc nhu thé nao
mandatory IGP— Tir cdu lénh Network

EGP— T EBGP hang xom
Incomplete— Tir redistribution

10/6/2021
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Cac thudc tinh dwong 4

NEXT HOP

Community

Well-known
mandatory

Optional
transitive

EBGP— Dia chi cta giao dién duogc su
dung dé truyén théng véi hang x6m bén
khac

IBGP— EBGP next hop dugc giri va khong
thay d6i khi toi cac IBGP hang xém.

Mot s0 dugce sir dung cho viéc ap mot chinh
sach dén mo{t nhom cac tuyén.

10/6/2021
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Cac thudc tinh dwong 4

€ Thudc tinh AS_Path:

< AS_PATH thuéc vao nhém well-known mandatory, can
dwoc quang ba va hiéu bai tat ca cac router hang xém.

156.26.32.0/24 156.26.32.0/24 156.26.32.0/24
AS PATH =1 AS PATH=21 AS PATH=321

s Vi du:

AS 1
156.26.32.0/24
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Cac thudc tinh dwong 4

€ Thuoc tinh AS_Path:
< AS_PATH la danh sach cac s6 AS cta mét tuyén dwdng
dwoc quang ba.
o Néu co nhiéu tuyén,’ thudc tinh AS_PATH sé& dwoc st dung
dé lwa chon tuyén tot nhat toi dich

“* Ngoai viec AS_PATH dwoc st dung cho viéc Iwa chon tuyép
tot ,nhét dén dich, BGP con s dung thudc tinh AS_PATH dé
chong loop
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Cac thudc tinh dwong 4

€ Thudc tinh AS_Path:
v' Vi du chon tuyén theo AS_Path

156.26.32.0/24 Best Path
AS PATH = 1 156.26.32.0/24
- AS PATH=51
AS 1
156.26.32.0/24 —
156.26.32.0/24 156.26.32.0/24 156.26.32.0/24
AS_PATH = 1 AS PATH=21 AS PATH=321

10/6/2021 32



Cac thudc tinh dwong 4

€ Thudc tinh AS_Path:

v Cac BGP routers tlr chdi bat ki sy quang ba nao ma chra
dwng sO AS cua chung.

156.26.32.0/24 Best Path
AS_PATH =1 156.26.32.0/24
AS_PATH=5 1
AS 1
156.26.32.0/24 —>
156.26.32.0/24 156.26.32.0/24
156.26.32.0/24 AS_PATH =1 AS PATH=21

AS_PATH=6451

156.26.32.0/24
AS_PATH=451
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Cac thudc tinh dwong 4

€ Thuodc tinh Weight:

% Weight la thudc tinh khéng dwoc chi dinh trong BGP.

< N6 Ia thudc tinh dwoc phat trién trén cac thiét bj cla Cisco
va la thudc tinh do Cisco dinh nghia.

*» Weight I@\ mc?t tropg cac thudbc tinh dwoc str dung dé quyét
dinh tuyén t6t nhat t&i dich.

*» Weight la thuoc tinh duoc biéu dién bang 16 bit va gia tri
trong khoang 0 dén 65535.

% Chu y: Thubc tinh weight chi co gia tri trén router doé va
khong quang ba ra cac router hang xém chay BGP. Cac
tuyén BGP c6 Weight mac dinh la 32768
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Cac thudc tinh dwong 4

€ Thuodc tinh Weight:
v Vi du chon tuyén théng qua thudc tinh Weight

Figure 8-6. WEIGHT Attribute

L ™
J,-"’”_ ...f"'x\
B
X | = )
156.26.32.0/24 ' Best Path
AS PATH=15 |t A A‘lﬁEEéigﬁE.DﬂfadE
WEIGHT = 0 5 o
\/\ ,m,_f/ WEIGHT = 10
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Cac thudc tinh dwong 4

€ Thuoc tinh Local_Pref:

< Gia tri ma mét nut BGP dung dé thédng bao cho cac nut
trong ndi bd AS vé mirc dd wu tién cta nut BGP nay doi voi
1 tuyén dwdng.

s LOCAL_PREF la thugc tinh twong tw nhw weight, khi co
nhiéu hon mot tuyén téi mot dich, tuyén cé thudc tinh
LOCAL_PREF cao nhat (khi cac weight bang nhau) sé
dwoc lwa chon l1a tuyén tot nhat.

s Mac dinh LOCAL_PREF c6 gia tri 100 va gia tri cao hon sé
dwoc wu tién st dung la tham sb quyét dinh tuyén t&i dich
(khi weight bang nhau).

< LOCAL_PREF Ia mét s6 32 bit co gia tri ttr 0 — 4294967295
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Cac thudc tinh dwong 4
€ Thuoc tinh Local_Pref:
v' Vi du: o

{ Ass

'“11 56.26.32.0/24

M

LOCAL_PREF \I

= 100
156 26.32.00/24 P 156.26.32.0/24
AS PATH=345

|
AS PATH=15 l ’&E‘éi l T ""--I
Y ' | WEIGHT =0

LOCAL_PREF =100 LOCAL_PREF /| 0CAL PREF = 200

Best Path
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Cac thudc tinh dwong 4

€ Thuoc tinh Local_Pref:
< Khéng giong nhw thudc tinh weight LOCAL_PREF dwoc
quang ba trong 1 AS.
“* Router A nhan quang ba cho mang 156.26.32.0/24 tw

Router B voi LOCAL_PREF la 200. Vi thé Router A si»
dung tuyén théng qua AS 3 dé dat t&i mang 156.26.32.0/24
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Cac thudc tinh dwong 4

€ Thuoc tinh MED (MULTI_EXIT_DISC):

< Thudc tinh Weight dwoc st dung dé quyét dinh tuyén
duwong tw mot router.

< LOCAL_PREF dwoc s dung dé Iwa chon tuyén dwong roi
khéi 1 autonomous system.

¢ Thubc tinh MULTI_EXIT_DISC (Multi-exit discriminator hay
MED) dwoc st dung dé quyét dinh dwdng di ra khdi AS dén
cac AS khac trong trwdrng hop c6 nhiéu dwdng ra.

< MED ciing la mét s co gia tri 32 bit tuy nhién gia tri thudc
tinh thap hon sé dwoc wu tién thay vi gia tri cao sé duwoc
wu tién dé chon tuyén nhw trong LOCAL_PREF
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Cac thudc tinh dwong 4

€ Thuoc tinh MED (MULTI_EXIT_DISC):
v' Vi du:

graphics/03Fig0g. qif
156.26.32.0/24

AS 5

156.26.32.0/24

Bast Fath
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Cac thudc tinh dwong 4

€ Thudc tinh ORIGIN:
< Thudc tinh ORIGIN ra goc cta thdng tin vé mot tuyén
dwdng trong bang BGP routing
< Thuéc tinh ORIGIN c6 thé 1a mét trong 3 gia tri sau:
v IGP: thdng tin hoc dwoc tir bén trong AS gbc
v EGP: Thong tin hoc duoc tir mot giao thire EGP
v Incomplete: thédng tin hoc dwoc theo cach khac
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Cac thudc tinh dwong 4

€ Thudc tinh ORIGIN:
< C6 hai kiéu két ndi BGP. Kiéu thir nhat 1a kiéu két ndi gilra ca
router chay BGP trong ciing 1 AS. Kiéu nay dwoc goi la Internal
BGP (IBGP).
< Kiéu két ndi thtr 2 1& kiéu két ndi gitra cac autonomous-system
khac nhau. Kiéu nay duoc goi la External BGP (EBGP)

< Céc tuyén dwoc hoc tir EBGP hang xém c6 thudc tinh ORIGIN 13
EGP.

% Cac tuyén redistributed trong BGP ¢6 thudc tinh ORIGIN Ia
iIncomplete

0‘0
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Cac thudc tinh dwong 4

« External Neighbor (eBGP) in a
different Autonomous Systems

* Internal Neighbor (iBGP) in the
AS1 ) same Autonomous System
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Cac thudc tinh dwong 4

€ Thudc tinh Next hop:
< Khi mt router quang ba mét tuyén dén router EBGP hang xoém,
th’ucf)c tinh NEXT_HOP duwoc dat Ia dia chi IP cua giao dién két ndi
dén router hang xém do.

< Luc nay giao dién router két ndi v&i hang xom sé la next hop cla dwong di to
nut hang xém dén dich theo con dwdng dwoc quan ba.

< Néu router quang ba mdt tuyén dwoc hoc théng qua EBGP dér]
IBGP hang xom, thudc tinh NEXT _HOP sé khong dwgc thay doi.
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Cac thudc tinh dwong 4

€ Thudc tinh Next hop:

N
12.125.133.90 AS 7018 12.127.0.121
. & AT&T 4 _
AS 6431 %f/ﬁ . AS 12654
/ A
AT&T Research A = : '\ RIPE N';C }
- = : : I - RIS project
135.207.0.0/16 135.207.0.0/16
Next Hop = 12.125.133.90 Next Hop = 12.127.0.121
10/6/2021
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Cac thudc tinh dwong 4

€ Thudc tinh Community:
< Day |a mét thude tinh khdng bat budc.
< Thudc tinh nay dwoc dung dé cung cap chinh sach cho mét
nhom cac router di qua cac AS vi cac router nay co cung
mot tinh chat va c6 chung chinh sach.

< Néu mét router nhan duwoc mot thong diép thong tin cap
nhat dinh tuyén v&i thudc tinh Community dwoc thiét 1ap,
nod sé x ly thédng diép nay mét cach hop li. Néu né khéng
hiéu thdng diép nay thi sé gri thudc tinh dé cho router hang
xom xcr ly.
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Hoat ddng cua BGP

& Tom tat quy trinh chon dwdng trong BGP:

Open ended programming.
Constrained only by vendor configuration language
Receive APPIY Policy = = paceq on Best Apply Policy = Trangmit
Bgp  fillerroutes & —  Agribute Routes  filerroutes & — pgp
Updates Iweakatiributes /5 e tweak atiributes = | )pgates
2 Apply Import - Best Route - Best Route - Apply Export 2
Policies Selection Table Policies
Install forwarding
Entries for best
Routes.
Y
IP Forwarding Table
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Chon dwdng di tot nhat

' | Enforce relationships

Lowest router ID
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Cau hinh BGP trén Cisco router

& Chi tiét cac Iénh va cac buoc:
€ Topo va vi du minh hoa:

172.28.8.0/21

f,,--"_"-- ,--"_"-- 1?2.21_1{].&"25
|
|

' Albany | IEGP_. _____________ ' Chlcagn '

"Il_ “'Il_ Ny [ %
L E 10.2.25.1

192.168.33.0/24
IEiE‘gF"r IEGF’ AS 100 AS 300 1S-15

10.2.25.2

L»maa:z 1G331_'L1jﬁﬂzmn;

172.19.0. une}—' Boston " FBGP..
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Cau hinh BGP trén Cisco router

e CAu hinh trén router bién Boston:

hostl (config) #ip route 172.31.125.100 255.255.255.252
hostl (config) #router bgp 100

hostl (config-router) #neighbor 10.2.25.1 remote-as 100
hostl (config-router) #neighbor 10.4.4.1 remote-as 100
hostl (config-router) #neighbor 10.3.3.1 remote-as 300
hostl (config-router) #network 172.19.0.0

hostl (config-router) #redistribute static
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Cau hinh BGP trén Cisco router

e CAu hinh trén router NY:

host2 (config) #router bgp 100

host2 (config-router) #neighbor 10.4.4.1 remote-as 100

host2 (config-router) #neighbor 10.2.25.2 remote-as 100
host2 (config-router) #network 172.28.8.0 mask 255.255.248.0
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Cau hinh BGP trén Cisco router

e CAu hinh trén router LA:

host4 (config) #router bgp 300
host4 (config-router) #neighbor 10.3.3.2 remote-as 100

host4 (config-router) #network 192.168.204.0 mask
255.255.252.0

host4 (config-router) #redistribute isis
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Cau hinh BGP trén Cisco router

e Cau hinh trén router Albany:

host3 (config) #router bgp 100
host3 (config-router) #neighbor 10.4.4.2 remote-as 100
host3 (config-router) #neighbor 10.2.25.2 remote-as 100

host3 (config-router) #network 192.168.33.0 mask
255.255.255.0
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