Tang giao van




Nhac lai vé kién tric phan tang

Application
(HTTP, Mail, ...)

Transport
(UDP, TCP ...)

Network
(IP, ICMP...)

Datalink
(Ethernet, ADSL...)

Physical
(bits...)

HO tro cac (rng dung trén mang

Truyen dir liéu giira cac rng dung
Chon dwéng va chuyén tiép géi tin gitra
cac may, cac mang

HG tro’ viéc truyén thdng cho cac thanh
phan ké tiép trén cung 1 mang

Truyén va nhan dong bit trén dwong
truyén vat ly



Tong quan ve tang giao van (1)

network

e Cung cap phuwong tién e
truyen gilra cac rng dung P
cuoi

e Bén gui:

e Nhan di liéu tr i’ng dung c@

o Dat di liéu vao cac doan tin va
chuyén cho tang mang \

e Neéu d lieu qua Ion, n6 sé
dwoc chia lam nhiéu phan va
dat vao nhiéu doan tin khac

transport

N h au L ) network

~ ~n == (& data link

e Bén nhan: ohysical
o Nhan cac doan tin tr tang :

mang
o Tap hop dir liéu va chuyén Ién
cho wng dung



Tong quan vé tang giao van (2)

application
@
e Dwoc cai dat trén cac hé St ik
x e - —| physical
thdng cudi M oc
A e o A 2 phySCeer ]
o Khong cai dat trén cac Rhvsica | °
routers, switches... cg ® 0
e Haidang dich vu giaovan = [mi %
- - . ] physical 7
e Tin cay, hwéng lién két, e.g N

network

TCP data link —
. apygication

physical | network e
o Khong tin cay, khéng lién két, e ohysical | A-Gcta ok
e.g. UDP B® . .. q/5




Tai sao lai can 2 loai dich vu?

e Cac yéu cau dén tir tang rng dung la da dang
e Cac rng dung can dich vu v&i 100% do tin cay nhw
mail, web...
St dung dich vu cua TCP
e Cac rng dung can chuyén di¥ liéu nhanh, c6 kha
nang chiu I0i, e.g. VolP, Video Streaming
St dung dich vu cua UDP



ng dung va dich vu giao van

Giao thure Giao thure
'ng dung (rng dung giao van
e-mail SMTP TCP
remote terminal access Telnet TCP
Web HTTP TCP
file transfer FTP TCP
streaming multimedia  giao thuc riéng TCP or UDP

(e.g. RealNetworks)

Internet telephony  giao thirc riéng
(e.g., Vonage,Dialpad)

thwong la UDP




Cac chwrc nang chung

A " R R X X )
Don kénh/phan kénh ::o
Ma kiém soat 16i | @




Don kénh/phan kénh - Mux/Demux | ¢

Giao thire
tng dung
~N S o NS
Multiplexing <«— G'.ao thbe  __, Demultiplexing
@ giao van b
- /’—\
/(fu:\-\\y; /a

Giao thirc tang mang

e




Mux/Demux hoat dong ntn?

e Taitang mang, goi tin IP : 32 bits .
dwoc dinh danh béi dia chi IP | source port # | dest port #
Pé xac dinh may tram
e Lam thé nao dé phan biét cac other header fields
trng dung trén cung mot
may?
S dung sb hiéu cdng (16 bits) application
x. X . , data
M,0| tlenxtrlnh wng dung duoc (message)
gan 1 cong

e Socket: Mot Cap dia chi IP
Va so h|eu Cong TCP/UDP segment format
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Checksum

e Phat hién I06i bit trong cac doan tin/goi tin

e Nguyén ly gidbng nhw checksum (16 bits) clia giao thirc
P

e \Vidu:

1110011 001100110
110101010101 01O01

|1 1 011101110111O01 %

Tong 1011101110111 100
Checksum 01 000100O0O1O0O0OO0OO0OT11

10



UDP
User Datagram Protocol

Tong quan ::o

Khudén dang goitin | e




Giao thirc dang “Best effort”

e \isao can UDP?
Khéng can thiét 1ap lién két (tang do tré)
Pon gian: Khéng can lwu lai trang thai lién két & bén giri va
bén nhan
Phan dau doan tin nho
Khong cé quan ly tac nghén: UDP cw gwvi di¥ liéu nhanh
nhat, nhiéu nhat néu co thé
e UDP cd6 nhirng chirc nang co ban gi?
Don kénh/phan kénh
Phat hién 16i bit bang checksum
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Khudén dang burc tin

(datagram)

e UDP sir dung don vi 32 bits .
dir liéu goi la — source port #| dest port #
, - length checksum
datagram (buc tin) //
Do dai toan
bd bre tin
tinh theo byte o
Application
data
(message)

Khuon dang don vi
dir liéu cua UDP

13



Cac van dé cua UDP

e Khdéng cd kiém soat tac nghén
Lam Internet bi qua tai
e Khdong bao dam dwoc dé tin cay

Céac trng dung phai cai dat co ché tw kiém soéat do
tin cay
Viéc phat trién ng dung sé phurc tap hon

14



Khai niém vé truyen
thong tin cay




Kénh c6 16i bit, khéng bi mat | 3¢
tin

e Phat hién 16i?
e Checksum

e Lam thé nao dé bao cho bén gwi?
e ACK (acknowledgements):

o NAK (negative acknowledgements): tell sender
that pkt has error

e Phan rng cua bén guwi?
o Truyén lai néu la NAK

16



Hoat dong :

Sender Receiver

=
=

send pktO kto :
pktl is
: : OK
rcv ACK :
send pktl :
. pktl is
NAK : corrupted
rcv NAK :

resend pktl :

v v
Time Time

17



000
X
o0
o
Loi ACK/NAK
N A _ Sender Receiver
e Can truyeén lai
o X ly viéc lap goi LED
tin ntn? send pktO kto :
R : ' pktO is
e Thém Seq.# s | OK
rcv ACK :
send pktl : :
: . pktl is
ACK - OK
rcv sth corrupted!
resend pktl : Pkt 1 © rev pktl
v v duplicate,

Time Timdliscard it
18



Giai phap khong dung NAK 414

Sender Receiver

send pkt0 —Pkt0

- pktO is
: : OK
rcv ACKO :
send pkt1l K
pcKd © pktl is
: . OK
rcv ACK1 ; pkto :
send pktO :
: ACKA . pktO is corrupted
rcv ACK1 : pkto

resend pktO :
; ;
Time Time

19



Kénh cé 16i bit va mat goi tin

e D{¥ liéu va ACK cd thé bi mat
Néu khéng nhan dwoc ACK?
Truyén lai nhw thé nao?
Timeout!
e Thoi gian cho la bao l[au?
It nhat1a 1 RTT (Round Trip Time)
M&i goi tin gtri di can 1 timer
e Néu goi tin van dén dich va ACK bi mat?
Dung so hiéu gai tin

20



Minh hoa

sender receiver
okt
send pki0 J rcv pktO
ACK send ACKO
rcv ACKO
send pktl |<T]
rcv pkil
ACK send ACK
rcvVACK1
send pktO kt 0
rcv pkio
ACK send ACKO

(a) operation with no loss

000
0000
(Y XX
00
L X )
)
sender receiver
okt
send pkio 0 rcv pkio
ACK send ACKO
rcv ACKO
send pki1 ] \%
(loss)
timeout |
resend pkt1 %
[Cv Pki1
ACK send ACK1
rcvACK
send pkt0 KT

ktO
}@/ send ACKO
(b) lost packet
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000
0000
o000
o000
. o0
Minh hoa S
sender receiver sender receiver
send pkio % oV pki0 send pki0 \%’ eV pki0
ACK send ACKO ACK send ACKO
rcv ACKO rcv ACKO
enapat = [CV Pkt send pki1 [CV Pkt
ACK send ACK1 send ACKI1
(loss) x/
timeout
fimeout = K resend pktl =
i \er pkt1 rcv ki1
ACK (detect duplicate) rcvACK (detect duplicate)
send ACKT send pki0 send ACKI1
rcvACK " rev pki0
send pki0 send ACKO
ACK rcv pkt0 ACK g
send ACKO

(c) lost ACK (d) premature timeout

22



:o
Truyéen theo kiéu pipeline
1 data pkt Data pkts
L] DERERE
- — T~ . - — T~
= .k o, -
Sender D Receiver Sender D D D D D D Receiver

ACK ACKs

23



000
0000
y LV, N > ... P
So sanh hiéu qua
o0
O
stop-and-wait Pipeline
sender sender receiver
L/ R A
RTT
JTT+L/R ° RTT+L/R H&- oo
time time v T T v
L: Size of data pkt time “ time
R: Link bandwidth
. P P *
RTT: Round trip time Performance — 3*L/R
L/R RTT+L/R N

Performance =
RTT+L/R



TCP
Transmission Control Protocol

Cau trac doan tin TCP
Quan ly lién két

Kiém soat ludng

Kiém soat tdc nghén

25



Tong quan vé TCP

e Giao thtrc huwdng lién keét
Bat tay ba buéc

e Giao thirc truyén dir liéu theo dong byte, tin cay

St dung vung dém

e Truyén theo kiéu pipeline
Tang hiéu qua

e Kiém soét ludng

Bén gl khdng lam qua tai bén nhan (thwc té: qua tai)

e Kiém soat tac nghén

Viéc truyen dir liéu khdng nén lam tac nghén mang (thwc

té: ludén ¢ tac nghén)

26



000
00
~ - | X J
Khudén dang doan tin - TCP segment .
« 32 bits -
URG: D liéu khan . R An A
' source port # dest port # - Dung de truyen div
\ lieu tin cay
ACK: ACK # . sequence number /' -Tinh theo bytes
\\%wledgement number
head| not : . -
: An div lié AP[RIS|F| Receive window ,
PSH: Chuyen dir ||$U/_‘Ien/ sed Tl \-8'6 |U’Q’ng bytes
ngay W Urg data pnter oS thé nhan
| .

RST, SYN, FIN:—| Options (variable length) - Bicukhien luong

Ky hiéu cho cac
goi tin dac biét

application
data
(variable length)

27




TCP cung cap dich vu tin cay ntn?

e Kiém soat di¥ lieu da dwoc nhan chua:
Seq. #
Ack
e Chu trinh lam viéc cta TCP:
Thiét lap lién két
Bat tay ba bwéc
Truyén/nhan di liéu
Pong lién két

28



Co ché bao nhan trong TCP

Seq. #:

o SO hiéu cla byte
dau tién ctia doan
tin trong dong dir
liéu

ACK:

o SO hiéu byte dau
tién mong muon
nhan tir doi tac

o Ngam xac nhan da
nhan tot cac byte
trwdc do.

host ACKs

receipt
of echoed
lc7

host ACKs

. receipt of

= 'C~‘C’, echoes
back ‘C’

simple telnet scenario

time

]



Thiét lap lien ket TCP : oo
Giao thirc bat tay 3 bwéc

e Budc 1: Agwi SYN cho B
e chira gia tri khdi tao seq # cua
A
e khong co dir liu
e Budc 2: B nhan SYN, tra 10
bang SYNACK
e B khditao vung dém
e chira gia tri khoi tao seq. # cua
B
e Budc 3: Anhan SYNACK, tra
| | I&i ACK, ¢6 thé kém theo div
v v liéu

30



Vi du vé viéc dong lién két

e Budc 1: Gwri FIN cho B

e Buwodc 2: B nhan dwoc FIN, tra
Ioi ACK, dong thdi dong lién
két va gri FIN.

e Budc 3: A nhan FIN, tra 10
ACK, vao trang thai “cho”.

e Buoc 4: B nhan ACK. dong
lién két.

Lwu y: Ca hai bén déu co thé chu
déng dong lién két

A

N

closing

timed wait

closed

FIN

FIN

ACk

closing

closed

31



Chu trinh song cta TCP (don gian héa)

Client application

Wait 30 sec.
Send SYN

Receive SYN/ACK
Send ACK

Receive FIN
Send ACK

Send FIN

Receive ACK
Send nothing

Client application
Initiates close connection

Initiates a TCP connection

Server application

Receive ACK
Send nothing

Receive SYN
Send SYN/ACK

Send FIN

Receive ACK
Send nothing

Receive FIN
Send ACK

32

Creates a listen socket



Kiém soat luong

33



Kiém soat luong (1)

2 a2 2 2

—

A

Cham Qua tai



Kiém soat luong (2)

e Diéu khién lwong di liéu dwoc gli di
Bao dam rang hiéu qua Ia tot
Khdng lam qua tai cac bén
e CAac bén sé co clra sb kiém soat
Rwnd: Clra s6 nhan
CWnd: Ctra sb kiém soat tac nghén
e Luwong di liéu guri di phai nhé hon min(Rwnd, Cwnd)

35



Kiém soat luong trong TCP

#— RevWindow —4-

data from

application
P spare room

process

{I— RevBuffer —'}

e Kich thuwdc vung dém trong
Rwnd

RcvBuffer-[LastByteRcvd
- LastByteRead]

36



Trao doi thong tin vé Rwnd

e Bén nhan sé bao cho
bén guri biét Rwnd trong
cac doan tin

e Bén guwri dat kich

W thwdc clra sO guri theo
| | Rwnd

37



Pieu khién tac nghén trong
TCP




Tong quan veé tac nghén

e Khi nado tac nghén xay ra ?

o Qua nhiéu cap gri-nhan trén mang
e Truyén qua nhiéu lam cho mang qua tai

e Hau qua cua viéc nghén mang
o Mat géi tin
e Thong lwong giam, do tré tang
e Tinh trang cua mang sé tré né

>

>

D

n tdi té hon.

P

P

-

Congestion
occur
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TCP Ki€m sodt tac nghén

e Chién lvoc co ban
Tram dau cudi glri cac goi tin TCP vao trong
mang va cac tram nay diéu chinh theo tinh trang
mang quan sat duworc.
e ACK duworc slr dung dé diéu hoa toc do glri di
liéu cua cac tram dau cudi TCP



AIMD 43

(Additive Increase / Multiplicative | ¢
Decrease)

. M&i tram ngudn TCP quén ly mét bién CongestionWindow
(cwnd)

. Mdi tram nhan TCP quan ly mét bién ReceiveWindow 1
kich thuwdc vang dém cua tram nhan.

MaxWindow :: min (CongestionWindow , ReceiveWindow)

EffectiveWindow = MaxWindow — (LastByteSent -LastByteAcked)

. ewnd duoc thiét |ap dwa vao quan sat vé mirc dd tac nghén:

- Dau hiéu khéng twérng minh: lwong goi rot.

- D4u hiéu twdng minh: géi diéu khién thdng bao tinh trang tac
nghén

Computer Networks: TCP 41
Congestion Control




Additive Increase (Al) X

o Add[tive Incre,ase Jé phan (rng tang toc do
truyén theo cap s6 cong (trong giai doan
chong tac nghén).

e Thong thwong additive increase dugc dinh
nghta bang tham s6 a (mac dinh a = 1).

e Moi RTT tang clra s tac nghén Ién mot
lwong c6 dinh

Tang clra so tac nghén thém twong dwong 1 goi
tin.




o000
XX
o000
3
dost A 4
= ! Tang thém !
l— ' 19g6imoi RTT |
S — I 1
- thl’ee Segments :_ _________________ :
Time
,, }
Additive Increase
Computer Networks: TCP 43

Congestion Control



Multiplicative Decrease (MD) e

« Gia thiét co’ ban:

* M0| goi bi mat hodc timeout xay ra tai bén g 1a do
tac nghén tai mot router.

o Mul’uphcatwe decrease dwoc dinh nghia bang tham
sO B (mac dinh B = 0.5)

Multlpllcatlve Decrease

o VO méi lan timeout TCP glam kich thwdc clra sb
tac nghén cwnd di mot hé sd nhan B.

e cwnd khéng nhé hon kich thwée 1 goi.




AIMD 3t

(Additive Increase / Multiplicative | ¢
Decrease)

e Ngudi ta thay rang can st dung AIMD dé kiém
soat tinh trang tac nghén cia TCP & trang thai 6n
dinh.

e Vi cac co ché timeout gay truyén lai va doi hoi
woc lwong nguwdong timeout chinh xac

e Timeout dwoc dat la ham cua RTT trung binh va
do léch chuan cltia RTT.

e Tuy vay cac tram dau cudi TCP chi lay mau RTT
mot lan/ thi gian RTT s&r dung dong ho véi dd
chinh xac thap.



00
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Kieu rang cwa cua TCP
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Co che Slow Start (1)

e Tang tuyen tinh co thé mat nhiéu thoi gian dé
két n6i TCP dat toc dd.

e Ky thuat slow start dwoc gioi thiéu trong TCP
Tahoe
e Y twdng co ban
Pat cwnd bang 1 MSS (Maximum segment size)
Tang cwnd 1&n 1 moi khi nhan duwoc ACK
Ctlra sb dwoc tdng gap déi sau méi RTT
Bat dau thap, nhwng tang theo ham mi
e Tang cho dén mot nguwdng: ssthresh
Sau do, TCP chuyén sang trang thai tranh tac nghén

47



Co che Slow Start (2)

e 2 trrong hop kich hoat slow start:
Khi ma&i khdi tao két ndi.
Khi phat hién tac nghén, sau khi kich thwéc clra so
giam vé 0
¥, kich thwdc clra sd cwnd trude tac nghén dwoc dung
lam ngwéng tac nghén ssthresh

48



Source Destination

i Slow Start i
| Add one packet |

W\

\

per ACK

/o
|
o
I
i

______________________

y
i
;

y
i

Figure 6.10 Slow Start

Computer Networks: TCP 49
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Két hop cac co’ ché trong TCP

e Thwdng dung slow start trong giai doan dau
dé nhanh chong dat toc déc cao, cho dén
ngwong ssthresh

e Dung AIMD trong giai doan tranh tac nghén
sau khi cwnd dat ssthresh

50
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@9 O
@0
) ®
Slow Start |
ICongestion
Window Timeout.
.\ A CWND
Segment
lost . .
Congestion Avoidance
CWND/2 | ------ =
sthres]
Slow Start
»
4 —p = > | < > < > TIME
Slow  Wait for Slow Congestion
Start  Timeout Start  Avoidance
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X ly tac nghén TCP Tahoe (1)

e St dung slowstart
e Phat hién tac nghén?

Néu nhw phai truyén lai
Co thé suy ra la mang “tac nghén”
e Khi nao thi phai truyén lai?
Timeout!
Cung mdt gai tin s6 hiéu gai tin trong ACK

52



Xt ly tac nghén TCP Tahoe khi | ::¢
timeout (2)

e Khi co timeout cua bén gui
o TCP dat ngudng ssthresh xuéng coOn moét ntra gia tri hién
tai cua cwnd
o TCP datcwnd vé 1 MSS

e TCP chuyén vé slow start

53



Fast Retransmit

e Thong thwong, viéc truyén lai gbi tin chi dwoc thuc
hién khi qua timeout ma chwa nhan dwgc ACK.

e Timeout dwoc tinh can ci¢ RTT, RTT dwoc do 1 lan.
e Gia tri RTT thay dbi > timeout khdng chinh xac.

e Fast retransmit cho phép truyén lai nhanh:
o Coi viéc nhédn dugc duplicate ACKs la biéu hién mat goi tin
va thuwe hién truyén lai goi bi mat ngay ma khong cho hét time
out.

Fast Retransmit
Khi nhan dwoc 3 ACK trung nhau,
TCP gtri lai cac goi bi mat.

54



000
0000
(X N
Sender Receiver o000
( X
Packet 1 o
Packet 2 \
ACK 1
Packet 3
Packet 4 \< ACK 2
. I
Packet 5 ACK 2 I |
. |
Packet 6 : Fast Retransmit :
ACK 2 I [
|
ACK 2 : Based on three :
l duplicate ACKs '
Retransmit : :
packet 3 L I
ACK 6

Fast Retransmit
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Fast Retransmit

e Duwoc dung trong TCP Tahoe
e Néu nhan dwoc 3 ACK gidng nhau

TCP dat ngwéng ssthresh xudng con mét nira gia tri
hién tai cua cwnd
TCP Tahoe: dat cwnd =1 = quay lai slowstart

56
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Figure 6.13 TCP Fast Retransmit Trace
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Fast Recovery

- Fast recovery st dung trong TCP Reno.
Y twdng chinh:

Tru% n lai ngay cac goi da mat khi nhan duwoc 3
S giong nhau

- Sau.khj nhan dwoc ACK cua tat ca cac goi da
truyen lai thi chuyén sang giai doan congestion

avoidance
- bo qua slow start trong Fast Retransmit.

. Sau dé néu timeout: quay vé slowstart

Fast Recovery
Sau Fast Retransmit, giam cwnd di £ va bat dau
tdng cUa sG tuyén Tmh

Computer Networks: TCP
Congestion Control



Kiém soat tac nghén TCP Reno

Threshold=16

Al

Timeout

Threshold is set to half of cwnd (20)
And slow start starts

3 ACKs

Threshold=10

Threshold is set to half of cwnd (12)
. And additive increase starts

Threshold=6

» Step
59



TCP Tahoe vs Reno

e TCP Tahoe:
Slow start,
congestion avoidance
Timeout: Slowstart.

Fast retransmit néu nhan dwoc 3 ACK trung nhau:
giam cwnd =1,
bat dau slow start méi véi ssthresold bang ¥ cwnd cdi.

e TCP Reno:
Slow start
Congestion avoidance
Timeout: slow start

Fast Recovery néu nhan duwoc 3 ACK trung nhau:
giam cwnd di 2 > bd qua slow start
bat ssthresold =cwnd mai
Truyén lai cac géi mat, ché da ACK réi Thwe hién Congestion avoidance.
Computer Networks: TCP Congestion Control 60




Nhiéu bién thé TCP khac
e TCP New Reno
Sau ACK trung l1ap, givi thém 1 géi & cudi clra sd guri.
Diéu chinh timeout
Gay nhiéu goi chwa dwoc ACK trong chudi gl
Cho toc dd gri cao hon TCP Tahoe va Reno
e TCP SACK
Ca& bén glri va nhan déu phai hd tro TCP SACK
e TCP Vegas

Diéu chinh kich thudc clra sb theo sw khac biét gitba RTT ky
vong va thyec té

Chu yéu dung trong phong thi nghiém
e TCP Cubic

CUBIC TCP dworc cai dat mac dinh trong hat nhan Linux
phién ban 2.6.19 tré |1én, va trong Windows 10.1709 Fall
Creators Update, Windows Server 2016 1709 update




Bai tap

e Gia s can truyén 1 file
Kich thwérc O =100KB trén két noi TCP
S la kich thwd'c moi goi TCP, S = 536 byte
RTT =100 ms.
Gia sl ctra toc d6 truyén ctia TCP chi bj gii han
b&i cira s6 nhan Rwnd theo co ché sliding windows.
HOl thoi gian cho doi it nhat dé truyén hét file 1a bao
nhiéu? Néu téc do duwong truyén la
R =10 Mbit/s;
R= 100 Mbits/s.
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Bai tap
e Gia slr can truyén 1 file
Kich thuéc O =100KB trén két néi TCP
S 1a kich thwdc mbi géi TCP, S = 536 byte
RTT = 100 ms.
e Gia sl tdc do truyén ctia TCP chi bj gi¢i han bi ctvra s
kiém soat tdc nghén Cwnd va ctra sé hoat ddng theo co

ché slow-start, chwa tinh dén giai doan congestion
avoidance.

e Clra sb dat dén gia tri bao nhiéu thi truyén hét file.

e HOai thdi gian ché doi it nhat dé truyén hét file 1a bao
nhiéu? Néu R = 10 Mbit/s; R= 100 Mbits/s.
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Bai tap

e 2 nguoi 1 nhom

1. Trinh bay tim hiéu vé co ché kiém soat tac nghén trong mét trong
cac phién ban TCP New Reno, TCP SACK, TCP Vegas, TCP
Cubic. So sanh v¢&i TCP Tahoe va TCP Reno.

2. Trién khai OSPF multi-area va thwc hién cac thr nghiém minh hoa
hoat déng str dung quagga.

3. Trién khai RIP v2 v&i co ché bdo mat va minh hoa hoat déng st
dung quagga.

4. Trién khai BGP st dung quagga va minh hoa hoat déng.

Bao cao 16/4, ngp bao cao + trinh bay 15 phut/ nhdm

64



