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SDN- Software
Defined Network

C6 stir dung mot sd ndi dung trong bai gidng: Software Defined Networking
Mohammad Alizadeh, MIT

Va bai giang cua Raj Jain, Washington University in Saint Louis
http://www.cse.wustl.edu/~jain/cse570-13/




Data plane-Control plane- Mngt
plan

 Kién truc cua router truyén thong bao gom 3 mat
phang chirc nang trén cung mot thiet bi:
- Data plane: x& ly va phan phdi cac goi tin can ct thea trang
thai chuyén tiép cuc bo trén chuyén mach (bang Chuyen tlep)
« Trang thai chuyén tiép + header goi tin > quyét dinh chuyén tiép
* Loc, lwu trir va Iap lich

- Control plane: tinh toan duy tri bang chuyén tiép cho chuyen
mach duwoc cap nhat dé data plan hoat dong dwoc hiéu qua

« Xac dinh cach chuyén tiép cac gai tin
» Binh tuyen, traffic engineering, phat hién va phuc hoi sy c6/16i ..

* Management plane: cung cap giao dién cho quan trj cau h|nh
va tinh chinh thiét bi/mang

- Traffic engineering, ACL config, cau hinh thiét bi, ...

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Data plan

Streaming algorithms on packets
— Matching on some header bits
— Perform some actions

Example: IP Forwarding

1.2.3.4 1.2.3.7 1.2.3.156 5.6.7.8 5.6.7.9

host host | *** | host host host

host

1.2.3.0/24 <=mmm
5.6.7.0/24 —)

forwarding table

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Control plan

» Tinh todn dwérng chuyén tiép cac goi tin
» Phan phoi théng tin dwdng di nay dén cac bang
chuyén tiép
» Théng thwdng viéc tinh todn dwoc thwe hién bang
cac giao thurc phan tan
Vi du: giao thwrc Link-state routing (OSPF, |S-
1S)
* Quang ba théng tin topo gilra moi nut mang
« Mdi nut tinh dwdng di ngan nhat
* Dung giai thuat Dijkstra.

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Control plan

1. Figure out which routers and links are present.
2. Run Dijkstra’s algorithm to find shortest paths.

“If a packet is going to B,
then send it to output 3”

Data




Management plan

Traffic Engineering: setting the weights
— Inversely proportional to link capacity?
— Proportional to propagation delay?
— Network-wide optimization based on traffic?




Toc do hoat dong clia moi mat
phang

Data Control Management
Time- |Packet Event (10 Human (min
scale (nsec) msec to sec) [to hours)
Location | Linecard Router Humans or
hardware |software scripts

VIEN CONG NGHE THONG TIN VA TRUYEN THONG



Data plan vs Control plan

control plane
data plane Processor </

Line card Line card

, Switching ,
€« Line card . Line card
Fabric

D m— Line card

Line card

L g - oo
SOJCT VN CONG NGHE THONG TIN VA TRUYEN THONG
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Mang SDN la gl

* MOt mang ma trong do control plan dwgc tach
khoi data plan vé mat vat ly, i.e. khéng cung
trén mot thiét b

» Chirc nang control plan cua router truyén thong
dwoc chuyén dén mét chwong trinh tap trung

» Chwong trinh tap trung diéu khién mét sb thiét bi
chuyén tiép (dong vai tro switch)

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




SDN network

| Control Program A ” Control Program B l

Network OS

Packet
Forwarding

Packet

Forwarding

Packet
Forwarding

Packet
Forwarding

Packet
Forwarding

VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Ly do ra d&i cua SDN

» Su.phat trién clia cac thé hé chuyén mach va mat
phang diéu khién: o ,
« Nam 90: Chuc nang chuyén tiép tang 2, dinh tuyén
duwogc thwe hién bang phan mém

« Nam 95; Chu%/én tiep tang 2 dwoc hardware héa, dinh
tuyén bang phan mém

« Nam 2000: Chuyén tiép tang 2, chuyén tiép tang 3 dwoc
hardware hoéa

- Viéc hardware hoa cac.thanh phan tang thap lam
cho di lieu dwoc chuyén tiep nhanh hon, phu hop
toc dO dwong truyén

- = hardware cho phan forwarding
- 2 software cho phan control

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Ly do ra d&i cua SDN

» Control plan phan tan khong con phu hop voi
mang hiéen dai

 Xu hwdng thiét ké cac thiét bi mang truwdc day
« Mang hoat dong phan tan ]
* Nguyén tgc g_lug-and—pla  dwgc dé cao =» Cac nut xu ly
va ra quyeét dinh chuyen tiép dir liéu doc lap o
« Cac nut phoi hop dé xay dwng cac bang chuyen tiép
. Spr dun%Sgannin_? Tree Protocol dé xay dwng bang chuyén
tiep MAC trén switch o
« S dung cac routing protocol dé phdi hop xay dwng cac
bang dinh tuyén cua router.
* =» T6¢ do hoi tu chadm (mue do hang chuc gidy, do qua trinh
trao doi thong tin gilba cac nat)
* =» To6c do hoi tu nay kho dwoc chap nhan trong mé hinh
mang hién dai, vi du Data center

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Ly do ra d&i cua SDN

« Nhu cau don gian héa cac nat mang

« Chlrc nang cua nut mang theo mé hinh xu ly
doc 1ap ngay cang tré nén phirc tap

» Can don gian hda cac nut mang bang cach
tach control plan khai thiét bi dan dén
» D& dang t6i wu cac tuyén dwdrng nhd théng tin toan
CucC

» Dé dang va nhanh choéng tw dong hoa cong viec
quan ly thiét bi theo chinh sach

ﬁ =g pomem \EN CONG NGHE THONG TIN VA TRUYEN THONG
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Ly do ra d&i cua SDN

» Suw ra d&i cua cac trung tam dir liéu thué chung
(multi-tenant data center)

- Mot data center v&i cac thiét bj vat ly dwoc thué bdi
nhiéu khach hang (tenant)

 MOi khach muon nhin/diéu khién phan mang ao
(bao gom ca server, storage, phan mém) nhuw
mang that
« Ao hoa, xay dwng va quan ly mang do duwoc thyc hién

dé dang hon khi control plan dwoc tap trung lai nhw
trong mo6 hinh SDN.

« Cu thé: cac topology ag cua méi khach hang duoc thiét
lap bang mot tap cac cau hinh switch, tinh toan va cai
dat b&i control plan tap trung.

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




SDN network

| Control Program A ” Control Program B l

Network OS

Packet
Forwarding

Packet

Forwarding

Packet
Forwarding

Packet
Forwarding

Packet
Forwarding

VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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SDN network

» GOm 3 thanh phan:
» Control program (App): trng dung diéu khién sé
hiru bdi moi tenant
- Network OS (Controller): Phan mém tap trung diéu
khién thiét bi chuyén tiep dir liéu
» Thiét bi chuyén tiép di¥ liéu: SDN switch

« Nam phan tan.

ﬁ =g pomem \EN CONG NGHE THONG TIN VA TRUYEN THONG
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Control program (App)

» Control program (App):
» VVan la mét thanh phan cla tang mang
* La rng dung diéu khién hoat dong cua mang theo
cach mong mudn cua nguwoi dung (quan tri)
» VD: Binh nghia co ché chuyén tiép di¥ liéu: dwong di,
phan luéng v.v...
« Control program diéu Ighién tap trung dwa trén
kKhung nhin toan cuc vé mang
* Input: khung nhin toan cuc (topo, csdl trang thai)
« Output: cau hinh cho méi thiét bi trong mang

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Network OS (Controller)

* Network OS:

« Biéu dién cac thiét bi ma no diéu khién (thiét bj chuyén
mach) theo mét mé hinh triru twong cho cac App phia
trén dieu khién.

« Cung céap giao dién cho cac App lay trang thai cia cac
switch
« Ra lénh cho cac switch chuyén tiép di liéu

« Cac app théng qua Network OS thiét 1ap cac flow trén

cac switch.

« Thwdng chay trén mot may chu

« C6 nhiéu phan mém network OS c6 san:

 nNOX, ONIX, ONOS, Floodlight, Trema, OpenDaylight,
HyperFlow, Kandoo, Beehive, Beacon, Maestro, ... +
more

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Network OS (Controller)

SDN SDN SDN SDN SDN
User-App | | User-App User-App User-App User-App
: A I Y 'y I
¥ ¥ ¥
= Northbound Interface
g
= Kernel SDN Kernel-Apps
gﬂ Topology Manager Kernel-App
E Statistic Manager Kernel-App Interface
b
o
e Flow Programmer Internal Storage
e
5 = =
= Nodes
—
W
=

Southbound Interface




Cac module co ban cua
Controller

* End-user Device Discovery: ,
 Phat hién cac thiét bi cua ngwdi dung cudi: may tinh,
may in, dién thoai di dong ...
* Network Device Discovery ‘
« Phat hién cac thiét bj trong ha tang mang bao gom
switch, router, access point ...
* Network Device Topology Management
* Duy tri thong tin vé€ cac két ndi gitra cac thiét bi trong
mang va thiet bi dau cudi.
* Flow Management

* Quan ly mét co s¢& dir liéu cac flow dang dwoc ap dung
bdi controller va thwe hién cac dieu phor can thiét voi
cac switch dé dam bao sy dong bd giltra cac flow entry

trén switch va cac flow trong co so dir liéu

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Cac giao dién cua Controller

« Southbound interface: Giao dién gitra Controller va
cac chuyén mach vat ly

« P& Network OS (controller) c6 thé diéu khién cac switch
tr xa, can co moét giao thure cho giao dién southbound

« P3a dwoc chuan hoa: OpenFlow

* Northbound interface: giao dién gitra Controller va
App ,
* Khong ¢o6 chuan ,
« MGi Controller cung cap mét giao dién riéng cho App:
* Rest API

* Python API
« Java API

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Southbound interface: Openflow

£ £

L Control Program A JL Control Program B J

®
Network OS ¢ o ®

OpenFlow Protocol

Ethernet Switch DR

T B Tl T R gl

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Southbound interface: Openflow

- Openflow: Giao thirc giao tiép gitra controller va switch

« OpenFlow cho phép, Controller chi dinh dwong di cac gai tin
gua mang cac chuyén mach
« OpenFlow cho phép quan tri cac bang chuyén tiép cla cac
svy_lttc_‘,h O Xa bang cach thém, swra hoac loai bo cac luat xu ly
goi tin. , ’ ,
. Xi du moét luat: Néu header chtra “q” thi chuyén gai tin sang cong

- Openflow st dung TCP dé ddng goi cac goi tin Openflow.
 Trao doi gira switch va controllef dwgc van chuyén boi TCP -
switch va controller khong can ndi tripe tiep voi nhau.
» Controller thwgng dung cong TCP 6653 hoac 6633 dé cho cac
yéu cau két ndi tr switch. ] ‘
. Er\{ygtch chu dong két néi v&i controller dé dwoc quan ly va diéu
ien.

VIEN CONG NGHE THONG TIN VA TRUYEN THONG



Co ché Openflow

[ Control Program A J[ Control Program B J

( )
Network OS,’ , ®

“If header = p, send to port 4”

Packet “If hefader = q, overwrite header with r,
add'header s, and send to ports 5,6”
“If header = ?, send to me”

Forwarding

Packet

Forwarding >5cket

Forwarding

VIEN CONG NGHE THONG TIN VA TRUYEN THONG



Chuyén mach SDN

To controller
* Flow table: dinh nghla cach xu

ly dbi véi méi nhém gai tin

bang luat:
« Gdi tin thda man diéu kién X thi AP] OpenFlow
dwoc xtr ly theo cach Y.

» Packet processing'
- DOi chiéu mbi goi tin dén switch Abstraction layer

lan lwot véi cac Flow table va Flow |
thyee hién hanh déng dwoc dinh Flow table
nghia trong flow table twong rng dbie

« Néu khong tim dwoc flow phu
hop goi tin dwoc chuyen |én cho
Controller xt ly tiép. SW/HW

* Switch giao tiép voi controller Packet processing

nhé& tang API theo giao thirc
Openflow

(9 =n|“"' VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Flow table

« Mbi flow table gdm nhiéu flow entry

. Mdi flow entry dinh nghia mét luat x&r ly gdm <Match,
Action>:
- Match fields: dinh nghia cag diéu kién (co thr tw wu tién) ma

header cua gai tin can cé dé gaéi tin dwoc xtr ly bang hanh
déng dinh nghia trong Action.

 Action: ’ ,
« chuyen dén mébt cong, huy géi tin, glri ra moi cong v.v...
« Stra header ...

Header Data

Match: 1000x01xx0101001x

« Dong cac gai tin phu hop voi 1 flow entry tao thanh
mot flow.

VIEN CONG NGHE THONG TIN VA TRUYEN THONG



A

Cac flow entry trong flow table

Exploit the flow table in switches, routers, and chipsets

é ~ S
Flow 1. Rule -

| (exact & wildcard) | Statistics )

r Rul 2
Flow 2. ule —

| (exact & wildcard) | Statistics )
Flow 3. Rule et

| (exact & wildcard) | )

Rule

Flow N. _—

[(exact & wildcard) Statistics ]

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Testbed

* Network emulation tools
« Mininet; gia lap cac chuyén mach + cac lién két gitra cac chuyén mach
~ gia lap mang vat ly. o
» Dung script dé tao lap topo: thém switch, dinh nghia két noi gitra cac switch.
* http://mininet.org/ .
» Openvswitch: gia lap tirng chuyén mach riéng
« SDN Controller (Network OS)
» Opendaylight (6653):
* https://docs.opendaylight.org/en/latest/getting-started-guide/index.html
* Floodlight, POX (cong 6633),
« ONOS (cdng 6653)
 https://wiki.onosproject.org/display/ONOS/Basic+ONOS+Tutorial
« Cau hinh cac chuyén mach SDN dé két n6i dén controller.

. Cur][g clzlép cho cac chuyén mach IP cia may cai Controller va cdng cla
controller.

« Mininet cung cp co ché dé dwa thong tin nay cho cac chuyén mach.

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Bai tap 1

 Cai dat thtr nghiém mang SDN
« S&r dung Mininet gia Iap mang cac switch
« Sir dung 1 controller: Opendaylight, ONOS
* Yéu cau:

« Nhin dwoc topo cac switch trén giao dién dd hoa cua
Opendaylight va ONOS

« Ping tht gitra cac may ndi v&i cac switch.

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Khai niem Openflow 1.0

 Ports, Port queues

* Flow table

» Packet matching

» Actions va chuyén tiép gai tin

» Cac ban tin trao ddi gitra controller va switch

ﬁ =g pomem \EN CONG NGHE THONG TIN VA TRUYEN THONG
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Pac ta Openflow 1.0

* Khi mot packet dén switch, cac trwéng header duwoc
doi chiéu véi cac flow entry trong flow table.

« Néu co mot entry phu hop, gia tri cac bo dém trong muc
counter dwgc cap nhat va cac hanh dong trong trwwo'ng action
dwoc thuc hién.

Flow Table: | teader Fields | Counters | Actions

Header Fields | Counters | Actions

I Header Fields I C ounters | Actions

Ether] VLAN| VLAN|IP |IP |IP I[P |SrcL4
Dest | ID Priority] Src| Dst| Proto| ToS| Port

Ether
Source

Ingress
Port

Dst L4
Port

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Vi du mot flow table

0| » < | |m|w — e ] = =Rl - &
|2 & == = 3 > - [T23lGE] = s
* 2| 2 Zlele= = v |=fEzlEr] 2 =
= = Z = | 3] o s |19 IE7le=| 8 =
E g | - = nNigeclge = w
e — | |- o 2 g |85 =
Y W o - ?1:
* 1 * |QACB:*| * | * | *| * X x *1 * | * |Port 1 102
¥ | * ¥ [k [ k) k110D 168 F* *| * * Port 2 202
x| & * k| k| k] *® * ¥ *121]21 |Drop 420
£ | * * o B B ¥ 0x806| * | * | * |Local 444
-l * k| k| * | ¥ ’* Ox1* | *| * | * |Controller 1

ISBN:278-1-84969-872-6 (Safari Book)

0 Hard timeout: Remove entry after this time

Q If both are set. the entry 1s removed if either one expires.

Ref: S Azodolmolky, "Sofware Defined Networking with OpenFlow," Packt Publishing, October 2013, 152 pp..

0 Idle timeout: Remove entry if no packets received for this time

SOICT VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Quy tac matching

Set Input Port .
Ether Src - % o
Ether Dst Dldt(— hlnb
Ether Type

Set all others to zero

Set VLAN ID Apl? ly
Set VLAN Priority ; Actions
Use EtherType in VLAN tag
for next EtherType Check

therType
=0x81002

Set IP Src. IP Dst

therType
=0x08067

IP Proto. IP ToS
from within ARP

Send to Controller

Set Src Port.
Dst Port for
L4 fields

therType
<0x08007

Set IP Src. IP Dst |
IP Proto. IP ToS

Use ICMP Type
and code for
L4 Fields

rPacket lookup 1

using assigned
header fields

T VIEN CONG NGHE THONG TIN VA TRUYEN THONG



Cac bo dém

Per Table Per Flow Per Port Per Queue
Active Entries |Received Packets Received Packets | Transmit Packets
Packet Lookups | Received Bytes Transmitted Packets | Transmit Bytes

Packet Matches

Duration (Secs)

Received Bytes

Transmit overrun
ITOrS

Duration (nanosecs)

Transmitted Bytes

Receive Drops

Transmit Drops

Receive Errors

Transmit Errors

Receive Frame
Alignment Errors

Receive Overrun
ero1rs

Receive CRC
Errors

Collisions

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Cac action

« Chuyén tiép 90| tin nhan dwoc dén mot cong
vat Iy hoac cong ao (virtual port). Cac loai cong
40 co thé:

- All: tAt ca cac cbng ra trir cdng goi tin dén

- Controller: ddng goi va glvi goi tin dén controller

» Local: ap dung cho trrdng hop goi tin Openflow
nhan dwoc tw controller (Control plan) nhung dén

trén cac Cong data plan, gt goi dén bd x ly
openflow cua chinh switch

 Table: ap dung cho cac goi controller giri cho switch
cO kém theo danh sach action, thwc hién action
trong danh sach

T VIEN CONG NGHE THONG TIN VA TRUYEN THONG



Cac action

> In-port: G&i ngworce lai céng Vao
- Normal: Guri gm tin ra cong Ethernet theo co ché
chuyén tiép cta switch thwong (co ché tw hoc)

* Flood: Copy goi tin dén tat ca cac cdng theo cay
khung trir cong goi tin dén

« Xép 90| tin vao hang doi: xep vao mot hang
doi cia mdt cong dé dwoc x& ly theo mirc QoS
twong ng.

* Huy goi
* Thay doi trwong: vi du them/bot VELAN tags,
doi TTL, thay doi bit ToS

y & |"'-' VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Cac action

- Neu header cuia gai tin khdng phu hgp vai bat
ky flow entry nao, gaéi tin dwoc xép vao hang
doi va header dwgc gui cho controller,
controller gwri lai switch mét luat moi dé xw ly
cac goi tin twong tw sau nay.

» Secure chanel: kénh két ndi gitra controller va
switch str dung TLS

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Action: minh hoa cac luéng xu ly

OpenFlow controller

[NO

.
s

OpénFlow protogol

. [CONTROLLER]

ort specified

A ¥ &i;? 2
s v
| egacy component ; OpenFlow switch
of hybrid switch [TA BLE] Secure channel - side control
— | [LOCAL]
Packet_ il R
matching [ + Real

function : Drop {#

PKT pjop specifi¢d

Local out




Kénh lién lac Controller-switch

Goi la secure chanel

OpenFlow controller

* Th(“)ng thu’(‘)’ng duwoc béO mat Out-of-band In-band
bang ma hoa khong doéi sung i |
dl_J’a trén TLS OpenFlow protocol - Control & data
N R |
« Ciing c6 thé dung kénh i y
khéng mé héa TCP Secure channel
L I —— LOCAL
 Ché db in-band —
- Dung cdng di¥ liéu nén goi el g = Fff
tin diéu khién cling dwoc xwr funetion < >
ly bang openflow
¢ Ché d6 OUt-Of-band Porl1| |Post2| (Pord| |Pomd . @
- Dung cong riéng, khéng xtr OpenFlow switch
ly chuyén mach bang
openflow

T VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Cac ban tin gitra Controller va
switch

» Controller-to-switch: cac ban tin kiém tra tinh trang
switch
- Features, config, thay dbi trang thai, doc trang thai,
packet-out, etc

* Loai ban tin Asynchronous guri tir switch dén
controller ma khéng can dwoc yéu cau

« Packet-in, flow removed/expired, port status, error, etc

 Loai ban tin Symmetric: ban tin c6 the guri tly
switch hoac controller ma khong can doi phwong
yé&u cau.
» Hello, Echo, etc.

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Ban tin Openflow

Table 5.1 OFPT Message Types in OpenFlow 1.0

Message Type

HELLO
ECHO_REQUEST
ECHO_REPLY

VENDOR
FEATURES_REQUEST
FEATURES_REPLY
GET_CONFIG_REQUEST
GET_CONFIG_REPLY
SET_CONFIG
PACKET_IN
FLOW_REMOVED
PORT_STATUS

ERROR

PACKET_OUT
FLOW_MOD

PORT_MOD
STATS_REQUEST
STATS_REPLY
BARRIER_REQUEST
BARRIER_REPLY
QUEUE_GET_CONFIG_REQUEST
QUEUE_GET_CONFIG_REPLY

Category

Symmetric
Symmetric
Symmetric
Symmetric
Controller-Switch
Controller-Switch
Controller-Switch
Controller-Switch
Controller-Switch
Async

Async

Async

Async
Controller-Switch
Controller-Switch
Controller-Switch
Controller-Switch
Controller-Switch
Controller-Switch
Controller-Switch
Controller-Switch
Controller-Switch

| Sili)categbry

Immutable
Immutable
Immutable
Immutable

Switch Configuration
Switch Configuration
Switch Configuration
Switch Configuration
Switch Configuration
NA

NA

INA

NA

Cmd from controller
Cmd from controller
Cmd from controller
Statistics

Statistics

Barrier

Barrier

Queue configuration
Queue configuration

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Cac ban tin Openflow

« HELLO: trao dbéi sau khi secure channel dwoc thiét Iap.
Xac dinh phién ban OF cao nhat dwoc ca controller va
switch hé tro dé s dung

- ECHO: Su dung b&i mét trong hai bén kiém tra néu
kénh van con ton tai

« PACKET-IN: switch chuyén lai mdt géi tin cho controller
Xt ly ngoai 1é

« FLOW_REMOVE: switch bao cho controller biét 1 flow
da bi loai bo trén switch

« PORT_STATUS: switch thong bao cho controller trang
thal mét cdng da thay doi.

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Cac ban tin Openflow

« Cac ban tin cau hinh switch:
« SET CONFIG, GET_CONFIG, FEATURE..

« Cac ban tin BARRIER

« Dam bao switch thwc hién xong cac Iénh da nhan
duwoc trwde ban tin BARRIER _REQUEST

e Cac ban tin QUEUE

* Dung dé controller doc tw switch mot queue da
dwoc cau hinh nhw thé nao.

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Ban tin Openflow

VIEN CONG NGHE

<

Controller

Establish TCP connection

Switch

<
-

Establish TLS tunnel

OFPT_HELLO (V.1.1)

\A A/

A

OFPT_HELLO (V.1.0)
OFPT_FEATURES_REQUEST

Y

A

OFPT_FEATURES_REPLY
OFPT_SET_CONFIG

ta

OFPT_FLOW_MOD (OFPT_ADD)

uonegieniu|

Y

OFPT_FLOW_MOD (OFPT_ADD)

OFPT_FLOW_MOD (OFPT_ADD)

Yy

OFPT_HELLO (V.1.1)

A

Yy

OFPT_HELLO (V.1.3)

OFPT_HELLO (V.1.1)

A

\

A

OFPT_HELLO (V.1.3)
OFPT_PACKET_IN

OFPT_PACKET_OUT

uopgiedQ

OFPT_HELLO (V.1.1)

A

vy

OFPT_HELLO (V.1.3)

OFPT_ECHO_REQUEST

OFPT_ECHO_REPLY

OFPT_FLOW_MOD (OFPT_MODIFY)

OFPT_FLOW_REMOVED

OFPT_PORT_STATUS

OFPT_STATS_REQUEST

Buuojiuopy

\

\/

Time
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Hardware Open flow switch

Arista 7050

Brocade MLXe, Brocade CER, Brocade CES
Extreme Summit x440, x460, x670

Huawei openflow-capable router platforms

HP 3500, 3500yl, 5400z, 6200yl, 6600, and 8200z! (the oldstyle L3
hardware match platform)

HP V2 line cards in the 5400zl and 8200zl (the newer L2 hardware match
platform)

IBM 8264

Juniper (MX, EX)

NEC IP8800, NEC PF5240, NEC PF5820

NetGear 732850, NetGear 735250

Pronto (3290, 3295, 3780) - runs the shipping pica8 software
Switch Light platform
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Software OpenFlow Switches

* Open vSwitch

 Indigo: Open source implementation that runs on physical
switches and uses features of the ASICs to run OpenFlow

* LINC: Open source implementation that runs on Linux,
Solaris,Windows, MacOS, and FreeBSD

« Pantou: Turns a commercial wireless router/access point to an
OpenFlow enabled switch. OpenFlow runs on OpenWRT.
Supports generic Broadcom and some models of LinkSys and TP-
Link access points with Broadcom and Atheros chipsets.

+ Of13softswitch: User-space software switch based on Ericsson
TrafficLab 1.1 softswitch

« XORPIlus: Open source switching software to drive high-
performance ASICs. Supports STP/RSTP/MSTP, LCAP, QoS,
VLAN, LLDP, ACL,OSPF/ECMP, RIP, IGMP, IPv6, PIM-SM
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Openflow 1.1 concepts

» Nhiéu flow tables

* Co Groups

« MPLS and VLAN tag support
* Virtual ports

» Controller connection failure

ﬁ =g pomem \EN CONG NGHE THONG TIN VA TRUYEN THONG
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Pipeline processing (Introduced In

1.1)

A switch can have multiple flow tables that are

matched in a pipeline fashion.

(a) Packets are matched against multiple tables in the pipeline
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Per table packet processing

@ Find highest-priority matching flow entry

I.:!atch E:?s: I __@ t:latch fields: @ Apply instructions:
ngress + g, o - ngress port +
i Flow Lo . i Modllfy packet & update match fields
pkt hdrs pkt hdrs . (apply actlc_ms instruction) .
i Table : ii. Update action set (clear actions and/or
Action set Action set @ write actions instructions)
> ® > ii. Update metadata
— @ Send match data and action set to
next table

(b) Per-table packet processing
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Groups

» Group table: entries and actions
* To refine flooding
e Support multicast
« As a base for multiple flows
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Openflow 1.2.0 concepts

» Extensible match support

» Extensible set field packet-rewrite support
 |[Pv6

* Multiple controller enhancements

* Efc.

 Later versions of Openflow specification
supports more necessary functions.
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Going further

« Openflow is implemented in MiniNet (mininet.org)

 Related resources

* Open Networking Foundation:
https://www.opennetworking.org/

 This Iectur_e materials_ are based on_va_rious
resources in the net, in particular this file
https://www.clear.rice.edu/comp529/www/papers/tutorial 4

-pdf
And book “Software Defined Networks A Comprehensive
Approach” by Paul Goransson and Chuck Black
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Ghép ndi SDN va IP

« Coi phan mang SDN va phan mang IP 1a hai AS va s
dung BGP dé frao dbi thong tin network reachability hai
bén

« SDN controller phai c6 module hiéu BGP (BGP plugin)

« SDN controller dong vai trd BGP router ciia mién SDN

» Trén control plan, SDN controller va cac BGP router
cta cac AS IP trao ddi théng tin dinh tuyén

 Trén data plan, SDN switch va BGP router cua cac AS
IP chuyén tiép goi tin cho nhau

« Chirc nang da duwoc cai dat trén Controller ONOS
trong goi SDN-IP

« ONOS: wiki.onosproject.org
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Ghép ndi SDN va IP

/1 == QNS ¥ sthd
L0215 144 04524
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10.1.1.254/24 | T 105
PP 10.1.2.754/24 e
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wmmm e =T NI DO D
: Y :
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192 168 100, 130/24
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_~" Mininetistha Miminethethy ™
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VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Xay dwng SDN app

« Xay dwng topo mang voi
switch that hoac Mininet,

« Cai dat controller

» Cau hinh céc switch
(mininet) lam viéc voi
controller

* Xac dinh phuwong thire
giao tiép voi Controller

 Xay dwng tng dung dinh
tuyén theo mong muon.
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Bai tap 2

- Bai tap tinh diém qua trinh: ,

« Xay dwng mot topo thtr nghiém co6 it nhat 10 switches trén
Mininet ,

o Xay dwng rng dung (SDN, a cho phép dinh tuyén di liéu
giﬁé 2 di%m ng u,gngdl(ch bat E}e )tvheo r%c}t %Aubfng‘ | cO tiéu chi
nhat dinh do nhom quy dinh hoac theo mo6t tuyén dwong do
ngwoi dung nhap vao

* Nhém: Cung nhém da st dung cho BT Mang théng tin quang.
« Tai liéu:
« Giao dién RestAPI cua ONOS:
. Rtlgris://wiki.onosproject.org/display/ONOS/Appendix+B%3A+REST+

 Giao dién API cua Opendaylight:

 https://docs.opendaylight.org/en/stable-oxygen/developer-
guide/controller.ntml#

« Han bao cao: Tuan 12?
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