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1. Tong quan vé tang
rng dung




Tang tng dung trong TCP/IP

e Diéu khién va cung cap cac
dich vu mang.

e Trong m6 hinh TCP/IP khong
cd 2 tang trinh dién va tang
phién.

e Cac wng dung mang cai ‘dét
cac chrc nang cua 2 tang
nay

Application
(HTTP, Mail, ...)

Transport
(UDP, TCP ...)

Network
(IP, ICMP...)

Datalink
(Ethernet, ADSL...)

Physical
(bits...)
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Ung dung mang

Zalo user 1

application
transport

* Hoat dong trén cac he thong et
dau cudi (end system)

« Cai dat giao thirc rng dung

« Pinh nghia cac quy tac glao tlep &
(ban tin, quy trinh) gitra cac tién
trinh (’ng dung

« GOm c0 2 tién trinh giao tiép voi
nhau qua mai trwong mang:

« Client: cung cap giao dién NSD, —
glri thdng diép yéu cau dich vy  Zalo user 2 flransect

« Server: cung cap dich vu, tra R T
thdng diép dap wng

* Vidu: Web
« Web browser (trinh duyét Web):

Chrome, Firefox.. P . Zalo
. Hinh anh tu: “Computer Networking: A Top Dow
- \Web server: Apache Tomcat.. Approach”, Jim Kurose

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Giao tiép gitra cac tién trinh irng dung

» Socket: doi twong dich vu do tang giao van cung cap
» Céc tién trinh ng dung s dung dich vu cla tang giao van dé trao
doi théng diép
» Pja chi socket: Dia chi IP, S6 hiéu cdng

» Vi du: Socket ma phan mém Web Server trén may chu cla
SolCT c6 dinh danh 202.191.56.65:80

icati application
socket \ controlled by
app developer
W PP P
Helloword, abc
controlled
by O
/ ‘{ Network ;
e L
g
Hinh @nh ttr: “Computer Networking: A Top Down
o o . > Approach”, Jim Kurose
OHCT V/EN CONG NGHE THONG TIN VA TRUYEN THONG
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Cac mo hinh &rng dung

MO hinh client/server
* M6 hinh Ngang hang (P2P: Peer-to-peer)
* M6 hinh lai

i
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Mo hinh client/server

e Client
Cllenrt. « G yéu cau truy cap dich
E vu dén server

o « V& nguyén tac, khong lién
N lac trwe tiép v&i cac may
e — O khach khac

@ « Server
ciegt ___— . » Thuwong xuyén online dé
LJL!_} srver che yéu cau dén tir client
« CO thé co may chu dy
phong dé nang cao hiéu
g nang, phong sw co

client » Str dung nhiéu trén mang,
vi du: Web, Emaill ...

.__nlc-r VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Giao tiép gilra cac tién trinh

» Tién trinh client: g&¥i yéu cau
e Tién trinh server: tra 1]
« M6 hinh dién hinh: 1 server — nhiéu client

- Client can biét dia chi cGa server: dia chi IP, s0
hiéu cong

wait forresult  handles response

client
req ues\ / response

server —————-—- —mm-T -
wait handle wait

request

!’ OHCT V/EN CONG NGHE THONG TIN VA TRUYEN THONG
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M®& hinh ngang hang thuan tay

Peer Peer * M6 hinh peer-to-peer
. Khong c6 may chu trung

Seer )(/ \ . Cac may co vai trd ngang
Peer nhau

« Hai may bat Ky €O thé lién
ac truc tlep vO'i nhau

 Khéng can vao mang

ﬂl!.’ ﬂ!.’ thwong xuyén

* VVD: Gnutella, Emule,
Peer Peer Bittorent

._nlc-r VIEN CONG NGHE THONG TIN VA TRUYEN THONG
9

l



MO hinh lal

Client <
Ien « MOt may chu trung tdm dé
quan ly NSD, théng tin

\ / \ tim kiém...
o « Cac may khach sé giao
B tiép trwe tiép voi nhau sau
khi dang nhap
* VD: Skype trudc day, Bit
Torrent
Clientﬁg ﬂi& Client

P2P Comm.

< s Client-Server Comm.

._nlc-r VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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2. Dich vu tén mien (DNS)




Gigi thieu chung
« Tén mién: dinh danh trén tang ng dung cho cac nut
mang
* Trén Internet dwoc quan ly tap trung
- Quoc té: ICANN
* Viét Nam: VNNIC
- DNS(Domain Name System): hé thong tén mién gom céac

may chu quan ly théng tin tén mién va cung cap dich vu
DNS

- VVan dé phan giai tén mién sang dia chi IP
« Nguoi str dung dung tén mién dé truy cap dich vu

- May tinh va céc thiét bi mang khong st dung tén mién ma dung
dia chi IP khi trao déi di¥ liéu

e Lam thé nao dé chuyén déi tén mién sang dia chi IP?

!’ OHCT V/EN CONG NGHE THONG TIN VA TRUYEN THONG
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Chuyén ddi dia chi va vi du

« May tinh dung dia chi IP
« NSD dung tén mién

}

Can c6 chuyén

Toi muon vao dia chi
www.soict.hust.edu.vn

R g 5 Mé&i truy cap vao
doi dia chi 202.191.56.65
5 d I~
Eléj e
May chu tén
mién
May chu web
202.191.56.65

i

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Khong gian tén mi

e Kién truc : hinh cay

» Root: Nut gbc
e Chia thanh cac zone

e MOi nut 1a mot tap hop

\n

cac ban ghi mé ta tén
mién twong &ng voi nit
do. Vi du:

o SOA

e NS

o A

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
- ILC |
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n

Domain Name Space

--.--lr

1“': —_ resource records
e | =™ associated with name
P
/s | 17 7 & — zoneof authority,
7 = —
3 ey Wi & e St |-|I ,| anaged by a name server
i /_\_ 4 Wants to let another administrator ok
— = manage 3 part of @ zone, the first
| [:n_ | & b administrator's nameserver delegates see also: AFC 1034 4.2:
y = [E20y  part of the 2one to anuber How the database is divided Into zones.

‘‘‘‘‘

Hinh énh tir: Wikipedia

14



Hé thdng may chui DNS

 May chi tén mién goc (Root server)
« Tra 1&i truy van cho cac may chu cuc bd
 Quan ly cac zone va phan quyén quan ly cho may chd cap dudi

« C6 13 hé thdng may chud gbc trén mang Internet (http://www.root-
servers.orq)

& & §
Anycast mstances

R ©®T PRM
Hinh anh tir: Wikipedia

\n
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Hé thong may chd DNS (tiép)

» May cht tén mien cap 1 (Top Level Domain)
* Quan ly tén mién cap 1 (vidu: .vn, .jp, .com)
« May chl dwoc Gy quyén (Authoritative DNS
servers) o
« Quan ly tén mién cap dwdi (vi du: .com.vn, .edu.vn)
» May cht ctia cac to chirc: cua ISP
« Khéng nam trong phan cap cua DNS
« May chu cuc bd: danh cho mang ndi bé cua co
guan to chuc

« Khéng nam trong phan cap ctiia DNS (vi du
.hust.edu.vn)

!’ OHCT V/EN CONG NGHE THONG TIN VA TRUYEN THONG
] | Wy
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Phan giai t&n mién

* Ty phan giai
 File HOST:

« Windows: C:\WINDOWS\system32\drivers\etc\
 Linux: /etc/hosts

« B6 dém cua wng dung
* Dich vu phan giai tén mién: client/server
- Giao thirc tang trng dung: DNS
« St dung dich vu UDP/TCP v&i cdng dich vu 1a 53
* Phan giai dé quy (Recursive Query)
« Phan giai twong tac (Interactive Query)

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Thong diép DNS

 DNS Query va DNS Reply:

R Identification Flags
Chung khudn dang
. . . > #Question #Answer RRs
« |dentification: Dinh danh cua
truy van #Authority RRs | #Additional RRs

« Théng diép tra I1&i phai c6 gia tri
Identifjcation trung va&i thdng diép
truy van

» Flags: Cac c& diéu khién
« #Question: SO lwong tén mién
dwoc truy van

» QUESTION: céc tén mién
dwoc truy van

y

L ﬂ : E o £ & A E 2
: —n-|'- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Thong diép DNS

» #Answer RRs: SO lwong ban
ghi tra 10

» ANSWER: C4c ban ghi tra I | #Question | #AnswerRRs

. #Authority RRs: Sé Iwo’ng ban #Authority RRs | #Additional RRs
ghi tir cac may chu dwoc uy
quyéen khac

« AUTHORITY: Cac ban ghi cua
may chld dwoc Uy quyén khac

* #Additional RRs: SO lwong cac
ban ghi bd sung

- ADDITIONAL: Cac ban ghi b
sung

Identification Flags

._nl smemm  yIEN CONG NGHE THONG TIN VA TRUYEN THONG



Vi du: dig linux.com

; <> DiG 9.9.2-P1 <> linux.com
;7 global options: +cmd
;» Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id:
;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY:

ADDITIONAL: 3

;; QUESTION SECTION: TTL: thoi gian(s) luu gitr
:linux.com. IN A tra loi trong cache

;; ANSWER SECTION:

linux.comy 1786 IN A 140.211.167.51

linux.com.~ 1786 IN A 140.211.167.50

;; AUTHORITY SECTION:

linux.com. 86386 IN NS nsl.linux-foundation.org.
linux.com. 86386 IN NS nsZ2.linux-foundation.org.
;; ADDITIONAL SECTION:

nsl.linux-foundation.org. 261 IN A 140.211.169.10
nsZ2.linux-foundation.org. 262 IN A 140.211.169.11

21655

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Vi du: dig linux.com —thwc hién truy
van DNS

; <> DiG 9.9.2-P1 <> linux.com

;7 global options: +cmd

;; Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 21655
;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2,
ADDITIONAL: 3

;; QUESTION SECTION: Tén cac may chd DNS server tra |oi truy van.
;linux.com. IN A Né&u phan ANSWER réng, DNS Resolver gtri truy
;; ANSWER SECTION: van tdi cac may cha nay

linux.com. 1786 IN A 140.211.167.51
linux.com.—1786-IN A 140.211.167.50

;; CAUTHORITY SECTION:

linux.com. 86386 IN NS-nsl.linux-foundation.org.
linux.com. 86386 IN NS-nsZ2.linux-foundation.org.
;; ADDITIONAL SECTION:

nsl.linux-foundation.org. 261 IN A 140.211.169.10
ns2.linux-foundation.org. 262 IN A 140.211.169.11

VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Vi du: dig linux.com

; <> DiG 9.9.2-P1 <> linux.com
;7 global options: +cmd
;» Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, 1id:
;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY:

ADDITIONAL: 3

21655

o e
r 7

QUESTION SECTION: Dia chi IP clia cdc mdy chd tra |oi truy van.

slinux.com. IN A Thong tin nay duoc lwu vao cache

o e
r 7

ANSWER SECTION:

linux.com. 1786 IN A 140.211.167.51
linux.com. 1780 IN A 140.211.167.50

o e
r 7

AUTHORITY SECTION:

linux.com. 86386 IN NS nsl.linux-foundation.org.

JARe)

linux.com. 86386 -IN NS nsZ2.linux-foundation.org.

o e
r 7

ADDITIONAL SECTION:

nsl.linux-foundation.org. 261 IN A 140.211.169.10
nsZ2.linux-foundation.org. 262 IN A 140.211.169.11
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Phan giai twong tac

« Co ché mac dinh trén cac may chi DNS

= root
'| server
soict.hust.edu.vn : soict.hust.edu.vn =
| > E > B
) | < | < | TLD
" 202.191.56.65 — ~ server
Default ns.vn
Server
(Resolver)
= Authoritative
,| DNS server

L . o dns.hust.edu.vn
GICT VIEN CONG NGHE THONG TIN VA TRUYEN THONG 55
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Phan giai dé quy

* Tuy chon mo réng

- soict.hust.edu.vn s
<

e 2(02.191.56.65
Default

server

) |e=gmp=== VIEN CONG NGHE THONG TIN VA TRUYEN THONG
T =G|L | ' i

Root
server

l soict.hust.edu.vn

TLD
server

dns.vn
l soict.hust.edu.vn

ﬂ Authoritative
DNS server

dns.hust.edu.vn

202.191.56.65

24
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3. Dich vu Web




HTTP va Web

* Internet trwéc thap ky 1990s:
 Hau nhw chi str dung han ché trong co’ quan chinh pha, phong
nghién cu...
« Cac dich vu email, FPT khong phu hop cho chia sé théng tin dai
chung
- Khéng co6 co ché hiéu qua dé lién két cac tai nguyén thong tin
nam rai rac trén Internet

 Nam 1990, Tim Berners-Lee gi¢i thieu World Wide Web:
« Trao ddi thdng tin dwdi dang siéu van ban (hypertext) s&¢ dung
ngbn ngtr HTML (Hypertext Markup Language)
« Céc dbi twong khéng can dong goi “tat ca trong mot” nhw trén
cac van ban trwdc do

- Siéu van ban chi chiva chira lién két (hypertext) t¢i cac doi twong
khac (dinh vi bang URL).

!’ OHCT V/EN CONG NGHE THONG TIN VA TRUYEN THONG
] | Wy
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Uniform Resource Locator

» Dinh vi mot tai nguyén bat ky trén mang va cach
thirc dé truy cap tai nguyén do

protocol://hostname| :port] /directory-path/resource

 protocol. Giao thuc (http, ftp, https, smtp, rtsp...)
« hostname: tén mién, dia chi IP

« port: cong ng dung (co thé khéng can)

» directory path: dwérng dan téi tai nguyén

* resource: dinh danh cua tai nguyén

! ‘_n|CT VIEN CONG NGHE THONG TIN VA TRUYEN THONG

l
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HTTP va Web

« WWW: World Wide Web
« trao dbi di¥ lieu siéu van ban
HTML (HyperText Markup
Language) trén mang

 HTTP: HyperText Transfer
Protocol

* M6 hinh Client/Server

» Client yéu cau truy nhap téi cac
trang web gchu’a cac doi twong
web) va hién thi chung trén trinh
duyét

« Server: Nhan y&u cau va tra 1o
cho client

PC running
Firefox browser

running
Apache Web
server

iphone running
Safari browser

Hinh @nh ttr: “Computer Networking: A Top Down
Approach”, Jim Kurose

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Hoat dong cua HTTP

» Thiét lap lién két TCP
» Server m& mdt TCP socket che yéu cau két ndi tai
cong 80 (mac dinh)
« Client kh&i tao mét lién két TCP t&i server
» Server chap nhan yéu cau, tao lién két
» Trao doi théng diép HTTP (giao thirc irng dung)
« HTTP Request: Thong diép yéu cau
« HTTP Response: Théng diép tra 10i
 Pong lién két TCP

!’ OHCT V/EN CONG NGHE THONG TIN VA TRUYEN THONG
] | Wy
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Khuon dang HTTP Request

« M3a ASCII (dé dang doc dwoc dwdi dang van ban)

Dong yéu cau

Céc dong tiéu dé

Bao két thuc
tieu dé

a;ﬁ

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
- ILC |

GET /~tungbt/index.htm HTTP/1.1\r\n

[ Host: soict.hust.edu.vn\r\n

User-Agent: Mozilla/5.0

Accept: text/html,application/xhtml+xml\r\n
Accept-Language: en-us,en;g=0.5\r\n
Accept-Encoding: gzip,deflatel\r\n
Accept-Charset: IS0-8859-1,utf-8;g=0.7\r\n
Keep-Alive: 115\r\n

| Connection: keep-alivel\r\n
— \r\n

30



Céac phwong thirc yéu cau

HTTP/1.0 HTTP/1.1

« GET « GET, POST, HEAD

« POST « PUT

« HEAD - tai file én may chu, dwdng
dan chi ra trong URL, file dé

. yeu cau may chu loai mot

s6 doi twong ra khai thong trong body
diép tra 10 « DELETE
» Xoa file chira béi dwdng
dan

Lwu y: Co6 2 cach dé givi tham sb dén server: POST hoac GET

http://www.google.com/search?q=computer+network&flags=68&num=10

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Khudon dang HTTP Response

Dong trang thai tra 10

\_‘ HTTP/1.1 200 OK\r\n

Date: Thu, 31 Jul 2014 00:00:14 GMT\r\n
Server: Apache/2.2.15 (CentOS)\r\n
Last-Modified: Wed, 30 Jul 2014 23:59:50 GMT\r\n
CZ \ ETag: "17dc6-a5c-bf716880"\r\n

a? do?g Accept-Ranges: bytes\r\n

tieu de Content-Length: 2652\r\n

Connection: closel\r\n

Content-Type: text/html; charset=UTF-8\r\n
—A\r\n
’////adata data data data data

D@ liéu dap &rng yéu cau

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Ay

\n

Ma trang thai tra |0

Trong dong dau tién cta thdng diép tra 1&i, vi du

200

301

400

404

505

OK

request succeeded, requested object later in
this message

Moved Permanently

requested object moved, new location specified
later in this message (Location:)

Bad Request
request message not understood by server

Not Found
requested document not found on this server

HTTP Version Not Supported

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
- ILC |
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Hién thi (rendering) ndi dung trang web

* M6 hinh x& ly co ban tai trinh duyét:
* Nhan théng diép HTTP Response
« Hién thi:
« X ly ma HTML, CSS, Javascripts

» GUi thong diép HTTP Request yéu cau cac doi twong
khac(néu co)

« Batva xt ly sw kién

» Cac su kién co thé xay ra:

« Su kién cua nguwdi dung: OnClick, OnMouseOver...

« Sw kién khi hién thi: OnLoad, OnBeforeUnload...
« Theo thoi gian: setTimeout(), clearTimeout()...

!’ nl—— VIEN CONG NGHE THONG TIN VA TRUYEN THONG
BACH KHOA Ced? L '
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Cac ché do cia HTTP

HT TP khéng duy tri HTTP co duy ftri

» Chi mot doi twgng web  * Nhiéu d6i twong co the
dwoc glri qua lién két dwoc gui qua mot lien
TCP két TCP.

» S&r dung méac dinh trong * St dung mac dinh trong
HTTP/1.0 HTTP/1.1

« HTTP 1.0: RFC 1945 « HTTP 1.1: RFC 2068

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Hoat déng cua HTTP/1.0

Web client Web server

Init TCP connection

Accept TCP connection

TCP COnn. Req

OK, send HTTP request <
\ Send HTTP response: index.html

Close TCP connection

Parse index.html: has 10
reference to 10 i

Accept TCP connection

Repeat above steps 10 times!

: Send images 1

i Close TCP connection

1MXRTT

v
s r g 2 e . ;i 5 x .
i &= VIEN CONG NGHE IHONq- TRY® TRUYEN THONG T!me




Hoat déng cua HTTP/1.1

Web client Web server

Init TCP connection

: Accept TCP connection
OK, send HTTP request i

Parse index.html: has 10 Send HTTP

reference to 10 images ! response: index.html

request images 1

Send images 1
request images 2
Send images 2

. ——~  Pipeline
request images 10

¥y

¥ =nlc-i- VIEN CONG NGHE THONG IRVE TRY Llime

LBACH A0 | ol
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HTTP/1.1 véi pipeline

Web client

Init TCP connection

OK, send HTTP request

Parse index.html: has 10
reference to 10 images

request images 1 -10

R
_ Time

Web server

Send images 1-10

Time

g SOYCT VN CONG NGHE THONG TIN VA TRUYEN THONG

(BRI s
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HTTP la giao thuc stateless

* Mot phién hoat ddng cua HTTP:
« Trinh duyét két n6i véi Web server
« Trinh duyét gii thdng diép yéu cau HTTP Request
« Web server dap wwng voi mot thong diép HTTP Response
e ..laplai...
« Trinh duyét ngat két noi

« Cac théng diép HTTP Request dwoc xir ly dbc lap
» Web server khéng ghi nhé trang thai cua phién
HTTP

»  Néu dich vu Web can xac thwe ngudi dung thi ngudi dung sé
phai dang nhap lai cho méi thong diép HTTP Request giri di ®

!’ OHCT V/EN CONG NGHE THONG TIN VA TRUYEN THONG
] | Wy
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HTTP Cookie

HTTP Request

HTTP Response

HTTP Request

« Cookie: di¥ liéu do rng dung Web tao ra, chira thdng tin trang thai cua
phién lam viéc

- Server c6 thé lwu lai cookie(mét phan hodc toan bo)
Sau khi xt ly yéu cau, Web server tra lai thong diép HTTP Response vOi
coookie dinh kém

» Set-Cookie: key = value; options;

Trinh duyét lwu cookie
Trinh duyét g&ri HTTP Request tiép theo v&i cookie dwoc dinh kém

> .

y 4 : g . — " & -
=y &3 VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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HTTPS

« Han ché clia HTTP:

» Khong c6 co ché dé ngwdi dung kiém tra tinh tin cay clia Web
server 2 16 hong dé ké tan codng gia mao dich vu hoac chén ma
déc vao trang web HTML

» Khéng cé co ché ma hoa gitk mat > 16 hong dé ké tan cong nghe
lén danh cap thdng tin nhay cam
» Secure HTTP: st dung lién két SSL/TLS thay cho TCP
dé truyén céac thong diép HTTP

« Xac thuwc:
 Nguwd&i dung truy cap vao dung Website mong mudn
- D@ liéu trong qua trinh truyén khéng bj thay dbi

« Bao méat: di¥ liéu dwoc gilr bi méat trong qua trinh truyén

» S6 hiéu cdng &ng dung: 443

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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HTTP trén trinh duyét Web

& Mganhangthuong maic.. X

Robank.comvn c Q, Search

| Mha d5u tu | Gidi thigu
Vietcombank

wwrw.vietcombank.comuvn

Vietcombank
O ct

113 L000.000 VNB |

R

® Tai khoan & Tai khoan doanh nghiép * Ngan hang dai by
& The ® Thanh Toan va guan ly tién té ® Tai khoan
& Tigk kiém & Bao lanh & Kinh doanh van
* ChuyEn & Nhan tién & Tin dung doanh nghiép * Tai trg thu'dng mai
# Cho vay ca nhan & Ngoai hoi va thi trudng von s Y(B-Money
Xem tiep... Xem tiép... Xem Hép...

VIEN CONG NGHE THONG TIN VA TRUYEN THONG

42



HTTPS trén trinh duyét Web

Truy cap Web v&i HTTPS
& Ping nh/ X o+

= O x

{-TE.TCi';K-:Qr-.‘.r-,-lEF!CI:LE:rd... l'-.-'f\]_i'-.'-".-.'..ViE' El| @ | Q Search w B U 4 0 % @

Dich vu khach hang 24/7- 1900 54 54 13

Chap canh uéc mo cung Vietcombank

Chirong frinh khuyén mai hép dan ti
06/10/2016 dén hét 31/12/2016

v

Vietcomban

Danh cho Khach hang mua méi Bao . - -
Thanh Tai, Bao An Tai Tri cia Vieteombank NGAN HANG TRUC TUYEN
VCB - iBeénking

- Toan bd ndi dung website (bao gom
hinh anh, CSS, Flash, scripts...) da

dwoc trinh duyét tham tra tinh toan ven |, ., « »
va nguon goc tin cay.

— - Moi théng tin trao ddi gitra trinh duyét
B =Gict wva Vietcombank dworc gitk bi mat.
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BO dém- Caching

e “Cache”: B6 nh® dém www.xyz.com/index.htm

« Khai niém bd nh¢ cache —
trong may tinh
L1 cache, L2 cache
e “cache miss”, “cache hit”

« Xem xét tredng hop sau:

- Mot td chirc c6 mot dworng
ndi t&i Internet

« Tt ca lwu lwong truy cap
web déu di qua lién két nay

 Nhiéu NSD web c6 thé
cung truy nhap t¢i cung mot
ndi dung

l -+ Giai phap cai tién?

nlc— VIEN CONG NGHE THONG TIN VA TRUYEN THONG

44



St dung bd dém web - proxy

« NSD dat tham sb két ndi
truy cap web cua trinh Web
duyét qua mot may chu server
Proxy -

» trinh duyét gii yéu cau
dén proxy

« Miss: Proxy gl yéu cau
t&éi may chu web, tra 10
trinh duyét va lvu dém
déi twong web

« Hit: Proxy tra déi twong
web cho trinh duyét

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
- ILC |

\n

45



Web caches

* Proxy: Vwa la client, vira la server

« S&r dung bé&i cac ISP nhd, cac td chirc nhw trwdng
hoc, cong ty...

 Anh hwéng clia proxy
« Lam giam lwu lwvgng web trén dwdng ra Internet
« C6 thé lam giam thoi gian dap ng
« Thr phan tich vai trwdng hop
» cache hit
» cache miss
 proxy bi qua tai
- Trang web thay dbi/trang web dong?

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
- ILC |

\n
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Bai tap

- Mang cdng ty két nGi v&i Internet bang lién két
toc do 1,5 Mbps.

» Cac file can tai co kich thwde trung binh 900
Kbit

- Tan suat trinh duyét trong may cong ty yéu cau
file trén web =1,5 lan/s.

» Thoi gian glvi yéu cau HTTP ti router Internet-
Server-nhan tra 10i = 2 (s)

 Tinh thoi gian dap rng trung binh

nl smem  VIEN CONG NGHE THONG TIN VA TRUYEN THONG
- ILC |

\n
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» Chua c6 cache. Cac lién két da cé tai. Thoi gian
truyen dir liéu trén lién két cb tai:
=W, /(1-p),
c W tho gian truyén khong tai

ok tal =ty 1& di¥ liéu chay qua lién két trong mot gidy/
toc do lién két

» Gia s c6 cache
» Cache hit: 0,4.
* Tinh thoi gian dap rng trung binh
* Dung cong thwe: T, =2 p;*T,
* p; Xac xuat cé thoi gian dap ng T,

) SOYCT VN CONG NGHE THONG TIN VA TRUYEN THONG
] e 1

\
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‘ origin
servers
public
Internet _’

1.5 Mbps
access link

institutional
network

institutional
cache

nl""' VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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4. Dich vu email




Dich vu emaill

« MUA (Mail User Agent)
« LAy thu tr may chu
« GUi thw dén may chd
* VD: Outlook, Thunderbird...

« MTA (Mail Transfer Agent): :
« Chta hép thw dén ctia NSD (mail box)
« Hang doi dé gwi thw di
* VD: Sendmail, MS Exchange...

SMTP

Mail box

VIEN CONG NGHE THONG TIN VA TRUYEN THONG

Giao thuec:

Chuyén thw: SMTP-Simple
Mail Transfer Protocol

Nhan thw

e POP - Post Office Protocol

e [IMAP — Internet Mail Access
Protocol

SMTP

Message queue
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Giao thire SMTP

« Tai liéu mod ta: RFC 2821
« TCP, port 25: Chuyén thw ti client dén server va
gilra cac server v¢&i nhau

» Twong tac yéu cau/tra |oi
* Yéu cau: Lénh v&i ma ASCII
» Tra I&i: ma trang thai va di¥ liéu

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
- ILC |

\n
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Cac giao thirc nhan thw

SMTP -
=l|‘ SMTP . & __access : @l r
- proTocoI £
L) l | )L l |

sender’'s mail receiver's mail
server server

* POP: Post Office Protocol [RFC 1939]
« Dang nhap va lay hét thw vé
* IMAP: Internet Mail Access Protocol [RFC 1730]

* Phire tap hon POP
* Cho phép lwu trir va x&r ly thu trén may chu

._nlc-r VIEN CONG NGHE THONG TIN VA TRUYEN THONG

l
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Ay

\n

Web Mall

« Str dung Web browser nhu mét MUA
« MUA va MTA giao tiép théng qua HTTP
* Mails dwoc lwu triv trén may chu
 E.Q.
 Gmail,

 Hotmall,
* Yahoo! Mall, etc.

« Ngay nay, rat nhiéu cac MTA cho phép truy cap
thdng qua giao dién web
e http://mail.hust.edu.vn
 http://mail.soict.hust.edu.vn

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
- ILC |
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Khubén dang théng diép thw dién to

RFC 822: Dinh nghia khudn

dang ’///////////,///*
- Phan dau

e To:

* From:
° SUb_leCt/
« Phan than

« Biéu dién dwdi dang ma
ASCI|

header

D@ng
trang

D
LL ¢ " . s oo
n“'- VIEN CONG NGHE THONG TIN VA TRUYEN THONG

N

55



Tieu chuan MIME

« Biéu dién noi dung email c6 chira dir lieu da phuwong

tién
e MIME: multimedia mail

extension, RFC 2045, 2056

« Thém mét dong trong phan dau chi rd khudn dang di

lidu gwi di

MIME version

From: alice@crepes.fr

\TO: bob@hamburger.edu
Subject: Picture of yummy crepe.
method used J y y crep

to encode data  ——

multimedia data

MIME-Version: 1.0
~ Content-Transfer-Encoding: base64
»Content-Type: image/jpeg

type, subtype,

parameter declaration/

encoded data

\n

!’ OHCT V/EN CONG NGHE THONG TIN VA TRUYEN THONG
re* @] | Wy |
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5. Dich vu truyen tép (FTP)




FTP: File Transfer Protocol

ﬁ&

FTP |

user

interface || client

N
user \ I/
local file system

* M6 hinh Client-server
« Trao dbi file gitra cac may

« St dung TCP, cdng dich vu
20, 21

\n

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
- ILC |

TCP control
connection, port 21
» FTP
,| server
TCP data
connection, port 20 I

remote file system

e Diéu khién Out-of-band :
Lénh cta FTP : cong 21
D liéu: céng 20
e Nguwoi dung phai dang nhap
trwde khi truyén file
o M0t sb server cho phép nguoi
dung voi tén la anonymous
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Lénh va ma tra &
Mot sb vi du Vi du v& ma tra 1o

« USER username 331 Username OK,
password required
 PASS password

« 125 data connection already

« LIST : trd vé danh sach open; transfer starting
file 425 Can’t open data
connection

- RETR filename L3y file

« STOR filename Dat file
lén may chu

« 452 Error writing file

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
- ILC |
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