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Chwong 4
Tang lien mang
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4.1. Tong quan ve tang lién mang




Tang lién mang trén kién triac TCP/IP

Application Hb tro cac ng dung trén mang
(HTTP, Mail, ...)
Transport biéu khién truyen di liéu gitra cac tién trinh
(UDP, TCP ...) cua tang wrng dung
Network

Diéu khién truyen dir ligu sang mang khac
(IP, ICMP...) (truyen di liéu gitra cac thanh phan ndi khong
trwec tiép v&i nhau)

Datalink H6 tror viéc truyen thong cho céc thanh
(Ethernet, ADSL...) phan ke tiép tréen cung 1 mang
Physical

Truyén va nhan dong bit trén duong
(bits...) truyén vat ly

VIEN CONG NGHE THONG TIN VA TRUYEN THONG




Tang mang

e Truyén di liéu tlr host-host

» Cai dat trén moi hé,thc“')ng
cudi va bo dinh tuyén

« Pon vj truyén: datagram

* Bén gui: nhan di liéu twr
tang giao van, dong goi

» Bé&n nhan: mé goi, chuyén
phén‘dfr lieu trong payload
cho tang giao van

» Bo dinh tuyén(router): dinh
tuyén va chuyén tiép goi tin
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Hinh anh tir: “Computer Networking: A Top Down

Approach”, Jim Kurose "
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Chtrc nang chinh

- Dinh tuyén (Routing): Tim tuyén dwong dé glvi div
lieu tr nguon toi dich

- Chuyén tiép (Forwarding): Chuyén géi tin t&i cong ra
theo tuyén dwong da co

* Dinh dja chi (Addressing): Binh danh cho cac nut
mang

« Dong goi dir lieu (Encapsulating)

« Dam bao chat luvng dich vu(QoS): dam bao cac

thdng s6 phu hop cua dwdng truyén theo tirng dich
vu

._nlc-r VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Pinh tuyén va chuyén tiép

Giao thtre
dinh tuyén

Bang chuyén tiép

Giao thirc dinh tuyén XAac
dinh dwong di ngan nhat
gilra 2 bén truyén tin

dest address

outgoing port

net. address/net.mask
net. address/net.mask
net. address/net.mask

Goi tin (tiéu dé chra

dia chi dich) ;

Bang chuyén tiép xac
dinh cdng ra (outgoing
port) d& chuyén di liéu
to1 dich




Céc giao thirc tang mang

Tang
mang

EAH

transport layer: TCP, UDP

Giao thirc dinh tuyén
e Tim dwong
* RIP, OSPF, BGP

ICMP
« Bao 16i
« Kiém tra trang thai nat mang

IP

* Dinh danh

* Pong goi

« Chuyén tiép
* QoS

link layer

physical layer

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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4.6. Giao thuc IPv4




Pac diém co ban cla giao thirc

« La giao thirc dwoe dinh tuyén (routed protocol)
» Tap trung vao viéc chuyeén tiép goi tin (forwarding)
« Poi héi phai cé cac giao thirc dinh tuyén dé xac dinh
trwdc dwong di cho dir liéu.
* Giao thirc hwédng kndng lién két

* Khéng tin cay / nhanh
« Truyén di liéu theo phwong thirc “best effort’
« IP khéng c6 co ché phuc hoi néu co 16i
« Khi can, &ng dung sé st dung dich vu tang trén dé
dam bao do tin cay (TCP)

* Hién nay co6 2 phién ban: IPv4 va IPv6

!’ OHCT V/EN CONG NGHE THONG TIN VA TRUYEN THONG
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Pia chi IPv4




Dia chi IP (IPv4)

« Pia chi IPv4: Mét sb 32-bit

dé dinh danh moét gjao 223.1.1.1
dién mang (cong két noi 9931571
mang trén nat dau cudi) 223.1.1.2 ‘
PC, server, smart phone, T L 223.1.1.4_223.1.2.9
bd dinh tuyén ‘ |
 M0i dia chj IP dwgc gan 523413 2234327 “231E2
cho mét cdng duy nhét
« Dia chi IP c6 tinh duy nhat
trong mang 223.1.3.2
, , X . 223.1.3.1 1.3.
« Cac may nam trong cung | |
mot doan mang dwoc gan
cac dia chi IP twong tw
nhau. 223.1.1.1 = 11011111 00000001 00000001 00000001
« Co bit dau gidong nhau. 993 1 1 1

OHCT V/EN CONG NGHE THONG TIN VA TRUYEN THONG 1
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Cap phat dia chi IPv4

« Cap phat co dinh(Static IP):
 Windows: Control Panel > Network =
Configuration - TCP/IP = Properties

* ipconfig
* Linux: /etc/network/interfaces
« ifconfig

« Cap phat tw ddong: DHCP- Dynamic Host
Configuration Protocol

12
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Biéu dién dia chi IPv4

- Biéu dién dang thap phan cé cham

?. OO0 g

203.178.136.63 o
259.12.49.192 x

S nguyén 8 bit 133.27.4.27 0

St dung 4 phan 8 bit @& miéu ta mét dia chi 32 bits

111/0(0{1{0{1|1{1(0{1{1{0|0(1(0|1/0|0|0(1{1{1}{1]0{1/1/0({0|{1]0|0
203 178 143 100

OHCT V/EN CONG NGHE THONG TIN VA TRUYEN THONG 13
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Pia chi IPv4

» Dja chi IP c6 hai phan
* Host ID (dinh danh may)- phan dia chi may tram: (32-n) bit
cudi
« Network ID (dinh danh mang) — phan dia chi mang: n bit
g
al Network ID Host ID

111/0(0{1/0{1{1{1(0{1{1{0|0(1(0|1({0|0|0(1{1{1{1]0{1|1/0({0}{1]0|0
203 178 143 100

e Lam thé nao biét dwoc phan nao 1a cho may tram,
phan nao cho mang?
Phan I&p dia chi
Khéng phan I&p — CIDR

14
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Cac dang dia chi

 Dia chi mang (Network Address):

e Dinh danh cho mét mang

« Tat ca cac bit phan HostID 1a 0

« 0.0.0.0: Dia chi toan mang, dai dién cho 1 mang bat ky
 Dia chi quang ba (Broadcast Address)

- Pia chi dung dé gri di¥ liéu cho tat ca cac may tram trong

mang

« Tat ca cac bit phan HostID 1a 1

. 255.255.255.255: Dia chi quang ba trong 1 mang bat ky
* Dia chi may tram (Unicast Address)

« Gan cho mdt cdng mang

 Dia chi nhom (Multicast address): dinh danh cho nhém

!’ OHCT V/EN CONG NGHE THONG TIN VA TRUYEN THONG 15
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Phan I&p dia chi IP (classful)

8bits 8bits 8bits 8bits
< > ¢ > ¢ > ¢ >
Class A | 0 7bit H H H
Class B 1 O 6bit N H H
ClassC | 1 1 0 OSbit N N H
Class D 1T 1 1 0 Multicast
Class E T 1 1 1 Reserve for future use
# of network # of hosts
Class A 128 2724
|Class B 16384 65536
Class C 2°21 256 -




Xac dinh |&p cua dia chi IP

1) 10.1.0.1 : 1&p A, byte dau 0-127

2) 129.203.8.5: I1&6p B, byte dau 128-191
3) 195.4.9.12 : 1&p C, byte dau 192-223
Bai tap:

Cho cac dia chi sau:

154.17.4.9

193.67.2.0

Xac dinh dia chi thudc I&p nao?

Xac dinh phan netID, host ID cta dja chi.

nl smem  VIEN CONG NGHE THONG TIN VA TRUYEN THONG 17
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Han ché cla viéc phan I&p dia chi

* LAng phi khéng gian dia chi
. Vié’C phan chia thanh cac I6p (A, B, C, D, E) lam han
ché viéc sty dung toan bd khéng gian dia chi
* Phwong phap CIDR: Classless Inter Domain
Routing
» Classless addressing
» Phan dia chi mang (NetworkID) s& c6 do dai bat ky

« Dang dia chi: m1 .m2.m§.m4 /n, trong d6 n (mat na
mang) la so bit trong phan rng v&i dia chi mang
(NetworklID)

18
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Mat na mang

* Mat na mang xac dinh 2 phén trong dia chi IPv4
« Phan trng v&i may tram (HostID)
» Phan trng v&i mang (NetworkID)
» Biéu dién:
 Ma na mang: /n. Vi du: /27
* n: SO bit cua NetworklID

* Nhi phan:

(081 1 R R R O e 1 1 P P P P PV VR PR PR (PR IR I

| |
n bits (32 — n) bits
e Vidu: /27 = 11111111 11111111 11111111 11100000
» Thap phan cé cham: 255.255.255.224

!’ OHCT V/EN CONG NGHE THONG TIN VA TRUYEN THONG 19
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Cach tinh dia chi mang

IP Address

Netmask (/27)

AND

Network address

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Netw/o&part

Host APart
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Pia chi IP va mat na mang

e Dia chi mang cua cac dia chi IP dwéi day

e Dia chi nao la dia chi may tram, dia chi mang, dia chi
quang ba?

(1) 203.178.142.128 /25
(2) 203.178.142.128 /24
(3) 203.178.142.127 /25
(

203.178.142.127 /24

3
4

N N N N’

e Lwu y: V&i cach dia chi hda theo CIDR, dia chi
IP va mat na mang luén phai di cung nhau

W HEX
Fy
BACH KHOA
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Mat na mang va kich thwéc mang

« Mat na mang: /n

» Kich thwdc mang: SO nut mang toi da cé trong
mang

Bia chi P T
\ Y J | Y )

n bit (32-n) bit
» SO lwong dia chi may tram (Unicast Address):
232-n -2

¥y
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Mang con - subnet

L4 mot phan cla mot
mang nao do
* ISP thwong dwoc gan
mot khoi dia chi IP
« MOt vai mang con sé
dwoc tao ra
« Tao subnet nhuw thé
nao

« S&r dung mot mat na
mang I&n hon

) SOYCT VN CONG NGHE THONG TIN VA TRUYEN THONG
—w il |

223.1.1.1

223.1.21
223.1.1.2

223.1.1 |ﬁ 223.1.2.9
223.1.2.2
—

223113 2981327

Mang con

/

223.1.3.1 | | 223.1.3.2

Mang voi 3 mang con
Dai dia chi IP goc la 223.1.0.0/16

23




Vi du: Chia lam 2 subnets

11001000 00010111 00010000 00000000
200. 23. 10. 0 /124

- / SubnetID

11001000 00010111 00010000 00000000

200. 23. 10. /125
11001000 00010111 00010000 10000000
200. 23. 10. 128 /125

Mat na mang con = Mat na mang cl + S bit SubnetID

Chia thanh 4 mang con? - Mat na mang con: /26

¥y

24
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Vi du: Chia subnets

» Mang 200.23.16.0/24

1) Can tao 6 mang con
- Pia chi méi mang con? Mat na cla ching? S6 lwong
may/mang

2) Can tao N mang con. Bia chi mang? Mat na?
M6&i mang con co tdi da 14 may tinh

Mang v&i 30 may tinh

Mang v&i 31 may tinh

Mang v&i 70 may tinh

/28
‘ /127

oICT VIEN CONG NGHE THONG TIN VA TRUYEN THONG 25 (25
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Khéng gian dia chi IPv4

* Theo ly thuyét

« C6thé1a0.0.0.0 ~ 255.255.255.255
« M6t s6 dia chi dac biét
- Dia chi IP dac biét (RFC1918)

Private address

10.0.0.0/8
172.16.0.0/16 - 172.31.0.0/16
192.168.0.0/24 > 192.168.255.0 /24

Loopback address

127.0.0.0 /8

Multicast address

224.0.0.0
~239.255.255.255

» Pia chi lién két ndi bd: 169.254.0.0/16 (tw ddng cau hinh)

!’ nl—— VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Quan ly dia chi IP céng cbéng

* Internet Corporation for Assigned Names and Numbers
(ICANN): quan ly toan bé tai nguyén dia chi IP

* Regional Internet Registries: quan ly dia chi IP theo
vung (chau A-Thai Binh Dwong, chau Au va Trung
Pong, chau Phi, Bac My, Nam My)

. Co quan quan ly qudc gia
. Viét Nam: VNNIC

« Nha cung cap dich vu (ISP)
 Co quan, td chirc
* Vidu: ICANN - APNIC - VNNIC - HUST

2L
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4.3. Chuyén doi dia chi
(NAT)




Khai niém co ban NAT

« D liéu chuyén tiép tr mang LAN (st dung dia chi
cuc bod) sang mang Internet (str dung dia chi cong
cong) va ngwoc lai can duwoc chuyén doéi dia chi

- NAT (Network Address Translation) thwc hién trén

bd dinh tuyén

« Trén thuc té, co thé str dung NAT dé chuyén dbi dia
chi IP tr mang LAN nay sang mang LAN khac

e Loiich:
- Tiét kiém dija chi IP céng cdng
« Che giau dia chi riéng
« Giadm chi phi cau hinh khi thay doéi ISP

! SOICT VIEN CONG NGHE THONG TIN VA TRUYEN THONG 29
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Static NAT

» La dang NAT don gian nhat

» M6t dia chi IP private dwoc gan cho mét dia chi
IP public xac dinh

« NAT router sé& lwu mét bang chuyén doi trong
bdé Nh&
« Bang nay anh xa cac dia chi n6i bd bén trong v&i
dia chi bén ngoai Internet
» Thwong st dung cho cac server nam trong
mang LAN dé cung céap dich vu cho mang
cong cong

! SOICT VIEN CONG NGHE THONG TIN VA TRUYEN THONG 30
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Static NAT - Vi du

Src: a.b.c.d
Src: a.b.c.d PP
Dst: 202.191.56.65 st: 10.0.0.

D] —

File Server

o, _ M . (10.0.0.10)
g LAN
@D ﬁ (10.0.0.0 /24)
Router
M 4_ @ Web Server
- X\ (10.0.0.20)
Src: 202.191.56.65 Src: 10.0.0.20
Dst: 10.0.0.20 Dst: a.b.c.d

AT Table [

10.0.0.10 202.191.56.11
| 10.0.0.20 202.191.56.65 |

L ﬂ A : E o £ & A E 2
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Dynamic NAT

* NAT router tw dong anh xa moét dai cac dia chi IP
prlvate v&i mot dai cac dia chi publlc dé cac may
tinh cé thé di ra ngoai Internet khi can thiét

- Trai v&i static NAT, ngwoi quan tri sé khong can
cau hinh cu thé 1 dia chi IP private dwoc gan voi
1 dia chi IP public nao

- Bat ky dia chi IP private nao sé dwoc gan va dich
tw dong sang 1 trong cac dia chi IP public dang

san c6 (dang r6i) & trong pool dia chi public boi
NAT router

U‘_n| smemm  vIEN CONG NGHE THONG TIN VA TRUYEN THONG




Dynamic NAT — Vi du

Src: 10.0.0.31
Src: 202.191.56.15
Dst: a.b.c.d m <—M — Dst: a.b.c.d

Src: a.b.c.d Src: a.b.c.d
Dst: 202.191.56.15 — M% Dst: 10.0.0.31

LAN
(10.0.0.0 /24)

Host A
(10.0.0.31)

Router

Src: ? Src: 10.0.0.32
Dst: a.b.c.d m «— A~ Dst:ab.cd Host B

(10.0.0.32)

SOROON s> | ousiderp

10.0.0.31 202.191.56.15
10.0.0.32 202.191.56.16

y 4
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Port Address Translation

« Con dworc biét 1a NAT overloading

» La moét dang dac biét cua dynamic NAT dé tan
dung hon nira khéng gian dia chi IPv4
* Cho phép nhiéu dia chi IP private anh xa v&i mét
dia chi IP public da dang ky kem cac s6 hiéu
cong khac nhau
* n private IP - 1 public IP

« Nhw vay PAT s dung cac sockets duy nhat dé
anh xa
« (private IP : s6 hiéu céng) <-> (public IP: s6 hiéu
cong)

T | a— = E & E a A £ 3
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Src: 202.191.56.15:2001 Src: 10.0.0.31:6000
Dst: a.b.c.d:443 - Dst: a.b.c.d:443
Src: a.b.c.d:443 Src: a.b.c.d:443
Dst: 202.191.56.15:2001 @—’ |g| ij Dst: 10.0.0.31:6000

Intern_;; : LAN Host A
ﬁ i (10.0.0.0 /24) (10.0.0.31)

Router
Src: ? Src: 10.0.0.32:7000
Dst: a.b.c.d:443 m —D4 J Dst:abc.d:4d3 | hoste
N e | owiier
10.0.0.31:6000 202.191.56.15:2001
10.0.0.32:7000 202.191.56.15: 2002

\.

/ y 4

-
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Khuon dang goi tin IP




Tiéu dé goi tin IP

Ay

\n

P 32 bits >
head.
ver
len DS length
16-bit identifier |figs fraogﬁr;‘:t”t
time to upper header
live protocol checksum

32 bit source IP address

32 bit destination IP address

Options (if any)

data
(variable length,
typically a TCP

or UDP segment)

37
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Tiéu dé gai tin IP (1)

* Version: Phién ban giao thirc (4 bits)
e IPv4
* |IPv6

» Header length: DO dai phan dau: 4bits
e Tinh theo tw (4 bytes)
* Min: 5 x4 (byte)
« Max: 15 x 4 (byte)

* DS (Differentiated Service : 8bits)

* Tén cu: Type of Service
« Hién tai dwoc st dung trong quan ly QoS

38
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Tiéu dé goi tin IP (2)

» Length: D6 dai toan bo, tinh ca phan dau (16 bits)
* Theo bytes
 Max: 65536

« |dentifier — SO hiéu géi tin (16 bit)
« Dung dé xac dinh mét chudi cac gai tin cia mot gai tin bi
phan manh
* Flag — Co bao phan manh(3 bit)
» Fragmentation offset — Vi tri goi tin phan manh
trong goi tin ban dau (13 bit)

OHCT V/EN CONG NGHE THONG TIN VA TRUYEN THONG 39
il |

\n



Tiéu dé gai tin IP (3)

 TTL, 8 bits — Th&i gian song
« Pd dai dwdng di goi tin co thé di qua
 Max: 255
* Router giam TTL di 1 don vi khi x& ly
« G0i tin bj hily néu TTL bang 0

« Upper protocol — giao thirc tang trén
* Giao thure giao van phia trén (TCP, UDP,...)
- Céc giao thirc tang mang khac (ICMP, IGMP, OSPF )
clng co trwong nay
« S&r dung dé don kénh/phan kénh

40
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Tiéu d& gai tin IP (4)
» Checksum — M3 kiém soat 16i
» Dia chi IP ngudn

« 32 bit, dia chi cua tram gwi
 Pia chi IP dich

« 32 bit, dia chi cua tram dich

44
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Phan manh gai tin (1)

- Puwdng truyén co moétgia /™
tri MTU (Kich thwoc don vi —
di¥ liéu t6i da- Maximum :
Transmission Unit) J

« Cac dwdng truyén khac ™=
nhau co MTU khac nhau
« MOt gai tin IP co kich
thwde Ioon qua MTU sé b
- Chia lam nhiéu gai tin nho
hon

 Duwoc tap hop lai tai tram
dich

Phan manh:
in: 1 goi tin Ion
out: 3 goi tin nhd hon

OHCT V/EN CONG NGHE THONG TIN VA TRUYEN THONG 42
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Phan manh (2)

\n

Trwong ldentification
- ID dwoe s dung dé tim cac phan cla géi tin
Flags — coO (3 bits)
* 18t bit: Dy phong
« 2ndbijt: Khong dwoc phép phan manh
« 3 bit: Con phan manh
Do |éch - Offset
« Vi tri ctia goi tin phan manh trong gai tin ban dau
* Theo don vi 8 bytes

43
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length [ID | fragflag | offset I
Vi dU-' =4020 |=x [ =0 =0
Goi tin: 4020 byte
(header: 20 byte)
MTU = 1500 bytes
1480 bytes in length [ID | fragflag | offset
data field =1500 | =x =1 =0
offset = / length [ID | fragflag | offset I
1480/8 =1500 | =x =1 =185
length | ID | fragflag | offset I
=1060 | = =0 =370

VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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4.4. Chuyeén tiép goi tin




Co ban vé chon dwong

« Khi mét may tram gi mét gaéi tin IP t&i mot may
khac
« Néu dia chi dich nam trén cung mot duwdng truyén vat
ly: Chuyén truc tlep

. Neu dia chi dich nam trén modt mang khac: Chuyén gian
tiép qua bd dinh tuyén (chon dwdng)

Router

Y nl T V/EN CONG NGHE THONG TIN VA TRUYEN THONG
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Chuyén tiép goi tin IP

 MAi nat mang s dung bang chuyén tiép
(Forwarding Table)
« La mot phan cta bang dinh tuyén (Routing Table)

« Cac thong tin:
« Dich dén (Destination): Dia chi mang/Méat na (/n)
- Cong ra (Outgoing port): dja chi ctia cong ra trén
router dé chuyén toi nut ké tiép trong dwong di
» Dich dén méc dinh: St dung dia chi
0.0.0.0/0 dai dién cho mét dich bat ky chwa
biét

! SOICT VIEN CONG NGHE THONG TIN VA TRUYEN THONG 47
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Bang chuyén tiép

Giao thL'yc
dinh tuyén
Bang chuyén tiép
dest address outgoing port
net1. address/net.mask

net2. address/net.mask
net3. address/net.mask

Goai tin v&i dia chi nut dic

trong phan tiéuid’é

==l
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Vi du - Bang chuyén tiép trén may tram

C:\Documents and Settings\tungbt>netstat —r
Route Table

ox1..J Destination |....MS TCP Loof Outgoing port
Ox2 ...Us UU pXAr as ...... Realtek RTL8 tog rammy ~urrastcurernet NIC -

Gateway Metric
0.0.0.0 0.0.0.0 192.168.1.1 192.168.1.34 20
127.0.0.0 255.0.0.0 127.0.0.1 127.0.0.1 1
192.168.1.0 255.255.255.0 192.168.1.34 192.168.1.34 20
192.168.1.34 255.255.255.255 127.0.0.1 127.0.0.1 20
192.168.1.255  255.255.255.255 192.168.1.34 192.168.1.34 20
224.0.0.0 240.0.0.0 192.168.1.34 192.168.1.34 20

255.255.255.255 255.255.255.255 192.168.1.34 192.168.1.34 1

Default Gateway: 192.168.1.1

— ——— ———— ——— ——— —————— — —— —— — —— — —— — —— — — — —— — —— — — — —— — — — — —— — —— — — — —— — — —— ——— ——
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Vi du - Bang chuyén tiép trén router
(rat gon)

Destination Outgoing port

Router# show ip route

203.238.37.0/24 vi® 203.178.136.14, FastEthernet0/1

203.238.37.96/27 via 203.178.136.26, Serial0/0/0
203.238.37.128/27 is directly connected, Serial0/0/0
192.68.132.0/24 via 203.178.136.14, FastEthernet0/1
203.254.52.0/24 is directly connected, FastEthernet0/1
202.171.96.0/24 is directly connected, Serial0/0/1

OO0 0OO0O0

i
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Nguyén tac chon cong ra

 Khi router nhan dwgc 1 goi tin: .

» So sanh n bit dau tién trén dia Chl dich gai tin v&i cac bit
twong ng trén dia chi mang dich
* /n: Mat na mang dich
» Néu c6 mang dich khép chuyén ra cong twong (ing

- Néu khong c6 mang dich nao khop, chuyén ra céng mac dinh
twong ng véi dia chi 0.0.0.0/0 (neu co)

* Quy tac “longest matching”: néu c6 nhiéu mang dich théa
man, chuyén tiép t&i mang dich c6 mat na I&n nhat

s chi dich cus a1 ¢y, |DeStination | Outgoing Port |

11.1.2.10 11.0.0.0 /8 Se0/1
11.1.0.0/16 Se0/2
11.1.2.0/24 Se0/3
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Quy tac “Longest matching”

Pia chi dich:
11.1.2.5=00001011.00000001.00000010.00000101
11.1.3.6 = 00001011.00000001.00000011.00000110
Pbuwong di 1:

11.1.2.0/24 = 00001011.00000001.00000010.00000000
Puwong di 2:

11.1.0.0/16 = 00001011.00000001.00000000.00000000
Pwong di 3:

11.0.0.0/8 = 00001011.00000000.00000000.00000000

Tai sao phai can quy tac nay?

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Chuyén tiép gai tin trén router

- B1: Néu TTL = 1(ho&c TTL = 0), hay goi tin va bao 16i.
Két thuc.

« B2 : Néu TTL >1, Iéy dia chi dich cta géi tin. Mat na
hoa dia chi dich cua goi tin v&i cac mat na cua mang
dich trong bang chuyén tiép.

B3 : So sanh ket qua mat na hoa vai dia chi mang dich
twong wng Néu cé mang dich khép chuyén téi cong
ra twong wng, giam TTL.

« B4 : Néu khdng c6 mang dich khép, kiém tra dwéng di
mac dinh (twong wng véi dich 0.0.0.0 /0)

« C6 cdng mac dinh : chuyén géi tin t&i cong mac dinh, gidm
TTL
 Khong c6 : hay goi tin, bao 16i.

53
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Vi du vé co ché chuyén tiép (1)

Network Next-hop
Network Next-hop
, 10.0.0.0/24 A

10.0.0.0/24 Direct Network Next-hop

172.16.0.0/24 B 172.16.0.0/24 C 10.0.0.0/24 B

192.168.0.0/24 B 192.168.0.0/24 Direct 172.16.0.0/24 Direct
192.168.0.0/24 B

Router A Router B Router C

- - -
| 10.0.0.0/24?ﬁ172.16.0.0/24 |

192. 16800/24| 172. 1600/24 |

‘:

| 10.0.0.0/24 |

‘:

T

Lwu y quy tac: No routes, no reachability!
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4.6. Giao thirc ICMP




Gi&i thiéu chung vé ICMP

* Internet Control Message Protocol

- |IP Ia giao thirc khdng tin cdy, hwéng khéng lién két
» Thiéu céc co ché ho tro va kiém soat 16i > Phia glri khéng biét
goi tin co dwoc truyén thanh cong
» ICMP dwoc st dung & tang mang dé trao doi thong tin:
2 chire nang chinh
« B4o 16i khi chuyén tiép mét gai tin IP khéng thanh cdng
« Truy van théng tin trang thai

* GOoi tin ICMP duwgc dong goi vao trong goi tin IP:

IP header ICMP message
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Khubén dang goi tin ICMP

 Type: dang goi tin ICMP
- Code: Nguyén nhan gay Ioi
* Checksum

» Rest of header: Méi dang c6 phan con lai twong
wng, phu thudc vao Type va Code ()

0 78 1516

Type Code Checksum

Rest of the header

Data

nl"- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
- ILC |

\n



Mét s6 dang gdi tin ICMP

3 Destination Unreachable
4 Source quench
g | Error-reporting 5 Redirection
> messages
o 11 Time exceeded
(©
§ 12 Parameter problem
E 8or0 Echo request or reply
=
O Query 13 or 14 Time stamp request or reply
messages 17 or 18 Address mask request or reply
9o0r10 Router advertisement or solicitation

r
L

i
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ICMP va cac cong cu debug

* ICMP ludn hoat ddng song trong sudt voi
ngwol dung
* CO thé str dung ICMP théng qua cac cdng cu
debug. Vi du:
* ping
* traceroute

OHCT V/EN CONG NGHE THONG TIN VA TRUYEN THONG 59
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ping

» Tac dung: Kiém tra trang thai két ndi v&i mot
nut mang
* Cu phap: ping host _address
« host_address la dia chi IP hoac t&n mién
* Hoat dong
« Bén gui: G goi tin ICMP Echo Request (Type = 8)
« Bén nhan: Tra géi tin ICMP Echo Reply (Type = 0)
* Treong dir liéu chira thdi gian gwei goi tin
« Khi nhan dwoc phan hoi thi tinh dwoc tré khir hoi
(RTT - Round trip time)

60
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Ping: Vi du

C:\Documents and Settings\admin>ping www.yahoo.co.uk

Pinging www.euro.yahoo-eu1.akadns.net [217.12.3.11] with 32 bytes of data:

Reply from 217.12.3.11: bytes=32 time=600ms TTL=237
Reply from 217.12.3.11: bytes=32 time=564ms TTL=237
Reply from 217.12.3.11: bytes=32 time=529ms TTL=237
Reply from 217.12.3.11: bytes=32 time=534ms TTL=237

Ping statistics for 217.12.3.11:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 529ms, Maximum = 600ms, Average = 556ms

VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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traceroute

« CU phap:
« Windows: tracert host address
 Linux: traceroute host _address
- Bén gWi truyén gai tin cho bén nhan
e Lwotth’t ncO TTL=n
« Khi géi tin lwot gri thir n dén router th n:
* Router huy gai tin
« Glri mot goi tin ICMP bao 16i “Time exceeded” (Type = 11)
« D liéu co6 chra tén va dia chi IP cua router
« Khi nhan duwoc goi tin tra 1&i, bén giri sé tinh ra RTT

! 3 probes 3 probes
3 pr'ob\s &

"' VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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traceroute

Diéu kién két thic

« Goi tin dén duwoc dich

« Pich tra vé goi tin ICMP bao 16i “Time exceeded”

« Khi ngudn nhan dwoc goi tin ICMP nay sé dirng lai

._nlc-r VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Traceroute: Vi du

C:\Documents and Settings\admin>tracert www.jaist.ac.jp
Tracing route to www.jaist.ac.jp [150.65.5.208] over a maximum of 30 hops:

Tms <1ms <1ms 192.168.1.1
15ms 14 ms 13 ms 210.245.0.42
13ms 13ms 13 ms 210.245.0.97
14ms 13ms 14 ms 210.245.1.1
20/ ms 230 ms 94 ms pos8-2.br01.hkg04.pccwbtn.net [63.218.115.45]

* 403 ms 393 ms 0.s0-0-1-0.XT1.SCL2.ALTER.NET [152.63.57.50]
338 ms 393 ms 370 ms 0.so0-7-0-0.XL1.SJC1.ALTER.NET [152.63.55.106]
402 ms 404 ms 329 ms POS1-0.XR1.SJC1.ALTER.NET [152.63.55.113]
272ms 288 ms 310 ms 193.ATM7-0.GW3.SJC1.ALTER.NET [152.63.49.29]
10 395 ms 399 ms 417 ms ve-4.foundry3.nezu.wide.ad.jp [203.178.138.244]
11 355 ms 356 ms 378 ms ve-3705.cisco2.komatsu.wide.ad.jp [203.178.136.193]
12 388 ms 398 ms 414 ms c76.jaist.ac.jp [203.178.138.174]

13 438 ms 377 ms 435 ms www.jaist.ac.jp [150.65.5.208]

©CoONOOOGTPA,WN -

Trace complete.
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4.7. Giao thuc ARP




Dia chi MAC va ARP

 Address Resolution Protocol

» Tim dia chi MAC (dinh danh tang lién két div
liéu) ctia mot nut mang khi da biét dia chi IP

» Tai sao can ARP?
« Truyén tin trén tang mang dung dia chi IP
« Truyén tin trén tang lién két dir liéu dung dia chi
MAC

* Khi gui: di liéu chuyén tr tdng mang xudng tang
lién két di liéu.

« D@ liéu gt trong mang LAN: May nguén can phai biét dia
chi MAC cua may dich

- DU liéu gtvi ra ngoai mang LAN: May ngudn phai biét dia
chi MAC cua bé dinh tuyén mac dinh
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Hoat ddng cua ARP

 MGi nut trong st dung bang ARP Table:
« Anh xa <Bija chi IP, Bia chi MAC, TTL>
« TTL: Thoi gian gilr anh xa trong bang
 Khi tim dia chi MAC cua mét nat khac, nut mang guwi
quang ba goi tin ARP Request [én trén mang.
- Gai tin ARP Request chira dia chi IP clia nut can tim kiém
« Nut mang mang dia chi IP dwoc héi sé giri ARP Reply
tra 1O

B6.L
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Hoat dong cua ARP — Vi du

ARP Request
(broadcast)
Who has 10.0.0.2? DX —

| =

Host A: 10.0.0.1

Host B: 10.0.0.2
MAC: 12-29-9C-E8-FF-12

q Host C: 10.0.0.3
“r— MAC: 13-29-9C-E8-FF-13

MAC: 11-29-9C-E8-FF-11 ARP Request
(broadcast)
o
Who has 10.0.0.2" Q Host B: 10.0.0.2
/_/ <es= MAC: 12-29-9C-E8-FF-12
!/ >=<
g | Host C: 10.0.0.3
Host A: 10.0.0.1 ARP Requestg\, ~s= MAC: 13-29-9C-E8-FF-13
MAC: 11-29-9C-E8-FF-11 (broadcast)

Who has 10.0.0.27?
ARP Reply (unicast)

10.0.0.2 is at 12-29-9C-E8-FF-12
Host B: 10.0.0.2

/ <. MAC: 12-29-9C-E8-FF-12

i Host C: 10.0.0.3
Host A: 10.0.0.1 = MAC: 13-29-9C-E8-FF-13

MAC: 11-29-9C-E8-FF-11
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Chuyén tiép dir liéu t&i LAN khac

Vidu: Goi di¥ liéu tir A t&i B qua router R
- A soan mét gai tin IP v&i dia chi nguén 1a A, dia chi dich 1a B

» Goi tin chuyén xuong tang lién két d liéu: dong géi thanh khung tin
tang 2 va&i dia chi MAC nguén 1a A, dja chi MAC dich la R

MAC src: 74-29-9C-E8-FF-55 )
MAC dest: E6-E9-00-17-BB-4B Hinh anh tur: “Computer Networking: A Top Down

IP src: 111.111.111.111 Approach”, Jim Kurose

IP dest: 222.222.222.222

/F%B

|

222.222.222.222
49-BD-D2-C7-56-2A

i

111.111.111.111
74-29-9C-E8-FF-55

f

222.222.222.220
1A-23-F9-CD-06-9B

w 141.111.111.112 111.111.111.110 222322222221
GC-49-DE-DQ-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F g
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Chuyén tiép dir liéu t&i LAN khac

» Khung tin dwoc chuyén tr A téi R

+ Tai R: khung tin dwoc béc bd header, chuyén I&n cho tang
mang duw¢i dang mét gai tin [P

MAC src: 74-29-9C-E8-FF-55 o o
MAC dest: E6-B9-86e1TRBH4B.111.111 Hinh anh tu: “Computer Networking: A Top Down

Approach”, Jim Kurose

IP src: 111.11F. dest1222.222.222.222
IP dest: 222(222.222.222

IP P
| Eth Eth
Phy Phy
A g:

111.111.111.111
74-29-9C-E8-FF-55

222.222.222.222
49-BD-D2-C7-56-2A

T

222.222.222.220
1A-23-F9-CD-06-9B

%’f

111.111.111.112
CC-49-DE-D0O-AB-7D

111.111.111.110 222.222.222.221
E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F

‘ £ _
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Chuyén tiép dir liéu t&i LAN khac

» R chuyén tiép gai tin v&i dia chi IP nguén 1a A, IP dich 14 B

+ Goi tin chuyen xudng tang lién két div liéu: dong géi thanh khung tin
tang 2 v&i dia chi MAC ngudn 1a R, dia chi MAC dich 1a B

. MAC src: 1A-23-F9-CD-06-9B
Hinh anh tu: “Computer Networking: A Top Down MAC dest: 49-BD-D2-C7-56-2A

Approach”, Jim Kurose IP src: 111.111.111.111
IP dest: 222.222.222.222

IP
P Eth
Eth Phy
Phy ;

111.111.111.111
74-29-9C-E8-FF-55

222.222.222.222
T 49-BD-D2-C7-56-2A

222.222.222.220
1A-23-F9-CD-06-9B

4\\\Vf ¥y ;
111.111.111.112 111.111.111.110 222.592.222.221
CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F

v L
A7
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4.8. DHCP




Gi¢i thiéu chung

* Dynamic Host Configuration Protocol

» Dich vu tang rng dung cung cap cau hinh dia chi
IP cho cac nut mang:
« Pia chi IP
« Mat na mang
» Pia chi bd dinh tuyén mac dinh (default router, default
gateway)
» Co thé dia chi may chi DNS phan giai tén mién
* Hoat dong theo m6 hinh client/server: client sw
dung céac théng so dia chi IP do server cap phéat
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DHCP : Cap phat dia chi IP

May chu DHCP
3. Request: Cient chon myt cau hinh va xdc nhan

1. Discover : Tim mjt server ranh

1
2. Offer : Giri mot ciu hinh [f] 4. Ack :Xdc nhan cau hin

_——

=B.cRelease:giii phdng ciu hin

Client DHCP May cht DHCP
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Cac thong diep DHCP

Client

. DHCP Discover: tim
kiéem DHCP Server

« DHCP Request: dang
ky str dung dia chi IP

 DHCP Release: giai
phéng dia chi IP dang
str dung

* DHCP Decline: Tw
choi dia chi IP dwoc
cap phat

nl smem  VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Server

- DHCP Offer: Cung cap
thOng s6 cau hinh dia
chi IP

« DHCP ACK: Chap
nhan dang ky

« DHCP NAK: Tt chdi
dang ky
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Cap phat cau hinh moi

DHCP Client DHCP Server

« B1: Client gri théng diép 1

DHCP Discover quang ba dé  <ugst

tim kiem DHCP Server DHCP Discover
+ B2: Néu c6 DHCP Server . (broadeasy

trong mang, server gui thong

diép DHCP Offer chira cac DHCP Offer_:

théng sob dia chi P — :
« B3: Client chon mét cau hinh %I:(;Z 5::![[)]68,[

tir cac DHCP Offer nhan —ree e

dwoc va giri thong diép

DHCP Request dé dang ky DHCPACK__ !

. P 4 (Thoihan:T)

« B4: DHCP Server gwi thong v

diép DHCP ACK chap nhan v
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Gia han st dung

DHCP Client DHCP Server

Mdi cAu hinh dwoc s dung Q 5
trong khoang thoi gian T > e 1l
cljent can gia han thoi gian f= 05T DHCP Request
st dung : (unicast) >
Khi t = 0.5*T, client gui : DHCP ACK :
DHCP Request t¢i DHCP i “(Thoihan:T) Y
Server dé yéu cau gia han
Néu khong c6 DHCP ACK, D Other Server
khi t = 0.875*T, client giri 1= 0.8757T: '(*bf(': a'jeq“est |
DHCP Request quang ba : cast)

£ n , CK :
Néu khong cé DHCP ACK, . ( DHCPAL =
khit = T, client gri DHCP . T (Thoihan:T) ¥
Discover (=T DHCP Discover

(broadcast) —>

LL
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DHCP Relay

« DHCP Server nam trén mét mang khac voi client 2 cac
goi tin quang ba khéng dwoc bd dinh tuyén chuyén tiép

- cai dat DHCP Relay trén bd dinh tuyén
5 =
DHCP Client Ro_uter
DHCP Discover (broadcast) R DHCP Discover (unicast)}
DHCP Offer

\___ T 7}

DHC _Server

DHCP Offer ! <

P

. DHCP Discover (broadcast) . DHCP Discover (unicast)
>

DHCP ACK/NAK

DHCP ACK/NAK '

v v
79
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4.8. Gi&i thiéu ve IPv6




Giao thuc IPv6

« Xuat phat tlr nhu cau thwe té: dia chi IPv4 can
kiét, khdng du dé cap phat

« Cai tién trén IPv6:
* M& réng khéng gian dia chi
« Sr dung dia chi c6 d6 dai 128 bit
* Phan vung dia chi(scope)

Khong gian dia chi IPv4 Khong gian dia chi IPv6
‘ I I I ‘ [ | | | | | | ‘ | |
1 2 3
1mm 84.000 lan dwong kinh cda thién ha

._nlc-r VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Cai tién trén IPv6(tiép)

e Tang toc dd xr ly
Khubén dang header don gian hon
Khéng phan manh gai tin
e HO tro QoS t6t hon
e Vé an toan an ninh
S dung IPSec nhw mdt chuan
e Ty déng cau hinh
Chuan héa co ché tw ddng cau hinh

84
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Pia chi IPv6




Cach thirc biéu dién

e 128 bit, biéu dién bdi sd hé 16
e Phan cach “:” gitra cac nhém gom 4 sb hexa
3ffe:501:100c:e320:2e0:18ff:fe98:936d
e Bd qua chubi lién tiép cac s6 0
3ffe:501:100c:e320:0:0:0:1 —
3ffe:501:100c:e320::1

e S dung ky hiéu mat na mang /n

r
L

83
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Cau truc dia chi IPv6

« 2 phan: Network prefix va Interface ID
* Network prefix: 64 bit

* Host ID: 64 bit
« Chuan EUI-64 (extended unique identifier )

 Trong trrong hgp mang Ethernet, Host ID dwoc xac
dinh tr dia chi MAC

i
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Phan vung dia chi

 Dija chi toan cuc: Network prefix c6
« Global routing prefix: 48 bit v&i 3 bit dau la 001
e SubnetID: 16 bit

» Dia chi lién két ndi bd: Network prefix co
« 10 bit dau la 1111 1110 10
« 54 bit con lai mang gia tri O
* Pia chi cuc b6: Network prefix co
« 10 bit dau 1a 1111 1110 11
- 38 bit ké tiép mang gia tri 0
« SubnetlID: 16 bit

85
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Cac dang dia chi IPv6

» Dia chi Unicast Address: gan cho mot cong giao
tiép mang

» Dia chi Anycast Address: gan cho mot nhom
cOng giao tieép mang
« GOi tin gu’| t&i dia chi anycast addr. duwoc chuyen tiép
cho nut gan nhat xac dinh béi giao thirc dinh tuyén

» Dja chi Multicast Address: gan cho mét nhom
cdng giao tiép mang trong mot scope
« B4t dau b&i 1111 1111

* Gai tin gu’| t&i dia chi multicast addr. dwoc chuyén toi
tat ca cac nut trong nhom

86
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BACH KHOR | ol

Khuon dang goi tin IPv6




Khuon dang goi tin IPv6

Version Traffic Class Flow Label
(4 bit) (8 bit) ) (20 bit)
Payload Length Next Header Hop Limit
(16 bit) (8 bit) (8 bit)

Source address
(128bit)

Destination address
(128bit)

Payload(gém tiéu dé m& rong néu cé va gai tin cla giao thirc tang trén)

Cac trudng doi tén tir IPv4

!’ {CT VIEN CONG NGHE THONG TIN VA TRUYEN THONG 88
BACH KNOA L J L l
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Tiéu dé goi tin IPv6 (1)

* Version: Phién ban giao thirc(=110)

- Traffic Class: sO hiéu giao thirc tang trén
» Flow Label: Biéu khién QoS

» Payload Length: kich thuwdc phan dir liéu

 Next header: Tiéu dé tiép theo mé rong tiép
theo

* Hop limit: twong tw TTL

W HEX
Fy
BACH KHOA

OHCT V/EN CONG NGHE THONG TIN VA TRUYEN THONG 89
il |
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Tiéu dé goi tin IPv6 (2)

e Trong IPv6, tiéu dé mé rong dat trong phan
payload

Extension | Extension . Extension
Header Header Header
Fixed length (40byte) ™ Céc tiéu d&m¢ rong néu cé

C4c théng tincthinh

Next header Ext. header length
(8 bit) (8 bit)

!’ OHCT V/EN CONG NGHE THONG TIN VA TRUYEN THONG 90
] | Wy
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K - DAIHOC BACH KHOA HANOI '
Bich KioA VIEN CONG NGHE THONG TIN VA TRUYEN THONG

Chon duong la gi?
Cac nguyén ly chon dwong
Co ché chuyén tiép gai tin
Quy tac “Longest matching”




Co ban vé chon dwong (1)

« Khi mét may tram gri mot gaoi tin IP t&i mot may
kKhac
- Néu dia chi dich nam trén cuing mét dwong truyén vat
ly: Chuyén truec tiép
- Néu dia chi dich nam trén mot mang khac: Chuyén gian
tiep qua bd dinh tuyén (chon dwdng)

Router

92




Co ban vé chon dwong (2)

Pich d&én (Tim
duong di)

dudng di)
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Chon duwong la gi?

*Co che de may tram hay bo dinh tuyén
chuyén tiép gai tin tr ngudn dén dich

» Cac thanh phan cta chon dwong
« Bang chon dudng
* Thong tin chon dwong
« Giai thuat, giao thirc chon duwdng

nr--- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
il |

n

94



Bd dinh tuyén?

» Thiét bi chuyén tiép cac gai tin gitba cac mang
« La mdt may tinh, v&i cac phan clrng chuyén dung
« K&t ndi nhiéu mang véi nhau
« Chuyén tiép géi tin dwa trén bang chon dwdng
» C6 nhiéu giao dién
 Phu hop v&i nhiéu dang lwu lwong va pham vi
cla mang

nr--- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
il |
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Mot s6 vi du...
J ey T

- YAMAHA

RTX-1500 Cisco 2600

BUFFALO PLANEX
BHR-4RV GW-AP54SAG

Router ngoai vi

Cisco CRS-1

Router mang truc

Hitachi
GR2000-1B ,
http://www.cisco.com.vn
Foundry Networks
Netlron 800 http://www.juniper.net/
Cisco 3700 Router ¢co trung http://WWW.bUffaloteCh.COm

y 4 :
: Tﬁ E @ E z A E &

{) |o=gmpomem  VIEN CONG NGHE THONG TIN VA TRUYEN THONG
e han 3‘\.-"!. 0 ' '
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n

Bang chon duong

» Chi ra danh sach cac dworng di co thé, duwoc
lwu trong b6 nhd cua router

» Cac thanh phan chinh cla bang chon dwdng
« Dia chi d[ch{mét na mang
* Router ké tiép

'nr--— VIEN CONG NGHE THONG TIN VA TRUYEN THONG
wil |
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Bang chon dwdng va co ché chuyén tiép

(1)

Network Next-hop
Network Next-hop

10.0.0.0/24 A
10.0.0.0/24 Direct Network Next-hop
172.16.0.0/24 B 172.16.0.0/24 C 10.0.0.0/24 B
192.168.0.0/24 B 192.168.0.0/24 Direct 172.16.0.0/24 Direct

192.168.0.0/24 B
Router A Router B Router C
- -
| 10.0.0.0/24 | 172.16.0.0/24 |

oIC

10000/24 |

192.168.0.0/24

' 172.16.0. 0/24 |

Lwu y quy tac: No routes, no reachability!

T VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Pwong di mac dinh

« Néu dwdrng di khdng tim thay trong bang chon
duwong
« Puwdng di mac dinh tréd dén mét router két tiép
« Trong nhiéu trwéng hop, day 1a dwdng di duy nhat

« 0.0.0.0/0

 La mot trwdng hop dac biét, chi tat ca cac dwdng di

Router A

Internet

Router ké tiép luén la A
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Bang chon dwdng va co ché chuyé~
tiép (2)

Router A

-

Router B

( Internet

Router

10.0.0.0/24

il 172.16.0.0/24

\{

| 10.0.0.0/24 |

E

192.168.0.0/24

Network Next-hop
10.0.0.0/24 A
172.16.0.0/24 C
192.168.0.0/24 Direct
10.0.0.0/0 C

172.16.0.0/24 |

=in

Q. Mé ta bang chon
dwong trén C

Né&u C ndi vao
Internet?




Két hop dworng di (Routing
aggregation)

* Co6 bao nhiéu mang con trén mang Internet?
« S& c6 rat nhiéu muc trong bang chon duwdng?

- Cac mang con keé tiép v&i cung dia chi dich co thé dwoc
tong hop lai dé lam giam s6 muc trong bang chon duwdng.

& 2002300124
200.23.0.0/2§ /

»

200.23.0.0/22 [/ %— 200.23.1.0/24

\ & 2002320724
200.23.1.0/23 §<

VIEN CONG NGHE THONG TIN VA TRUYEN THONG -%—émw/!
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Két hop dwdng di (2)

« Vi du vé Viettel

« Khéng gian dia chi IP: kha I&n
+ 203.113.128.0 - 203.113.191.255
» Dé két ndi dén mot mang con cua Vietel (khach hang):
Chi can chi ra dwdng di dén mang Viettel
* Pwdng di mac dinh chinh |a mét dang cua viéc
két hop dwong

« 0.0.0.0/0

nr--— VIEN CONG NGHE THONG TIN VA TRUYEN THONG
il |

n
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Vi du - Bang chuyén tiép trén may tram

C:\Documents and Settings\tungbt>netstat —r
Route Table

(0o I MS TCP Loopback interface
0x2 ...08 00 1fb2 a1 a3 ...... Realtek RTL8139 Family PCI Fast Ethernet NIC -

Network Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 192.168.1.1 192.168.1.34 20
127.0.0.0 255.0.0.0 127.0.0.1 127.0.0.1 1
192.168.1.0 255.255.255.0 192.168.1.34 192.168.1.34 20
192.168.1.34 255.255.255.255 127.0.0.1 127.0.0.1 20
192.168.1.255  255.255.255.255 192.168.1.34 192.168.1.34 20
224.0.0.0 240.0.0.0 192.168.1.34 192.168.1.34 20

255.255.255.255 255.255.255.255 192.168.1.34 192.168.1.34 1

Default Gateway: 192.168.1.1




Vi du - Bang chuyén tiép trén router
(rat gon)

Router# show ip route

O 203.238.37.0/24 via 203.178.136.14, FastEthernet0/1
O 203.238.37.96/27 via 203.178.136.26, Serial0/0/0

C 203.238.37.128/27 is directly connected, Serial0/0/0

O 192.68.132.0/24 via 203.178.136.14, FastEthernet0/1
C 203.254.52.0/24 is directly connected, FastEthernet0/1
C 202.171.96.0/24 is directly connected, Serial0/0/1

104
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DAIHOC BACH KHOA HANOI :
VIEN CONG NGHE THONG TIN VA TRUYEN THONG

Chon dwong tinh va
chon dwong dong

Chon duwong tinh
Chon dwong dong
Uu diém — nhwoc diém




Van dé cap nhat bang chon duwdng

« Su thay dbi cau tric mang: thém mang mai, mét nit mang
bi mat dién

« S can thiét phai cap nhat bang chon dwdng
» Cho tat ca cac nat mang (ve ly thuyét)
* Thuc té, chi mét s6 nut mang phai cap nhat

Network Next- Network Next- Network Next-
hop hop hop
192.168.0.0/24 B 10.0.0.0/24 A 10.0.0.0/24 B
172.16.0.0/24 B 172.16.0.0/24 C 192.168.0.0/24 B
172.16.1.0/24 B 172.16.1.0/24 C
Router A Router B Router C New Network

Sy

-~

S Y

Ty

J
10.0.0.0/24 192.168.0.0/24  172.16.0.0/24 172.16.1.0/24




Lam thé nao dé cap nhat?

* Chon duwong tinh
- Cac muc trong bang chon duong dwoc stra
doi thu céng b&i ngwdi quan ftri

* Chon dwong dong
» Tw déng cap nhat bang chon dudng
» Bang cac giao thirc chon duworng

nr--- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
il |

n
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Chon duwong tinh

» Khi c6 s co: Internet
- Khong thé ndi vao @ \
Internet ké ca khi ¢c6 > O
ton tai dwdng di du 7 =
phong
N 10.0.0.3 10.0.0.2
* Ngudi quan tri mang \
can thay doi Next-hop 10.0.03 W\
Z~

Bang chon dwéng cua 10.0.0.1 (1 phan)
10.0.0.1

Prefix Next-hop
—10.0.0.0/0+ 10.0.0.3

|

Két nodi1 bi 161

T VIEN CONG NGHE THONG TIN VA TRUYEN THONG T



Chon duwong dong

» Khi ¢6 sw co: Internet
- Duwong di thay thé dugc cap @ \
nhat mot cach tw déng > o
S ‘N

Bang chon dwéng cua 10.0.0.1 (1 phan)

A A : 10.0.0.3
Prefix Next-hop /Ket noi dy phong \\ 10.0.0.2
Next-hop 10.0.0.5

0.0.0.0/0 {10.0.0.2

NN NNIN AN NN D T4 X =
OO [TUUUO Y~ Két nbi bi I3i

10.0.0.1

Next-hop 10.0.0.11

VIEN CONG NGHE THONG TIN VA TRUYEN THONG T



Pac diém cta chon dwdng tinh

« Ju diém
« On dinh
* An toan
« Khéng bi anh hwdng b&i cac yéu to tac déng

« Nhuwoc diém
. Clng nhac
 Khdng thé s dung tw dong két ndi dw phong
« Khé quan ly

*
{
8

'nr--— VIEN CONG NGHE THONG TIN VA TRUYEN THONG
il |
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Chon duwong dong

« Ju
» Dé quan ly
 Tw ddng s dung két ndi dw phong

 Nhuwoc
 Tinh an toan
« Cac giao thirc chon dwdng phire tap va kho hiéu
« Kho quan ly

VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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— mew DAIHOC BACHKHOA HANOI :
‘.‘-v'L I VIEN CONG NGHE THONG TIN VA TRUYEN THONG

Cac giai thuat va giao thirc
chon dwong

Giai thuat Dijkstra va Bellman-Ford

Giao thirc dang link-state va dang
distance-vector




Vai tro cua giai thuat va giao thirc
chon duong

« Can thiét phai xay dwng bang chon dwérng mot
cach tw dong tai cac router

» Giai thuat chon duwdng thuwe hién tinh toan
dwong di

* Trong hoac trwoc qua trinh tinh toan can thu
thap topo hoac trao doi thong tin gilra cac nut
mang

e =» giao thwrc chon dwong thwce hién viéc trao doi
nay.

« Giao thirc chon dwong con quy dinh cac quy trinh
duy tri bang chon dudng.

(o nr--- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
it ) | Wy |
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Biéu dién mang bdi do thi

- DO thj v&i cac nut (bd dinh tuyen) va cac canh (lién
két)
» Chi phi cho viéc str dung mdi lién két c(x,y)
. Bang théng, do tré, chi phi, mirc dd tac nghén...
- Gia thuat chon dwong: Xac dinh dwdng di ngan nhat
gitra hai nut bat ky

nr--— VIEN CONG NGHE THONG TIN VA TRUYEN THONG
il |

n

114



Cay dwong di ngan nhat - SPT

 SPT — Shortest Path Tree

« Cac canh xuat phat tlr nut goc va téi cac 1a

« Pwdng di duy nhat tir nat goc téi nat v, 1a dwdng di ngan
nhat gilra nut goc va nut v

« M6i nut sé co mot SPT cua riéng nut doé

destination, Next hc

10.0.0.0/24

e,

115
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Giai thuat Dijkstra: Pseudo code

Ky hiéu

o - Do thj v&i tap dinh V va tap canh E

. chi phi cta lién ket x toi y; =« néu khong phai
2 nut ké nhau

o chi phi hién thdi ciia dwérng di tir nut nguon toi
nut dich. v

. nat ngay trwde nat v trén dwéng di ti nguon toi
dich

e /- Tap cac nut ma dwdng di ngan nhat da dwoc xac
dinh

nr--- VIEN CONG NGHE THONG TIN VA TRUYEN THONG
il |
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Giai thuat Dijkstra: Pseudo code (1)

* |nit():
V@i m&i nat v, dfv] = », pfv] = NIL
dfs]=0
* Improve(u,v), trong do (u,v) u, v la mot canh
nao do cua G
if dfv] > d[u] + c(u,v) then
dfv] = d[u] + c(u,v)
plv]=u

VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Giai thuat Dijkstra: Pseudo code (2)

Init() ;

=

Repeat
u: ue T | d(u)labénhat;
I=T u{u},
for all v e neighbor(u) vav ¢T

update(u,v) ;
Until T=V

1.
2.
3.
4.
5.
6.
7.
8.

VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Giai thuat Dijkstra: Vi du

Step T d(v),p(v) d(w),p(w) d(X),p1(X) d(y).p(y) d(z),p(z)
5,u ,u o oo

ux«— 2,u 4x 2.X o0

uxy« ———2,0 3y 4,y

3.y 4,y

Bang chon dwd'ng cla u:

5 destination link
\Y (U,V)
Sw X | (ux)
‘ —> y | ux
/l " (u,x)
Z (u,x)
SPT cua u:

VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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St dung giai thuat Dijkstra trong link-
state protocol

Y twéng

« M&i nut déu cé so do va chi phi mdi link ké v&i nd
« Quang ba “Link-state”
» MOi nut c6 cling théng tin

» Tim dwong di chi phi nhé nhat tr mét ndt (‘ngudn’)

t&i tat ca cac nut khac

» dung dé xay dwng

« Con duoc goi la giai thuat dang link-state.

nr--— VIEN CONG NGHE THONG TIN VA TRUYEN THONG
il |
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Giai thuat Bellman-ford

» M6i nut lwu trir moét vector khoang cach téi moi
dich = distance vector

 Tinh toan (cai thién) dwdng di dwa trén viéc thw
di qua hang xém - giai thuat Distance-vector.

Phuwong trinh Bellman-Ford (quy hoach déng)

*
{
8

d,(y) := chi phi cla dwdng di ngan nhat tor x t&i y
Ta co dy(y) = mvin {c(x,v) +d(y) }

cho tat ca cac v 1a hang xdm cla x

'nr--— VIEN CONG NGHE THONG TIN VA TRUYEN THONG
wil |
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Giai thuat Bellman-ford: Vi du

Dé thay, d (z) =5,d,(z) =3,d,(z) =3

B-F eq. cho ta biét:

dy(z) = min { c(u,v) + d,(2),
c(u,x) + d,(2),
c(u,w) +d,(2) }
=min {2 + 5,
1+ 3,
5+3} =4

NGt nao lam gid tri trén nhé nhat =» Lwya chon 1a
nut ké tiép trong bang chon dwdng

VIEN CONG NGHE THONG TIN VA TRUYEN THONG .



Giai thuat Bellman-ford

y twdng co ban: Moi nut:

« DV: Vector khoang cach, tam coi la
dwdng di ngan nhat cha tr mot nut toi
nhirng nut khac

(Thay ddi trong DV cla
nut bén canh)

 M6i nat dinh ky gri DV clia né téi cac
nut bén canh woce lwong DV

* Khi nut x nhan dwoc 1 DV, n6 sé cap

nhat DV cua n6 qua pt Bellman-ford Néu DV thay déi, cho

» V&i mot so diéu kién, woc lwong D (y) | nut bén canh
sé hoi tu dan dén gia tri nhé nhat d,(y)

'nr--— VIEN CONG NGHE THONG TIN VA TRUYEN THONG
wil |
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D,(y) = min{c(x,y) + D,(y), c(x,z) + D,(y)}
= min{2+0, 7+1} = 2

nut x
chi phi t&i chi phi t&i
XYy Z X Yy
(2), ¢(x,2) + D,(z
2 Y Y12 01 =min{2+1, 7+0} = 3
Z Z|7 10
nut y
2 1
X
y 7
2 z
nut z

N < X

nr--— VIEN CONG NGHE THONG TIN VA TRUYEN THONG - th0’|Q|an
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D,(y) = min{c(x,y) + D(y), c(x,z) + D,(y)} D,(z) = min{c(x.y) +

= min{2+0 , 7+1} = 2 D (2), c(x,z) + D,(z)}
nut x =min{2+1, 7+0} =3
chi phi toi chi phi toi chi phi toi
Xy z Xy Zz X y z
x(02 7 x{02 37 x|02 3

2 01

~ Y2 0 1
7 10 ""231()

nut

nuty chi phi t&i chi phi t&i
Xy z Xy z 2
02 7 x|02 3
20 1 Y2 0 1

’ 710 z|31 0

hut 2 chi phi t6i chi phi t61
Xy Zz XYy <z
02 7 x|02 3
20 1 - ¥|2 01

Z|31 0

» thoigian
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Bai tap

* Thwe hién giai thuat
Bellman-Ford tinh dwong
di ngan nhat cho do thi sau

« Y&u cau, minh hoa bang 2
bang vector khoang cach 1
nhuw trong vi du trwwéc

* Vi du vector khoang cach

tai nut u chi phi t&i
' uxyz
uj| 012«
N X
{ 0|CT VIEN CONGNGHETHONGTINVA'ZU\’ENTHONG —
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Tap trung hay phan tan

« Thong tin chon dwdng 1a can thiét dé xay dwng
bang chon dwdng

« Tap trung hay phan tan?
e Tap trung
« MGi router cé thdng tin day du vé trang thai ctia mang
« Giao thirc dang “link state”
* Phan tan:
- Céc nut chi biét dwoc trang thai cia lién két vat ly t&i nat ké
bén
« Lién tuc 13p lai viéc tinh toan va trao doi thdng tin véi nat ké
bén
» Giao thirc dang “distance vector”
« “Ban cua ban cling la ban”

*
{
8

nr--— VIEN CONG NGHE THONG TIN VA TRUYEN THONG
il |
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So sanh cac giai thuat

Link-state:LS, Str dung Dijkstra

Distance vector: DV, St dung
Bellman-Ford

Théng diép trao doi
« LS: nnut, E canh, O(nE) théng
diep
- DV: Chi trao dbi gilra cac hang
Xxom
. thay doi
Toc dd hoi tu

- LS: Thuat toan: O(n2) can
O(nE) thdng diép

« DV: Thay dbi

VIEN CONG NGHE THONG TIN VA TRUYEN THONG

Sw chac chan: Giai str mot
router hoat dong sai
LS:
* nut gri cac chi phi sai
*  M0i nut tinh riéng bang
chon dudng -> c6 vé chac
chan hon

DV cé thé bi gli sai
e M®Ai nut tinh toan dya trén
cac nut khac
« L&i bj lan truyén trong
mang
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K - DAIHOC BACH KHOA HANOI '
Bich KioA VIEN CONG NGHE THONG TIN VA TRUYEN THONG

Cac giao thurc chon dwong

Poc truvdc: Chapter 5- Computer
Networks, Tanenbaum




K - DAIHOC BACH KHOA HANOI '
Bich KioA VIEN CONG NGHE THONG TIN VA TRUYEN THONG

Phan cap trong chon dwdng
Cac hé tw tri
Chon dwong néi vung
Chon dwong lién vung




Kién truc phan cap cua Internet

* Internet = Mang cua cac mang
- MG6i mang cd thé Iwa chon riéng cho minh mét chién Iwoc chon
dwong riéng.

« M6i mang nhw vay co thé goi la moét hé tw tri - Autonomous
System (AS)

131




Khai niém hé tw tri - AS

« Tap hop cac nut mang co cung chinh sach chon dwong (Giao

thire, quy woe chi phi...)

« Céc ASes dwoc noi két thdng qua cac router hay gateway
« Mbi hé tw tri c6 mot sb hiéu rieng — AS number (ASN - 16 bits

hay 32 bits).

~

491 BTN-ASN - Beyond The Network America, Inc.

4134 CHINANET-BACKBONE No.31,Jin-rong Street
453 GLOBEINTERNET Teleglobe America Inc.

24087 VNGT-AS-AP Vietnam New Generation Telecom

24066 VNNIC-AS-VN Vietnam Internet Network Information Center

17981 CAMBOTECH-KH-AS ISP Cambodia

\ ..................................

914 NTT-COMMUNICATIONS-2914 - NTT America, Inc.

w

(@)

~

/

VIEN CONG NGHE THONG TIN VA TRUYEN THONG

Source: http.//www.cidr-report.org
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AS Count

S6 lwvona ASN cap phat béi IANA

Time Series of IANA AS Allocations
55000 T T T T T T T T

G -

5000 -

000
Source: http.//www.potaroo.net/

Gl

e

23000

2000

15000

iRelilely

00

0 1 1 1 1 1 1 1
1992 1994 1996 1993 2000 2002 2004 2008

Date

[EMA Gllocations

VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Phan cap giao thirc chon dwdng

* Trong mot hé tw tri: Giao thirc chon dwong noi
vung
* |GP: Interior Gateway Protocol

* RIP: Routing Information Protocol
* OSPF: Open Shortest Path First
« 1S-IS, IGRP, EIGRP (Cisco)...

» Gitra cac hé tw tri: Giao thirc chon dwong lién
vung
- EGP: Exterior Gateway Protocol
« BGP (v4): Border Gateway Protocol

*
{
8

'nr--— VIEN CONG NGHE THONG TIN VA TRUYEN THONG
il |
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Intra-domain va Inter-domain routing
AS2

RIP domain

RIP domain

OSPF domain ]

RIP domain

rcorneo{GHE THONG TIN VA TRUYEN THONG

SCICT ™ 199



E == DAIHOCBACHKHOAHANOI
BACH XHOR v'L I VIEN CONG NGHE THONG TIN VA TRUYEN THONG

Chon duwong ndi vung
RIP
OSPF




RIP ( Routing Information Protocol)

* RIP v.1, phién ban m¢&i RIP v.2
- Giao thirc dang Distance vector (vector khoang cach)

. Cq%nh%%gng di theo s6 nut mang di qua (# of hops, max

* RIP v.1: RFC-1058 (www.ietf.org)

Tw nut A:
DPich dén sbé nut
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Nhac lai: Chon dwdng dang DV (1)

« Ban cua ban la ban

i
I

Net A
133.27.4.0/24

To 133.27.4.0/24
1 hop

Net B
133.27.5.0/24

"
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Nhac lai: Chon dwdng dang DV (2)

« Ban cua ban la ban
Net A

% |_ I 133.27.4.0/24
@ To 133.27.4.0/24

2 hop

To 133.27.4.0/24

1 hop Net B

133.27.5.0/24

)
To 133.27.4.0/24 n s -
2 hop i !
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Nhac lai: Chon dwdng dang DV (3)

« Ban cua ban la ban

i

H T

Net A
133.27.4.0/24

@ To 133.27.4.0/24 @

2 hop
To 133.27.4.0/24
1 hop

To 133.27.4.0/24
3 hop

Net B
133.27.5.0/24

)
To 133.27.4.0/24 : ;
E E
2 hop uﬁl u@
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Nhac lai: Chon dwéorng dang DV (4)

e Ban cua ban la ban

u]? ﬂ* Net A

L[ 133.27.4.0/24

To 133.27.4.0/24
1 hop

Lwu y: Tén cua router

Net B
— 133.27.5.0/24

:& D
To 133.27.4.0/24 E f&
2 hop
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RIP: Trao doi thdong tin

» Trao doi bang vector khoang cach
* Dinh ky

« Cac vector khoang cach dwoc trao dbéi dinh ky - 30s
« Mbi thong diép chiva tbi da 25 muc
« Trong thuc té, nhiéu théng diép dwoc st dung

« S kién
« Gri thdng diép cho nat hang xdm méi khi cé thay dbi
* Nut hang xém sé cap nhat bang chon dwdng cua né
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Céac bd dém thdi gian - RIP timer (1)

« Update timer
- Dung d@é trao déi thong tin ctr 30s

* Invalid timer
« Khé&i tao lai méi khi nhan dwoc théng tin chon dwdng
« Néu sau 180s khéng nhan dwoc thdng tin -> trang thai hold-
down
* Hold down timer
 Gilr trang thai hold-down trong 180s
« Chuyén sang trang thai down

* Flush timer
« Khai tao lai moéi khi nhan dwoc thdong tin chon dwong
« Sau 120s, x6a muc twong rng trong bang chon dwdng
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RIP timer (2)
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When it receives update,
Invalid timer restarts

330 360 390 420

300
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Loi 1&p vo han (Ping-pong failure)

« Néu 192.168.0.0/24 bj 16:i...
« B cap nhat thong tin vé 192.168.0.0 cho A
« Cac goi tin dén 192.168.0.0/24 sé bj quan

« A cap nhat thong tin vé 192.168.0.0 cho B

e Luan quan, vd han
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RIP: Dé tranh 16i 1ap vd han

» Gidi han so hop toi da
* 16
 “Split horizon”
» Thong tin chon dwong khéng dwoc quay vé nut
nguon
* "Poison reverse”
« Khi lién két bi I16i, gtri gia tri cha chi phi la 16
- Lién két chuyén sang trang thai hold-down
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OSPF: Open Shortest Path First

» Open: Chuan mé cla IETF (phién ban 3, dinh
nghia trong RFC 2740)

» Shortest Path First. Cai dat giai thuat Dijkstra.
| oal Link-state

» Thong tin vé trang thai lién két - LSA (link state
advertisement) dwoc quang ba “tran ngap”
trén toan AS
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Mot s6 dac diém clhia OSPF

* An toan: théng diép OSPF dwoc bao vé

« V@i cac AS Idn: OSPF phan cap

 Dia chi khéng phan I6p (Variable-Length
Subnet Masking -VLSM )

» MGi link s& co nhiéu gié tri vé chi phi khac nhau
dwa trén TOS (tuy nhién hoi phuee tap va chuwa
dwoc st dung)
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Phan cap OSPF

* Trong viéc chon duwdng, tai sao phai chia mang
thanh cac vung nhé hon?

« Néu c6 qué nhiéu router

Théng tin trang thai lién két dwoc truyén nhiéu lan hon
Phai lién tuc tinh toan lai

Can nhiéu bé nh& hon, nhiéu tai nguyén CPU hon
Lwong thdng tin phai trao dbi tang 1&n

Bang chon dwdng I&n hon

| ! |
e \Vung

Nhom cac router co cung thong tin LSA
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Phan cap OSPF

boundary router

e

backbane router

Areq 2
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Cac dang router

- ABR - Area border routers: Quan ly 1 ving va ket
noi dén cac vung khac

* ASBR - Autonomous system boundary router:
NOi dén cac AS khac

* BR - backbone routers: thwc hien OSPF routing
trong vung backbone

* Internal Router — Thwc hién OSPF bén trong mo6t
vung

*
{
8
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Théng tin lién két

» Link-State Advertisement (LSA): Chi ra mét nut duwoc
noi t&i nut nao (link) va chi phi (cost) twong wng

* Vidu: nutA

« link to B, cost 30 A 20

-+ link to D, cost 20 - > < N

« link to C, cost 10 \\W\é/ 20

du: ne 0 g
e Vidu: nut D

« link to A, cost 20 B E

 link to E, cost 20
* link to C, cost 50
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Chi phi trong giao thirc OSPF -
metric

e Gia tri mac dinh

100Mbps / bandwidth of interface

« Hién nay ngwoi quan tri co thé gan gia tri nay
 Khi tinh toan bang chon dwdng

« Chon dwdrng di chi phi nhd nhat
» Chi phi bang nhau

« C6 thé thwe hién can bang tai
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Chi phi mac dinh cua OSPF

Link Bandwidth

Default OSPF cost

56Kbps serial link 1785
64Kbps serial link 1562
T1 (1.544Mbps) serial link 65
E1 (2.048Mbps) serial link 48
4Mbps Token Ring 25
Ethernet 10
16Mbps Token Ring 6

FDDI or Fast Ethernet

1

Gigabit Ethernet / 10G network

1
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Quang ba thong tin LSA

g ( W isa
LSA,

| O—® ="
[x has link to A, cost 10 J
X has link to C, cost 20 c () @ O e Q

(b)

(a)
O—(A) (—(A)

} LsAY
O—(&)—) ©O—E=®)

(c) (d)
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Router dai dién - DR

- Dé tang hiéu qua cula viéc quang ba LSA
* MOi router phai lap quan hé v&i router dai dién -
designated router (DR)
« Trao do6i théng tin thdng qua DR
* DR dy phong
« Chon DR va BDR?

& &S
A N

Khéng c6 DR Co DR
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Neighbor & Adjacency

* “Neighbor” va “adjacency” la cac khai niém khac
nhau!
« Adjacency: co trao ddi thong tin
« Neighbor: cé dwong ndi truc tiép
« Mang quang ba da truy cap (e.g Ethernet)
* Neighbor != Adjacency
« Mang diém-ndi-diém
* Neighbor == Adjacency

*
{
8
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RIP vs. OSPF

RIP

OSPF

Pac diém

« Router binh dang
« Cau hinh dé dang
* Mang c& nho

» Phan cép
» Cau hinh phuee tap
» Mang c@ vira va I&n

Kha nang mé rong X o)

D6 phire tap tinh toan Nho Lén

Hoi tu Cham Nhanh

Trao ddi thong tin Bang vec’tor khoang Trang thai lién két
cach

Giai thuat Distant vector Link-state

Cap nhat hang xom 30s 10s (Hello packet)

Pon vi chi phi S6 nut mang Bang thong

VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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K - DAIHOC BACH KHOA HANOI '
Bich KioA VIEN CONG NGHE THONG TIN VA TRUYEN THONG

Giao thirc chon duwong lién vung




BGP — Border Gateway Protocol

* Yéu t6 gan két cla Internet, két ndi cac hé tw tri

» Trao dbi thong tin NLRI (Network Layer
Reachability Information)
« Cho phép mét AS biét dwoc thdng tin di dén AS khac
« GUi théng tin nay vao bén trong AS doé
« Xac dinh dwérng di tot nhat dwa trén théng tin d6 va cac
chinh sach chon dwdng
« Cho phép thiét 1ap cac chinh sach
e Chon dwdng ra
* Quang ba cac duwdng vao
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Co ché tranh vong 1ap

* Do lai xem router da co trén path-vector hay chua
* B huy duwdong di téi A

B

S

lwoopn

—-C—o>B—>A
C—>B—>A

~ T VIEN CONG NGHE THONG TIN VA TRUYEN THONG
A4

T

wn

162



eBGP va iBGP

« External BGP vs. Internal BGP

«  External BGP dung dé trao dbi thong tin gitra cac router bién thudc cac AS
khac nhau

« Internal BGP dung dé trao ddi thong tin gitra cac router bién thudc cung AS
 Phan tan thdng tin chon dwong

1. 3agwi téi 1c bang

2. 1c gl thdng tin ndi bd téi (1b, 1d, ...) trong AS1 bang iBGP

3. 2anhan théng tin tr 1b bang eBGP

eBGP session

................ iBGP session -

20 >"= VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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BGP c6 thé cai dat cac policy

 Khi cac router gtri va nhan théng tin chon
dwdng router BGP c6 thé ap dat cac chinh
sach
« Cho dwdng vao: chon loc dwdng di sé tiép nhan
» Cho duwong ra: chon loc dwdng di sé quang ba
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Cac thudc tinh cua duwdng di

* ORIGIN
 Nguodn cta thdng tin (IGP/EGP/incomplete)

. AS PATH

+ NEXT HOP

« MED (MULTI_EXIT DISCRIMINATOR)
. LOCAL PREF

. ATOMIC_AGGREGATE

. AGGREGATOR

. COMMUNITY

VIEN CONG NGHE THONG TIN VA TRUYEN THONG
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Cac bwdc chon dwong di

* Buwdc 1: So sanh LOCAL_PREF

* Bwdc 2: So sanh do dai AS_PATH
 Bwdc 3: So sanh ORIGIN

 Buwdc 4: So sanh MED

 Bwdc 5: So sanh EBGP/IBGP

* Buwédc 6: So sanh chi phi t&i NEXT _HOP
 Bwdc 7: So sanh Router ID
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S dung LOCAL PREF

« Chon gia tri I&n hon cua
LOCAL_PREF

» Diéu khién lwu lvong
upbound
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Chon duwong voi AS PATH Prepend

| As2 As3 AS5 AS4 AS5 AS5 AS5 |

74
| AS5AS5 AS5 |

ASS

168



Vidu vé AS PATH

Network
4.79.201.0/26

6.1.0.0/16

6.2.0.0/22

*
{
8

n
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Next Hop Metric LocPrf
203.178.136.29 700 500
203.178.136.29 700 500
203.178.136.29 700 500
203.178.136.29 700 500
203.178.136.29 700 500
203.178.136.29 700 500
203.178.136.29 700 500

Weight Path

7660 22388 11537 10886 40220
7660 22388 11537 10886 40220
7660 22388 11537 10886 40220
7660 22388 11537 668

7660 22388 11537 668

7660 22388 11537 668

7660 22388 11537 668

©C O OO0 O0OOo
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Vidu vé AS PATH prepend

Network Next Hop Metric LocPrf Weight Path

8.5.192.0/22 203.178.136.14 100 0 2516 209 13989 13989 13989 13989
203.178.136.14 100 0 2516 209 13989 13989 13989 13989
203.178.136.14 100 0 2516 209 13989 13989 13989 13989

8.5.196.0/24 203.178.136.14 100 0 2516 209 13989 13989 13989 13989
203.178.136.14 100 0 2516 209 13989 13989 13989 13989
203.178.136.14 100 0 2516 209 13989 13989 13989 13989

8.5.200.0/22 203.178.136.14 100 0 2516 209 13989 13989 13989 13989
203.178.136.14 100 0 2516 209 13989 13989 13989 13989

M6t s6 AS duoc 18p lai trén duwong di dé lam duwong
di dai hon va sé khong dwoc wu tién chon

T VIEN CONG NGHE THONG TIN VA TRUYEN THONG e



Chon dwong voi MED

« Trong trwdng hop 2 AS v&i nhiéu link
« Chon MED nho hon
« Ap dung trong diéu khién Iwu lwong

Routing information
of AS1

MED 100

m
-

&

y :
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Routing information of AS1
MED 200

used route ] 4(

asy

How to see routing table at AS2

Prefix AS_PATH MED
172.16.0.0/16 AS1 100 ©
172.16.0.0/16 AS1 200




Phan tai véi MED

» D3t gia tri MED khac nhau cho méi dwéng
« Cling diéu khién Iwu lvong

172.16.0.0/16, 172.17.0.0/16
SRS

Routing information of AS1 Routing information of AS1
172.16.0.0/16 = MED 100 172.16.0.0/16 = MED 200
172.17.0.0/16 = MED 200 172.17.0.0/16 = MED 100

Route used for Route used for
172.16.0.0/16 % % 172.17.0.0/16
C W sz W

: y ;
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SCHOOL OF INFORMATION AND COMMUNICATION TECHNOLOGY
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