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Fundamental concepts




Application layer in OSI model | :

Application
(HTTP, Mail, ...)

Transport
(UDP, TCP ...)

Network
(IP, ICMP...)

Datalink
(Ethernet, ADSL...)

Physical
(bits...)

Protocols communication
between parties of the
application

Transmission data between application



Application and service?
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Application and application E:
protocol 5

application

data link

e Application protocol
e Define communication rule
e Use service of transport layer
(TCP/UDP...) . &
e Application: :mg
e |s a process on the internet.

They communicate to each other
by exchanging messages.

e Runs on end systems
e Use application protocol for
providing service
e Example of
application/protocaol:
e Web (HTTP)
e Mail (SMTP/POP/IMAP) ...




Components of an application .

e Application software is compose of

e User interface:
Interfacing with users,

e.g. Web browser (Firefox, IE), mail reader(Thunderbird,
Outlook,..)

Implement one part of application protocol
e Server program:
Cung céap dich vu cho ngwoi st dung
o Application process: the application software
running on an OS



Communication between process

on the Internet

e Socket is an interface between
an application process and
transport layer

e Socket is defined by

Port (j‘/ app developer @
IP address proTceSS o
Transport protocol (TCP or _SO‘iket_ _Soiket_
UDP) transport transport
. _ layer Internet layer
e Socket API (Application c ke .
. services services
Programming Interface): Allow
application to choose N\
parameters for transport controlled
service by OS

Choose transport protocol
Type of IO communication ...

host or
server

2

controlled by

host or
server
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Application architecture

e Client-server
o P2P

e Hybrid




Client-server e

e [wo kind of components:
client client and server

ﬂ!’ e Client
e Client sends requests for service
client to server
u& o Clients do not contact directly to
\ @ each other
_ e Server
CE@ / Server e Always online waiting for service
| requests from clients
e There may be backup servers
: for assuring high availability in
MQ failures

client e e.g. Web, Mall, ...
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Pure Peer-to-peer architecture | :

Peer Peer e No center server, only
peers as components

e Peers have equal role in

\ the system
P:eer / peer ® ANy two peers can
i < ~ Ok communicate directly to

each other but only
when both are online.
e Peer does not need to
Jj!’ ﬂ!’ be online all the time
Peer Peer e E.g. Gnutella, Bittorent
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Hybrid architecture :

o A center server for user
management, indexing
for search purpose.

e Clients communicate
/ / \ directly to each other
Server

Cllent

after authentication
process with server.

e E.g. Skype (before 2016)

e SKkype server manage user
lists, authentification

@ Client o After authentification users
?l P

communicate directly to
each other

Cl'entil P
I ]'

P2P Comm.

» Client-Server Comm.
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Case study 1: HTTP and
WWW

Reading 7.3

Computer Networks, Tanenbaum
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HTTP and Web 33

e WWW: World Wide Web Web clients

e Application for exchanging the ﬂ!’
HTML documents (HyperText J
Markup Language) over
Internet

o WWW use HTTP protocol
e HTTP: HyperText Transfer

Protocol

e Client/Server model

o Client (Web browser)requests
for webpages and displays
them on its interface

e Server: Receive request from
client and return results under _
the form of webpage. Navigator

14



How HTTP works?

e Server open a TCP socket by default at port 80
waiting for

e Client initiates a TCP connection to server

e Server accept the connection request

e Exchange HTTP message

HTTP Request
HTTP Response

e Close connection TCP

15



Format of HTTP request :

e ASCII encoding (readable using text editor)

request line

(GET, POST,\‘ GET /dccn/index.html HTTP/1.1
HEAD commands) Host: www.it-hut.edu.vn
User-agent: Mozilla/4.0
header Connection: close

lines Accept-language:en-us

e

CR,LF /Zextra carriage return, line feed)

indicates end
of message



Format of HTTP response .

status line

(protocol
status code\‘HTTP/l.l 200 OK

status phmse) Connection close
Date: Tue, 16 Mar 2008 12:00:15 GMT
Server: Apache/1.3.0 (Unix)
Last-Modified: Mon, 15 Mar 2008 .....
Content-Length: 8990
Content-Type: text/html

———

header
lines

ckﬁa,agq-///”/) data data data data data
requested

HTML file

17
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i
Types of HTTP connections :
HTTP non-persistent =~ HTTP persistent
e Only one web object e Many web objects can
(text or image) is be sent over a
transferred over a connection TCP.
connection TCP e Option by default in
e Option by default in HTTP/1.1
HTTP/1.0 e HTTP 1.1: RFC 2068

e HTTP 1.0: RFC 1945

18



Operation of HTTP/1.0 se::
Web client Web server :.
=)

Init TCP connection

OK, send HTTP request <

Parse index.html: hag 10
reference to 10 irmages

Repeat above /steps 10 : Accept TCP connection

: Send images 1

2xRTT : Close TCP connection

: 19
v
Time Time



Operation of HTTP/1.1 3
Web client Web server :.

L

Init TCP connection TCP Conp, Re
Req

Accept TCP connection

OK, send HTTP request

\ Send HTTP

Parse index.html: has 10 : : response: index.html
reference to 10 images : :

request images 1 :

ima 108 : Send images 1
request images 2

Send images 2

Stop-and-

. ——~  Pipeline
wait! :

request images 10 20

Time



HTTP/1.1 with pipeline

Web client Web server

Init TCP connection TCP Conp, Req

OK, send HTTP request

Parse index.html: has 10 :
reference to 10 images :

request images 1 -10

Time

Accept TCP connection

\ Send HTTP

. response: index.html

: Send images 1-10

Time

21



Methods in HTTP request message

HTTP/1.0 HTTP/1.1
e GET: get an webpage e GET, POST, HEAD
e POST: submitting a form o PUT

e HEAD: ask for the header of e Upload an webpage to the

an webpage server under address given

in URI, file content is in the
body of the message

e DELETE

o Delete a file given in the
URI

Attention: Even with GET, user can sends parameters to servers in
URL. Ex:

http://www.google.com/search?q=computer+network&flags=68&num=10
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Status code in Response message

Status code is in the first line of the Response

message

200 OK

e request succeeded, requested object later in
this message

301 Moved Permanently

e requested object moved, new location specified
later in this message (Location:)

400 Bad Request

e request message not understood by server
404 Not Found

e requested document not found on this server
505 HTTP Version Not Supported

23



(Y )
O
®
-

Web cache :

° “Cache”: buffer memory www.xyz.com/index.htm

e Similar notion of computer

cache

e L1 cache, L2 cache

e “cache miss”, “cache hit”
Case study:

e An organization has
uniquely an Internet line.

e Multiple users can access
to the same webpages, ex:

news pages
e Solution for improving the
performance? Y |1

24



o0
0000
Web cache - proxy soce
:O
e Users connects to web
server through a web Web
Proxy. server

e \Web browsers send a
request to a web page to
the proxy

e Miss: The required web
page is not found Proxy
gl yéu cau téi may chi
web, tra 10i trinh duyét va e
lwu dém ddi twongweb

o Hit: Proxy tra doi twong client
web cho trinh duyét

25



Web caches

e Proxy: Vura la client, vra la server

e S dung béi cac ISP nhd, cac td chirc nhw trudrng
hoc, coOng ty...
e Anh hwédng cla proxy
Lam giam lwu lwong web trén dwdng ra Internet
C6 thé lam gidm thoi gian dap &ng
Th phan tich vai trwdng hop
cache hit
cache miss
proxy bi qua tai
Trang web thay dbi/trang web déng?

26



Local cache

e \Web pages could be stored in local server
(local cache)

e Using local cache for

Reading web offline
Improve performance in accessing web pages

27



Exercise

e A company having an Internet connection
from their LAN with data rate 1.5 Mbps.

e \Webpage to be downloaded from the Internet
has the average size 900 kbits

e The frequency of accessing files on the web
is =1,5 times/s.

e Duration for sending an HTTP request from
company router to the Internet is 2 (s)

e \What is the average responding time in
following cases?

28



Exercise (cont.)

e If all the links have already some load.
Transmission time on a loaded link is calculated
by the following formular:

= Wm /(1 - ,0),
W,.: Transmission time without load
p: load (ratio of traffic/capacity)

e If there is a cache
Assume that ccache hit rate: p=0.4.
Hint:
Use the formular: T,, = 2 p;*T,,
p; probability having responding time T;

29



serveurs

. : :
: i

Internet El

Routeur
pole Internet 71—

Lien d'acces
Routeur | 1.5 Mbps

pole entreprise

réseau =0
(g0,

d'entreprise 100 Mbps

cache
institutionnel
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Case study 2: Email




Thw dién tw

e MUA (Mail User Agent)
Lay thw t&r may cha, gvi thw dén
may chu
e.g. Outlook, Thunderbird...

e MTA (Mail Transfer Agent): :

Chtra hop thw dén ctia NSD (mail

box)

Hang doi dé gl thw di
e.g. Sendmail, MS Exchange...

IMAP m

user

agent

POP

mail
server

SMTP

Mail box

‘

LI

. SMTP

e Giao thurc:
Chuyén thw: SMTP-Simple
Mail Transfer Protocol
nhan thw
POP - Post Office Protocol
IMAP — Internet Mail Access

N

Protocol
B IMAP
mail POP .
server — e
» & &
o
00000(  SMTP

Message queue



Giao thirc SMTP

o RFC 2821

e TCP, port 25: Chuyén thw tir client dén server va
gilra cac server voi nhau

e Twong tac yéu cau/tra 10
Lénh v&i ma ASCII
ma trang thai va di lieu

34



eoo
oo
o
Cac giao thirc nhan thw
SMTP SMTP T AT
g’%} user 'éﬂ — éﬂ access ’ (:-:{.'_'":ﬁ?
8@ lagent protocol |agent] i
IO LICICJC L]
sender’ s mail receiver’s mail
server server

e POP: Post Office Protocol [RFC 1939]
Pang nhap va lay hét thw vé

e IMAP: Internet Mail Access Protocol [RFC 1730]
Phc tap hon POP
Cho phép lwu trir va x&r ly thw trén may chu
Quota?

35



Web Malil

E.Q.
Gmail,
Hotmall,

Yahoo! Mail, etc.

e Ngay nay, rat nhiéu cac MTA cho phép truy cap
thOng qua giao dién web

St dung Web browser nhw mét MUA
MUA va MTA giao tiép thdng qua HTTP
Mails dwoc lwu trir trén may chu

36


http://mail.hut.edu.vn/
http://mail.fit.hut.edu.vn/

Khuon dang thong diép thw dién
tw

SMTP: Giao th&rc dé truyén

blank

thw
RFC 822: Binh nghia khud
dang

e Phan dau
e To:
e From:
e Subject:

e Phan than

e ma hoa duw¢i dang ma
ASCII

line

37



Pé chuyén div lieu da phwong tién: .
multimedia extensions

e MIME: multimedia mail extension, RFC 2045, 2056
e Thé&m mdt dong trong phan dau chi ré khudn dang di
lidu geri di

_ From: alice@crepes.fr
MIME version To: bob@hamburger.edu
\ Subject: Picture of yummy crepe.
method used

MIME-Version: 1.0
to encode data Content-Transfer-Encoding: base64

multimedia data -Content-Type: image/jpeg

type, subtype, base64 encoded data .....

parameter declaration L\ ..
/ ...... base64 encoded data
encoded data

38



, Case Study 3
Ung dung truyén tép




000
o ' 000
FTP: File Transfer Protocol oot
v o
TCP control
connection, port 21
user FTP —- FTP
interface | client |, ,| server
TCP data
user % connection, port 20 ﬁ
local file system remote file system
e Trao dbi file gitra cac may e LénhcuaFTP: cong 21
e RFC 959 e Dirliéu: cong 20
e S dung TCP, cdng 20, 21 o NS[Z ph_al dang nhap trwdc khi
truyén file

e M6t sO server cho phép NSD
voi tén la anonymous 40



Lénh va ma tra |

Mot sO vi du Vi du vé ma tra o

e USER username e 331 Username OK,
password required

e PASS password o 125 data connection

e LIST : trd vé danh séach already open; transfer
file starting

_ . e 425 Can’t open data
e RETR filename Lay file connection

e STOR filename Dat file © 452 Error writing file
lén may chu

41



Vi du ve ftp client

Command line

C:\Documents and Settings\hongson>ftp
ftp> ?

Commands may be abbreviated. Commands are:

! delete literal

? debug ls
append dir mdelete
ascii disconnect mdir
bell get mget
binary glob mkdir
bye hash mls

cd help mput
close Icd open

prompt

put

pwd

quit

quote

recv
remotehelp
rename
rmdir

GUI FTP clients: IE, Firefox, GFTP, ....

send
status
trace
type
user
verbose

42



Domain name service




Gioi thieu chung ot

Tén mién: dinh danh trén tang &ng dung cho cac nut
mang
Trén Internet dwoc quan ly tap trung
Quoc té: ICANN
Viét Nam: VNNIC

DNS(Domain Name System): hé thong tén mién gom
cac may chu quan ly thong tin tén mién va cung cap dich
vu DNS

Van dé phan giai tén mién sang dia chi IP
Nguwdi st dung dung tén mién dé truy cap dich vu

May tinh va cac thiét bi mang khéng st dung tén mién ma ding
dia chi IP khi trao doi dir liéu

Lam thé nao dé chuyén dbi tén mién sang dia chi IP?

44



Chuyén doi dia chi va vi du :

+ May tinh diing dja chiIP___ =5
« NSD dung tén mién

!

Can c6 chuyén . o 4
dx i dia chi M¢i truy cap vao \
ol dl 202.191.56.65

= C" v
\ May chu tén
mién

TOoi muon vao dia chi
www.soict.hust.edu.vn

May chu web
202.191.56.65

45



Khong gian ten miéen :
o Klén trdc : hinh Céy Domain Name Space

o Root: Nut goc

e Chia thanh cac zone

e MOi nut 1a mot tap hop
cac ban ghi mé ta tén
mién twong rng véi nut
do. Vi du:

e SOA: Ban ghi cung cap o Ssambas W nded O

\ When a system admenistrator
\ wants to let another administrator
-y | manage a part of a zone, the first

thong tin vé mot zone. H k) EEEERE. | mmrom
e NS:Uyquyén1zonecho |~~~
mot may chu Hinh anh tir:
. _ . Wikipedia
e A: Ban ghi chtra anh xa
dia chi

™ | __ resource records
== associated with name

~

- -
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Domain Name Service

Root server

/'Answer - rdm. NS list
Local server, resolver

3
2
'/ —
E » rdm. server
[ 4—5—4—— .

\ Query: www.foo.rdm. A?
Query: www.foo.rdm. A?/ / \ Answer : foo.rdm. NS list

.8 7.6

/A . \1uery: www.foo.rdm. A ?
nswer : e
www.foo.rdm. A E// Answer : www.foo.rdm. A

foo.rdm. server

| [0

47



Domain Name Service s

Root
server

Query: IP address of Q: IP address of

. www.hust.edu.vn www.hust.edu.vn
U A: NS of .vn
ser 1 3

3\ / Q: IP of TLD
\ www.‘{nusW server

24

DNS — _5—

Resolver %ZNSofedu.vn domain .vn

= ' Ex: 8.8.8.8

\ 6 Q: IP of
j wst.edu.vn
7

e ————

EEEEEE e A: www.hust.edu.N —
_Authoritative
www.hust.edu.vn server
202.191.57.208 8

domain .edu.vn



Domain name service

e Root server:

Manage the list of TLD nameserver based on the
extension of that domain (.com, .net, .org, etc.)

The root nameservers are overseen by a nonprofit
called the Internet Corporation for Assigned
Names and Numbers (ICANN).

There are 13 root server but there are mutiple
copies of each one all over the world

49



Domain name service

e Top Level Domain (TLD) nameserver

maintains information for all the domain names
that share a common domain extension
Generic top-level domains: .com, .org, .net, .edu, and
.gov.

Country code top-level domains: .vn, .uk, .fr, .jp ...

If a user searches for google.com, after receiving a response
from a root nameserver, the recursive resolver then sends a

query to a .com TLD nameserver.

e Management of TLD nameservers is handled
by IANA, a branch of ICANN

50



Dmain name service

e Authoritative domain name server
Final holder of the DNS record

Possible records:
A: address, AAAA: IPv6 address
NS: name server
MX: mail exchange
CNAME: alias
PTR: address to name
SRV: generic service (used for SIP)
SOA: start of authority (gives various info. about zone)
TXT: text

51



Phan giai tén mién

e Tw phan giai
File HOST:

Windows: C:\WINDOWS\system32\drivers\etc\
Linux: /etc/hosts

B6 dém cua rng dung

e Dich vu phan giai tén mién: client/server
Giao thirc tang irng dung: DNS
St dung dich vu UDP/TCP vé&i Céng dich vu la 53
Phan giai dé quy (Recursive Query)
Phan giai twong tac (Interactive Query)
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Thong diép DNS

DNS Query va DNS Reply:
Chung khudn dang

|dentification: Binh danh cua

truy van

e Théng diép tra |&i phai c6 gia tri
Identification trung vo&i thong diep
truy van

Flags: Cac c& diéu khién

#Question: SO lwong tén mién

dwoc truy van

QUESTION: cac tén mién

dwoce truy van

XXX

® o

o0

o0

O
Identification | Flags
#Question #Answer RRs
#Authority #Additional
RRs RRs

53



Théng diép DNS 1

o #Answer RRs: SO lvong badn | |gentification | Flags
ghi tra 1&i
, > C 3 pas #Question #Answer RRs
e ANSWER: Cac ban ghi tra o
. % #Authorit #Additional
e # Authority RRs: S6 lwong rre 7 | RRe G

ban ghi tr cac may chu duoc
0y quyén khac

e AUTHORITY: Cac ban ghi
clla may chu dwoc Uy quyén
kKhac

e #Additional RRs: So lwong
cac ban ghi bd sung

e ADDITIONAL: Céac ban ghi b
sung

54



Vi du: dig linux.com :

; <> DiG 9.9.2-P1 <> linux.com
;; global options: +cmd

;; Got answer:

; ; —>>HEADER<LK<L- opcode: QUERY, status: NOERROR, id: 21655
;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2,
ADDITIONAL: 3

;; QUESTION SECTION: TTL: thoi gian(s) lwu git

;linux.com. IN A tra 1&i trong cache

; » ANSWER SECTION:

linux.com,/ 1786 IN A 140.211.167.51

linux.com.. 1786 AN A 140.211.167.50

; » AUTHORITY SECTION:

linux.com. 86386 IN NS nsl.linux-foundation.org.
linux.com. 86386 IN NS ns2.linux-foundation.org.

;; ADDITIONAL SECTION:

nsl.linux-foundation.org. 261 IN A 140.211.169.10
ns2.linux-foundation.org. 262 IN A 140.211.169.11
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Vi du: dig linux.com —thwc hien 000
truy van DNS 5

; <> DiG 9.9.2-P1 <> linux.com
;; global options: +cmd

;; Got answer:

; ; —>>HEADER<LK<L- opcode: QUERY, status: NOERROR, id: 21655
;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2,
ADDITIONAL: 3

;; QUESTION SECTION: Tén cac may chi DNS server tra |&i truy van.
;linux.com. IN A Néu phan ANSWER réng, DNS Resolver guri
; ; ANSWER SECTION: truy van t&i cac may chu nay

linux.com. 1786 IN A 140.211.167.51

linux.com. 1786 TN A 140.211.167.50

; » CAUTHORITY SECTION:

linux.com. 863686 IN NS -nsl.linux-foundation.org.
linux.com. 86386 IN NS-ns2.linux-foundation.org.
;; ADDITIONAL SECTION:

nsl.linux-foundation.org. 261 IN A 140.211.169.10

ns2.linux-foundation.org. 262 IN A 140.211.169.11
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Vi du: dig linux.com :

; <> DiG 9.9.2-P1 <> linux.com
;; global options: +cmd

;; Got answer:

; ; —>>HEADER<LK<L- opcode: QUERY, status: NOERROR, id: 21655
;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2,
ADDITIONAL: 3

:; QUESTION SECTION: Dia chi IP clia cac may chu tra I&i truy van.
;linux.com. IN A Thong tin nay dworc Iwu vao cache

;» ANSWER SECTION:

linux.com. 1786 IN A 140.211.167.51

linux.com. 1786 IN A 140.211.167.50

;» AUTHORITY SECTION:

linux.com. 86386 IN NS nsl.linux-foundation.org.
linux.com.—8638€ TN NS ns2.linux-foundation.org.

;  ADDITIONAL SECTION:

nsl.linux-foundation.org. 261 IN A 140.211.169.10
ns2.linux-foundation.org. 262 IN A 140.211.169.11
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Phan giai twong tac

e Co ché méc dinh trén cac may chd DNS | °
root
server

soict.hust.edu.vn soict.hust.edu.vn
N/ > >
g < E < E TLD
server

e 202.191.56.65 Hoi dns.hust.edu.vn
Default dns.vn
Server
(Resolver)
Authoritative
DNS server

dns.hust.edu.vn



Root
server

- smct.hust.edu.v}n E
Q <

TLD
g 202.191.56.65 server
Default
Server dns.vn

(Resolver) 1 soict.hust.edu.vn

202.191.56.65 T

E Authoritative
DNS server
dns.hust.edu.vn .



Tom tat

e MO hinh (rng dung
Client-server vs. P2P

e M0t s6 rng dung va giao thirc
HTTP
Mail
FTP

e Vé nha, hay tim hiéu thém
P2P

e Giao dién Iap trinh Socket
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HTTPS

o HTTPS
e Cobanve ATTT

Assymestric system: Public key — Private key
Churng chi so (certificate)

Symmestric system

Chir ky dién t

Vi du wrng dung trong HTTPS.

61



Acknowledgment

e Bai giang c6 st dung cac tu liéu va hinh vé
tor:
Tai liéu cua trwdng dai hoc Keio va Ritsumekan

Tai liéu “Computer Network, a top down
approach” cta J.F Kurose va K.W. Ross

62



