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1. bat van dé

e MOt sO yéu cau doi vai thiét k&, cai dat

va quan tri CSDL;:

-BPam bao tinh an toan cua
e Tranh truy nhap khong hgp

dir liéu
|é tU phia ngudi

dung: phan quyén, xac minh va kiém tra quyén

han ngudi su dung.

- Pam bao tinh dung dan cua d liéu

e Tranh sai sot khi cap nhat c
va kiém tra cac rang buodc ¢

U lieu: dinh nghia
o liéu.

e Tranh sai sot trong qua trin
liéu: ki€m tra tinh toan ven
vOoi di liéu.

n thao tac vdi di
cla cac thao tac



2. An toan d{ liéu

e Pinh nghia: Tinh an toan di liéu la su bao
vé diI lieu trong CSDL chong lai nhirng truy
nhap, stra doi hay pha huy bat hdp phap.

e Ngudi s dung hdp phap la nhirng ngugi su
dung ducdc cap phép, uy quyeén.

e Dé& ddm bdo tinh an toan cho CSDL, cin c¢b
mot cd ché& dé quan ly ngudi dung hap ly.

e Nhirng nhom nguci dung khac nhau trong hé
CSDL co quyén su dung khac nhau doi vOi
cac doi tudgng dir liéu trong CSDL.



Truc tam giac

Ngudi dung,
nhom ngudai
dung

Cac doi
tugng dU
liu trong
CSDL



2.1. Cac quyén truy nhap cua ngudi su dung

e DOi v3i ngudi khai thac CSDL:

- Quyén doc dU lieu: dudgc phép doc mot
phan hay toan b dir liéu trong CSDL.

—Ql:ly‘én cap nhat d lieu: dudc phép sua
doi mot sO gia tri nhung khdong dudc xoa
dr liéu trong CSDL.

- Quyén xo0a di lieu: dugc phep xo6a dir lieu
trong CSDL.

- Quyén bo sung di liéu: dugc phép thém
dir lieu mdi vao trong CSDL nhung khong
dudc phép thay doéi dir liéu
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2.1. Cac quyén truy nhap cua ngudi su dung

e DOi v3i ngudi quan tri CSDL:

~Quyén tao chi dan trén cac quan hé
trong CSDL

—~Quyén thay doi sé dd co sG dir liéu:
thém hay xo6a cac thudc tinh cua cac
quan hé trong CSDL

—Quyeén loai bo quan hé trong CSDL

—Quyén quan ly tai nguyén: dudc phep
thém cac quan hé mdi vao CSDL
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2.2. Ngudi dung

e MOt ngudi dung cu thé (user)
- vi du: phuongnh, postgres,...
e MOt nhom nguci dung (group)
— nhdm co6 cac thanh vién (member)
— vi du: group_h3t c6 phuongnh, lamdb, trinhvt,....
e MOt sO hé quan tri khong phan biét 2 khai
niém trén, ma goi chung la vai tro (role)

— vi du: trong PostGreSQL, role co thé la user hodc
group (néu co member)



2.3. Cac doi tugng di liéu

e Tables
o \/Iews



Trach nhiém cua ngudi quan tri hé thong

e P& cO thé phén biét dudc ngudi s dung
trong hé CSDL, ngudi quan tri hé thong phai
co trach nhiém:

— Xac dinh cdc quyén cu thé ma moi ngudi sir dung
hay mot nhom ngudi su dung dudc phep thuc
hién, xac dinh vai tro va trach nhiém cua moi
ngudi s’ dung. Diéu nay dudc goi chung la Phan
quyén ngudi su dung.

- Cung cdp mot phucng tién cho ngudi sir dung dé
hé théng cd thé nhan biét dugc ngudi sir dung dd
hay con goi la Xac minh ngudi su dung.
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Xac minh ngudi su dung

e D& xac minh dugc ngudi s dung, ngudi ta co thé
dung cac ky thuat sau:

- Ky thudt dung tai khoan cd tén va méat khiu, maét
khau cling dugdc bdo vé bagi hé théng.

- Ky thuat s dung cdc ham kiém tra ngudi st dung: Hé
thong dua cho ngudi s&’ dung mot s6 ngau nhién x,
ngudi sir dung dung mdt ham F tinh nhdm két qua va
dua két qua y = F(x) vao hé thong. Trong luc do, hé
thong cling tinh toan va so sanh két qua vdi y. Nguoi
s’ dung hop phéap la ngudi biét ham bién déi F va dua
vao gia tri y dung.

- Ky thuat dung the dién tu, the thong minh.

— Ky thuat s dung nhan dang ti€ng nodi, van tay v..v.
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Kiém tra quyén truy nhép cla ngudi s dung

e MO ngerl su dung sé co mot bo ho so do
ngu’dl quan tri thiét Iap va dudc hé thong
quan ly, trong hd sd dé sé& co chi tiét vé cac
thao tac ngudi s dung dudc phep thuc hién:

— Phan quyen ngerl sU dung: NgudGi quan tri hé
thong phal co trach nhiém xac dinh khung nhin dé
kiEm soat xem moi ngu’dl st dung Chl dugc truy
nhap phan dir liéu nao trong CSDL va cé dugc cac
quyen nao trong sO0 cac quyén doc, thém, xoda,
stra doi.

~- Xac dinh va kiém soat su luu chuyén di lieu: Hé
thong pha| bao tri danh sach cac quyeén mot cach
chat ché vi ngu’dl sur dung cod thé dugc quyén lan
truy@n cac quyén cho ngudi sr dung khac.
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Cac cau lénh an toan dir lieu trong SQL

e Cau Iénh tao khung nhin

e Cau Iénh phan quyén cho ngudi su
dung

e Cau Iénh thu hoi quyén cua ngudi su
dung
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Cau Iénh tao khung nhin

e CREATE VIEW <Tén khung nhin> [(d/s
cot)] AS <Cau truy van>

e Danh sach cac cot trong khung nhin Ia
phan khong bat bugc. Trong trudng
hgp ngudi sir dung mudn dat tén khac
cho cac cot xuat hién trong khung nhin
thi nguci su dung cd thé chi ra tén cac
cot, df liéu trén cot thi tuodng Ung VO
cac cot trong ménh dé Select cua cau

truy van.
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Vi du cau Iénh tao khung nhin

e Cho co sd dir li€u gom 2 quan hé:
Nhanvién(Id,Hotén,BC,Lucong,NamBD,Danhgia,PhongCT)
Phong(PId, Tén, BC, Diénthoai, Trudngphong)

e Cau lénh tao khung nhin cho mot nhan vién cua phong
Khoa Hoc cé thé dudc dinh nghia nhu sau:

CREATE VIEW NVKH(HoténNhanvién, Diachiliénlac) AS
SELECT Hotén, Diachi
FROM Nhanvién
WHERE PhongCT IN
(SELECT PId FROM Phong WHERE Tén ='Khoa Hoc')
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Cau lénh phan quyén cho NSD

e GRANT <D/s thao tac> ON <boi tugng>
TO <D/s ngudi dung> [WITH GRANT OPTION]

e <D/s thao tac>: co thé bao gom 1 hay nhiéu thao
tac dudgc liét ké dudi day:

Insert: chen d{ liéu vao trong CSDL cé san nhung khoéng
dugc thay ddi bat ky muc di liéu nao trong CSDL

Update: stra doi dir liéu nhung khéng dugc xda dir liéu
Delete: xd6a d{ liéu trong CSDL

Select : tim kiéEm

Create: tao lap cac quan hé mdi

Alter: Thay ddi ciu trdc clia quan hé

Drop: Loai bo quan hé

Read/Write: Doc va Ghi

16



Cau lénh phan quyén cho NSD (tiep)

e <POi tuong>: bang hoac khung nhin

e <D/s ngudGi dung>: MOt ngudi hay mot
nhom hay mot danh sach ngudi sU dung.
Tu khoa public dugc dung thay thé cho moi
nguoi sU dung

e [With Grant Option] Néu dung tu khoa nay
trong cau Iénh phan quyén thi ngudi dung
xuat hién trong <D/s ngudGi dung> co
quyén dudc lan truyén cac quyén vua duoc
tuyén bd cho nhirng ngudi dung khac
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Vi du cau Iénh phan quyén cho NSD

e Trao quyén doc, ghi, tim kiém, sra doi di
lieu cho nhan vién tén Hoa cua phong Khoa
hoc trén khung nhin vua tao lap trong phan
trudc

GRANT read, write, select, update ON
NVKH TO Hoa;

e Trao quyén cho trudng phong Khoa hoc -
6ng HungNC
GRANT read, write, select, update, delete

ON NVKH TO HungNC WITH GRANT
OPTION:
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Cau Iénh thu hoi quyén cua NSD

e REVOKE <D/s thao tac> ON <boéi tugng>

~ROM <D/s nguci dung>

'RESTRICT/CASCADE]

e <D/s thao tac>, <boi tuong>, <D/s ngudi
dung> gidbng nhu do6i vdi cau Iénh GRANT.

e Phan [RESTRICT/CASCADE] la chi ra co ché
thu hoi vd8i cac quyén da dudc ngudi dung
trong <D/s ngudi dung> lan truyén
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Cau |énh thu hoi quyén cua NSD (ti€p)

e Néu Restrict thi c6 nghia la chi huy bo
quyén cua nhitng ngudi co trong danh
sach, quyén da dugc lan truyén cho nguoi
khac khoéng bi thu hoi.

e Néu dung Cascade thi huy bo quyén cua
ngudi trong <D/s nguGi dung>, dong thdai
kéo theo huy bo quyén ma ngu’d| dung do
da ludn chuyén cho nhitng ngudi khac.

e Vi du:

REVOKE update, delete ON NVKH FROM
HungNC CASCADE
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3. Toan ven d{ liéu

e Dinh nghia: Tinh toan ven d{ liéu la su bao vé
d{ liéu trong CSDL chéng lai nhiing su sura doi,
pha hly vO cdn c dé dam bao tinh ding dan
va chinh xac cua di liéu.

e Cac thao tac cd thé anh hudng dén tinh dung
dan cta CSDL la thém, xda, sira doi.

21



e D& ddm bao tinh toan ven di liéu, can phai chi ra va
duy tri nhrng rang budc toan ven lién két v3i moi
quan hé. Cac rang budc toan ven cung cap 1
phudng tién d& ddm bdo rédng cac thao tac dudc
thuc hién bdi nhirng ngudi s dung hdp phap khong
lam mat di tinh ddng dan clda CSDL.

e Trong hé th6ng da ngudi dung, d& dam bao dugc
toan ven di liéu, hé thong con phai co6 dugc mot
trinh diéu khién tusng tranh dé tranh dung do gilra
cac thao tac dugc dua ra bdi nhirng nguGi su dung
khéc nhau tai cung mot thai diém
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Cac rang budc toan ven trong SQL

e Cac rang buoc vé khoa chinh, khoa
ngoai, ki€m tra mién giad tri si dung
Check da dugc dé cap dén khi noi vé
cau Iénh tao bang trong CSDL.

e Cac khang dinh (assertion)
e Cac kich hoat (trigger)
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Cac khang dinh

e La mot vi tur biéu thi mot diéu kién ma
CSDL phai luon ludén thoa man.

e Cac khang dinh dudc tao ra bang cau
lénh:
CREATE ASSERTION <Tén khang dinh>
CHECK <Vi tir>
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Vi du vé khang dinh

e SO luUong mat hang dudc cung cap bdi
cac hang cd s6 nhan vién < 50 phai
nho han 100:

CREATE ASSERTION KbSolugng CHECK
NOT EXISTS

(SELECT * FROM S WHERE
numofemps < 50 AND sid IN

(SELECT sid FROM SP WHERE quantity
>= 100))
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Vi du vé khang dinh (ti€p)

e Ludng cua nhan vién khdong dugc cao han
lUong ngudi quan ly phong ban cua nhan
vién do.

CREATE ASSERTION Salary_Constraint

CHECK (NOT EXISTS

(SELECT * FROM Employee E,
Employee M, Department D

WHERE E.Salary>M.Salary AND
E.Dno=D.Number AND D.MgrSSN=M.SSN))
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Cac kich hoat (trigger)

e La MmOt thu tuc luu trf hé thong (stored
procedure) dac biét, dudc thuc thi mot cach
tu ddng khi cd su kién gay bién doi dir liéu
nhu Update, Insert hay Delete

e Dugc dung dé€ dam bao toan ven di liéu
hay thuc hién cac quy tac nghiép vu nao
do.

e Khi nao su dung trigger?

- khi cac bién phap dam bao toan ven dir liéu
khédc nhu Constraint khéng thé thda man yéu

cau cua Ung dung
27



Cac kich hoat (trigger)

e Constraint thudc loai toan ven di lieu khai bao:
kiém tra dir liéu trudc khi cho phép nhén vao
bang

e Trigger thudc loai toan ven di liéu thu tuc nén
viéc Insert, Update, Delete xay ra roi mdi kich
hoat trigger.

- DPoi khi, do nhu cau thay ddi day chuyén,
cd thé sir dung trigger

e D3c diém cua trigger

- mot trigger c6 thé lam nhiéu céng viéc, co
thé dudgc kich hoat bdi nhiéu su kién
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Cac kich hoat (trigger)

—trigger khéng thé dudc tao ra trén bang
tam hoac bang hé thong

—trigger chi c6 thé dugc kich hoat tu ddng
bdi cac su kién ma khéng thé chay thu
cong dudgc.

- cé thé ap dung trigger cho view

— khi trigger dudgc kich hoat

e d{I liEu mOJi dudc insert sé dugc chlra trong
bang "inserted"

e d{I' lieu mOi dugc delete sé dugc chua trong
bang "deleted"

e day la hai bang tam nam trén bd nhd, va chi cé
gia tri bén trong trigger 29



Vi du vé trigger

e Nhanvién(ID,Hotén,Lucdng,Diachi,Ngu
giquanly)

e MOt nhan vién bao gid cling co ludng
it han lueng ngudi trugng phong, diéu
kién nay phai dugc kiém tra khi ‘thém

bo d{ lieu.

CREATE TRIGGER ThemNV ON INSERT Nhanvién

IF Nhanvién.Ludng > (SELECT E.Luong FROM
Nhanvién AS E WHERE E.ID =
Nhanvién.Ngudiquanly)

THEN ABORT;
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4. Diéu khién tucng tranh

e Trong hé CSDL da ngudi dung, hé
thong can dua ra giai phap chong
dung do gitra cac giao dich (mot day
cac thao tac) dudc dua ra bdi nhirng
ngudi dung khac nhau dé tranh viéc
mot doi tuong d{ liéu nao do bi lam
mat tinh ddng dan trong qua trinh
cap nhat.
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4.1. Giao dich

MOt giao dich hinh thanh nén 1 don vi cong
viéc trong 1 DBMS d/v 1 CSDL, dudgc coi la
cO két va tin cay doc lap voi cac giao dich
khac.

Giao dich co nhiéu budc, va phai dugc thuc
hién mot cach tron ven.

Trang thai trung gian gita cac budc la 4n d/v
cac giao dich khac.

Néu cd su cd ma giao dich khéng thé hoan
thanh, thi tat ca cac budc khéng anh hudng
lén CSDL.
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Vi du vé giao dich

e MOt CSDL ngan hang chlra thong tin tai khoan cua
cac khach hang va tai khoan quy cua cac chi nhanh.

e Gia s, thuc hién giao dich chuyén 100 db6-la tu tai
khoan cua Alice sang tai khoan cua Bob:

UPDATE accounts SET balance = balance - 100.00
WHERE name = ‘Alice’;
UPDATE branches SET balance = balance - 100.00
WHERE name = (SELECT branch_name FROM accounts
WHERE name = ‘Alice’);
UPDATE accounts SET balance = balance + 100.00
WHERE name = ‘Bob’;
UPDATE branches SET balance = balance + 100.00
WHERE name = (SELECT branch_name FROM accounts
WHERE name = 'Bob’);
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4.2. Cac tinh chat cua mot giao dich

e Tinh nguyén té (Atomicy)

— Hoac la tat ca cac thao tac dugc thuc hién hoac la
khong thao tac nao dudc thuc hién

- Pam bdo tinh khdng thé chia cit, khdng thé rut
gon
e Tinh nhat quan (Consistency)
— D lieu nhat quan sau khi giao dich thuc hién.
e Tinh cach ly (Isolation)

— xac dinh cadch ma nhirng thay d6i bdi mot thao tac
la an vdi cac thao tac dong thai khac.

34



4.2.Cac tinh chat cua mot giao dich

e Tinh bén virng (Durability)

- bam bao giao dich da dugc xac nhan sé
ton tai vinh cuu.

—vi du, mét vi tri cho ngdi trén may bay da
dugc dat cho thi vi tri d6 s€ van trong
trang thai da dat cho cho du hé thdng co
van de.

e T4t ca 4 tinh chat trén, goi tat la ACID
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e Cac thao tac hinh thanh nén mot giao
dich c6 thé dudc nhidng trong moét
chuong trinh Ung dung hoac dugc xac
dinh bdi ngdn nglr cap cao nhu SQL.

e D& biét mot giao dich dién ra, cAn xac
dinh tuong minh cau lénh bat dau
(begin transaction) va két thuc (end
transaction) cua giao dich trong
chucong trinh Ung dung.
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e Giao dich chi doc (read-only)

- khéng cap nhat dit lieéu, ma chi lay ra d
liéu.
e D& don gian, gia s cac thao tac truy
cap CSDL trong mot giao dich gom co:
- read_item(X): doc 1 khoan muc CSDL tén
la X vao mot bién trong chuadng trinh cling
tén la X.

— write_item(X): ghi gia tri cua bién X trong
chuong trinh vao khoan muc CSDL ciing
tén la X. -



e Don vi cd ban cla viéc chuyén dir liéu
tu dia vao bd nhd chinh la khoi (block).

e Thuc hién lénh read_item(X) bao gom
cac budc sau:

—Tim dia chi cua khoi trén dia ma chua
khoan muc X.

— Sao chép khoi d6 vao bo dém trén bo nhd
chinh (néu trén bo dém chua co).

— Sao chép khoan muc X tu bo dém vao bién
chudng trinh X.
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e Thuc hién Iénh write_item(X) bao gom cac
budc sau:
— Tim dia chi khoéi trén dia ma no chla khoan muc

X.

— Sao C
(néu
— Sao C

hep khdi do vao bo dém trong bo nhd chinh
0 dém chua co).
nép khoan muc X tu bién chudng trinh tén la

X vao vij tri chinh xac trén bo dém.

— Luu trir khoi da cap nhat nay tu bo dém Ién dia
(co thé ngay tuc thi hoac luu trlr sau).
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4.3. Tai sao lai phai diéu khién tuong tranh?

e Cac van dé
- The Lost Update
— The Temporary Update (Dirty Read)
— The Incorrect Summary
— The Unrepeatable Read
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The lost update

e Hién tugng nay xuat hién khi hai giao dich truy cap
vao cung cac khoan muc di liéu nhung thao tac cua
hai giao dich lai xen k&, lam cho gia tri cua cac
khoan muc d{ lieu khong con dung nira.

Ty T

read_item (X);
X:=X-N;

read_item (X);
X:=X+M;

Time write_item (X);
read_item (Y),

write_item (X);

Y:=Y+N;
write_item (Y);
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The Temporary Update

e Xuat hién khi 1 giao dich cap nhat 1 khoan muc d{
lieu, nhung sau do khong hoan thanh cac budc ti€p
theo => giao dich khong tron ven nén phai roll-back
gia tri da cap nhat vé gia tri cd.

e Khoan muc di' lieu da dugc cap nhat kia lai dugc su
dung bdi 1 giao dich khac trudc khi ndé dudgc roll-
back vé gia tri cii

T T Giao dich T1 fails va
read_item (X); phai thay dbéi gia tri
X:=X-N; cua X vé gia tri cl
write_item (X), cua nd; trong khi do
T2 lai doc gia tri
Time read_item (X); khong dung tam
X:=X+M; thdi cua X.
write_item (X);
v read_item (Y), 45




The Incorrect Summary

AL L Ty T
e Mot giao dich tinh
. , ~ A sum:=0;
ham tich luy tren read._item(A);
cac ban ghi dang | SUM:=sum-+A;
bi cAp nhét bgi 1 ;e.id%'l'i'e.m(x)?
glao ‘d!Ch ,khaS write_item(X);
=>ham tich luy  time read_item(X);
. 4 A 1 sum:=sum+X;
nay co the tinh read. item(Y):
tczgn_ dua trNenAmc_)t \ sum:=sum+yY;
SO gia tri da cap read_item(Y);

Y:=Y+N;

nhat va mot so gia write_item(Y);

tri chua cap nhat.
T3 doc X sau khi X da tru N va

doc Y trudc khi Y cong N



The Unrepeatable Read

e MOt giao dich T doc mot khoan muc di liéu 2
an. Khoan muc di lieu nay bi mot giao dich
khac thay ddi gilra 2 1an doc do.

e Do do, T nhan cac gia tri khac nhau cho 2
an doc cung mot khoan muc.
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4.4. Cac ky thuat diéu khién tuong tranh

e Ky thuat dung khoa: Khi mot giao dich can di liéu
nao thi xin hé diéu hanh mot khoda trén phan dir liéu
do, cac giao dich khac phai dgi dén khi giai phong
khéa mdéi dudc sir dung phan dU liéu dbo. Co thé
ngudi ta s’ dung cac loai khoa khac nhau vi du nhu
khda doc - cho phép nhiéu giao dich doc cung 1 luc,
khéa ghi - chi 1 giao dich cé dudc tai mot thdi diém.

e Ky thuat gan nhan thdi gian: Moi giao dich dugc
gan mot nhan T theo thdi gian, giao dich nao can
dugc uu tién thi dudc gan nhan thdi gian nho hdn va
dugc thuc hién trudc. Ky thuat nay giup dua yéu cau
dong thai vé thuc hién tuan tu.
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Loi hay y dep

"Khi noi su that ban sé khéng phai nhé

minh vua noi gi, ma ban cling khdng

bao giG quén nhirng gi minh vua noi"
S.Raybum
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