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Lap trinh phong ngua
Defensive programming

« Y twdng chinh: néu chwong trinh (CTC) nhan dit liéu
vao bi 16i thi né van chay théng, ngay ca khi chwong
trinh khéc cling nhan dit liéu dau vao do6 da bi 10i.
* Lap trinh phong ngtra la cach tw bao vé chwong trinh
cua minh khoi

s cdc anh hwdng tiéu cwc cua dir liéu khong hop 1é

s cdc rui ro dén tir cdc sw kién twéng nhw "khéng bao gio”

xdy ra

o sai ldm cua cdc ldp trinh vién khdc



Cac loi c6 thé
phong ngura

= Loi lién quan dén phan cirng
> Ddm bdo cdc 10i nhw buffer overflows hay divide by zero dwoc kiém
soat

= Loi lién quan dén chwong trinh
o Ddm bdo gid tri gdn cho cdc bién luén ndm trong viing kiém sodt
= Do not trust anything; verify everything

= Loi lién quan dén nguwoi dung
° Durng cho rang nguwoi dung luén thwe hién ding cdc thao tdc theo chi
dan, hdy kiém tra moi thao tdc ctia ho

= Loi lién quan dén cac kj thuat phong ngtra!
o Md ngudn cai ddt cdc ky thudt phong ngira ciing cé khd ndng gay 10i,
kiém tra ky phdn nay



Cac gial doan
lap trinh phong ngua

= Lap ké hoach thwc hién cong viéc:

= Danh thoi gian dé kiém tra va gé réi chwong trinh cdn thdn : hoan
thanh chwong trinh trwéec it nhdat 3 ngay so véi han ndp
= Thiét ké chwong trinh:

o Thiét ké gidi thudt trwdéc khi viét bang ngdn ngir Idp trinh cu thé

= Gilt vitng cau truc chwong trinh:
= Viét va kiém thir ttrng phdn chwong trinh: phdn chwong trinh nao
ding dé'lam gi
o Viét va kiém thir moéi lién két gitra cdc phdn trong chwong trinh: quy
trinh nghiép vu nhw thé nao
o Phong ngtra bang cdc diéu kién trwdc va sau khi goi moi phdn chwong
trinh: diéu gi phdi ding trwéc khi goi chwong trinh, diéu gi xdy ra sau
khi chwong trinh thwc hién xong
= Duing chu thich dé miéu td cdu triic chwong trinh khi viét chwong trinh



u 2

Kiém tra cai gi,
khi nao?

= Testing: chi ra cac van dé lam chwong trinh khéng chay

= Kiém tra theo ciu tric clia chwong trinh: Kiém tra viéc thuc
hién cac nhiém vu dat ra cho tirng phan chwong trinh

° Vi du: diéu gi xdy ra véi chwong trinh cdn 1€ vdn bdn, néu ham

ReadWord() bi 101 ?
= Néu chwong trinh khong cé tham s6 dau vao, ma chi thwec thi
nhiém vu va sinh ra két qua thi khéng can kiém tra nhiéu.
Hau hét chwong trinh déu khong nhw vay

s Vi du: diéu gi xdy ra v&i chwong trinh cdn Ié vdn bdn, néu

> Khong nhip dau vao ?

> Pau vao khong phai la xau/file chira cac tir hay chit cai ding quy
dinh ?



u 2

Kiém soat loi
co6 thé xay ra

» Error handling: x(r 1y cic 10i ma ta dw kién sé xay ra
« Ty theo tinh huong cu thé, ta cé thé tra veé:

= mot gia tri trung ldp

s thay thé doan tiép theo ctia dir liéu hop 1é
s trd vé cung gid tri nhw ldan trwdéc

s thay thé gid tri hop Ié gdn nhdt

o ghi vét mét canh bdo vao tép

= trd vé mot ma 10i

= goi mét thu tuc hay doi twong xir ly

= hién mét théng bdo hay tat mdy



Chac chan hay
chinh xac?

« Chac chan: chwong trinh ludn chay thong, ké ca khi c6 10i
» Chinh xac: chwong trinh khéng bao gior gap lai 16i
= Vi du: Loi hién thi trong cac trinh xit Iy van ban: khi dang
thay doi néi dung van ban, thinh thodng mot phan cia mot
dong van ban ¢ phia dwédi man hinh bi hién thi sai. Khi dé
nguoi dung phai lam gi?

= Tat chwong trinh

= Nhdn PgUp hodc PgDn, man hinh sé lam moi
- Uu tién tinh chac chan thay vi tinh chinh xac:

o Bdt ci két qud nao dé bao gio ciing thwong la tét hon so voi

Shutdown.



Khi nao phai
loai bo hét loi

= P6i khi, dé& loai b6 mot 10i nhd, lai rat tdn kém
= Néu 10i dé chdc chan khdong dnh hwdng dén muc dich co bdn ciia
itng dung, khéng lam chwong trinh bi treo, hodc lam sai léch két
qud chinh, ngwoi ta co thé bé qua, ma khéng ¢ sitra dé co thé gdp
phdi cdc nguy co khdc.

» Phan mém “chiu 16i”?: PhAn mém séng chung véi 10i, &€ dam

bao tinh lién tuc, 6n dinh



2.
Phong ngura sai sot vé dix l1iéu




Kiém tra
tham s6 dau vao

= MOt phan chwong trinh chay thong mét 1an khong cé nghia
la lan ti€ép theo no sé chay thong.
= Chwong trinh tra ra két qua dung véi dau vao 'n' khong co
nghia la n6 sé tra ra két qua dang véi dau vao ‘m’ <> ‘n’.
= Vay chwong trinh c6 thuwc su chay thong khong ?
s V&i bdt cir dau vao nao chwong trinh ciing phdi chay théng,
khong bi “crash”. Néu cé 101 thi chwong trinh phdi dirng va thong
bdo 10i
= Ban co thé biét chwwong trinh cé chay théng hay khéng khi kiém
tra chwong trinh bdng cdc tham sé ddu vao sai



Tham so
au vao sai

= Trong thuc tién: “Garbage in, garbage out.” - GIGO

= Trong 1ap trinh, “rac vao - rac ra” la dau hiéu cta nhirng
chwong trinh t6i, khéng an toan

= V&i mot chwong trinh tot thi:

s rdc vao = khong cé gi ra
> rdc vao = cé théng bdo 16i
= khong cho phép rdc vao



Phong ngura loi
tham s6 vao

= Kiém tra gia tri dau vao
o Kiém tra gid tri cua tdt cd cdc tham sé truyén vao cdc ham
o Kiém tra dir liéu nhdp ttr nguén ngoai khdc
= Quyét dinh kiém soat dau vao khong hop 1€
o Khi phdt hién mét tham s6 hay mét dir liéu khéng hop 1é, cdn
lam gi voino?
> Chon mot trong cic phwong 4n phu hop tinh huong thuc té



Phong ngura loi
tham s6 vao

= Kiém tra gia tri ciia moi dit liéu tir nguén bén ngoai
= Khi nhdn dir liéu tir file, ban phim, mang, hodc tir cdc ngudn ngodi
khdc, hdy kiém tra dé€ ddm bdo rang dir liéu nam trong gi&i han cho
phép.
o Hdy ddm bdo rang gid tri sé nam trong dung sai va xdu phdi dii ngan
dé xir ly
> Néu mot chuoi cin trong mot pham vi gi¢i han cta cac gia tri (nhw
mot ID giao dich tai chinh...), hdy chic chdn rang chudi dau vao 1a hop
1&é cho muc dich ctia né; néu khong tir choi.
o Vi tvng dung bdo mdt, hdy ddc biét lwu y dén nhirng dir liéu cé thé tdn
céng hé thong: Co lam tran bo nhé, injected SQL commands, injected
html hay XML code, tran so ...



Vidu
Chwong trinh tinh gia tri trung binh

double avg (double a[], int n)
/* a 1a mang gém n sé kiéu doubles */
{

int i;

double sum= 0;

for (i= 0; i < n; i++) {

sum+= a[i];
}

return sum/n;




Phong ngura loi
tham s6 vao

= Trong mot so tredng hop, phai viét thém cac doan ma
nguon deé loc gia tri dau vao trwéc khi tinh todn

void class_of degree (char degree[], double percent)
/* X&p hang sinh vién dua vao tong diém tinh theo % */
{
if (percent < 0 || percent > 100)
strcpy(degree,"Error in mark");
else if (percent >= 70) \\\\\
strcpy(degree, "First");

else if (percent >= 60) g?enlggc \
strcpy(degree, "Two-one"); Ong nay vao
deé bao loi



Kiem tra
diéu kién bién

= Diéu gi xay ra néu gia tri dau vao qua lén hay qua nho?
= Hay chac chan la chwong trinh cda ban c6 thé ddi pho véi
cac tham s6 dau vao kiéu nay

* Ludn kiém tra trwong hop “divide by zero error”



. ., Arian 5
Tran so Chi phi phat trién: 7 ty USD
Phu kién hang héa di kem : 370 triéu USD

Thwc hién chuyén doi 64 bit didu phay dong sang 16 bit so nguyén:

Viéc chuyén doi khong thanh cong do tran s6

04/06/1996: 37 giéy sau khi phong, nd & do cao 3700m
I ‘\Ww‘vl'.-v\ = - .:




Tran so
Overflow

= Néu can tinh toan v&i cac s6 1n, hay chac chan 13 ban biét
gia tri In nhat ma bién ban dung c6 kha nang lwu trir
= Vi du:
o V@i phdn lon trinh dich C, mét unsigned char cé gid tri ttr 0 dén
255,
o Kich thwdrc toi da cua mét bién kiéu int co thé thay doi



3
Xt 1y 16i




Loi
Error

= Khi 16i xay ra can

= Dinh vi ngudn gdy loi

- Kiém sodt loi
* Ludn cé y thirc dé phong cac 16i hay xay ra trong chwong
trinh, nhat 1a khi doc file, dit liéu do ngwdi dung nhip vao va
cap phat bo nho.
» Ap dung cac bién phap phong ngira ngay ca khi diéu dé c6
thé dan téi viéc dirng chwong trinh
= In cac 16i bang stderr stream.

fprintf (stderr,"There is an error!\n");
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Kiém tra cai gi
dé phat hién loi

= Kiém tra moi thao tac c6 thé gay 10i khi viét chwong trinh
= Nhdp dir liéu
s St dung dir liéu

= Vidu:
o Kiém tra moi ldn mé mét tép tin hay cdp phdt cdc 6 nhd.
o Kiém tra cdc phwong thirc ngwoi diing nhdp dir liéu vao cho dén khi
khong con nguy co gdy ra dirng chwong trinh
o Trong trwdrng hop tran bo nhé (out of memory), nén in ra 10i két thiic
chwong trinh (-1: error exit);
o Trong trwdng hop dir liéu do ngwoi diing dwa vao bi 10i, tao co hdi cho
nguwoi dung nhdp lai di liéu (101 tén file ciing c¢é thé do ngwoi ding nhdp
sai)
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Kiém soat loi
co6 thé xay ra

» Error handling: x(r 1y cic 10i ma ta dw kién sé xay ra
« Ty theo tinh huong cu thé, ta cé thé tra veé:

= mot gia tri trung ldp

s thay thé doan tiép theo ctia dir liéu hop 1é
s trd vé cung gid tri nhw ldan trwdéc

s thay thé gid tri hop Ié gdn nhdt

o ghi vét mét canh bdo vao tép

= trd vé mot ma 10i

= goi mét thu tuc hay doi twong xir ly

= hién mét théng bdo hay tat mdy



Bat
ngoai lé

= Exception: bat cac tinh huéng bat thwong va phuc hoi ching
vé trang thai truéc do.

= Giup chwong trinh dang tin cay hon, tranh két thic bat
thuwong

= Tach biét khoi 1énh c6 thé gay ngoai 1é va khoi 1énh x ly
ngoai 1€ IF B IS ZERO GO TO ERROR

C=A/B

PRINT C

GO TO EXIT

ERROR:

DISPLAY “DIVISION BY Khoi xtr 1y 1oi
ZERO”

EXIT:
END



Vidu
Bat ngoai lé

= CH#
try

cmd . ExecuteNonQuery();
ErrorsManager.SetError(ErrorIDs.KhongCoLoi);

catch
{
ErrorsManager.SetError(ErrorIDs.SQLThatBai,
database.DbName, “ten_strore");

}
= VB.NET

Try
Return
CBO.FillCollection(CType(SqlHelper.ExecuteReader(ConStr, "TimHDon",
iSoHoaDon), IDataReader),GetType(ThanhToan.ChiTietHDInfo))
Catch ex As Exception
mesagebox.show(ex.message)
End Try



Phuc hoi
tal1 nguyen

* Phuc hoi tai nguyén khi xay ra 16i?
= Thwong thi khong phuc hoi tai nguyén, nhwng sé hiru ich khi
thuwc hién cdc cong viéc nhdm ddm bdo cho théng tin & trang thdi
ré rang va vo hai nhdt co thé
o Néu cdc bién van con dwoc truy xudt thi chiing nén dworc gdn
cdac gia tri hop ly
> Trirong hop thuwec thi viéc cdp nhdt dir liéu, nhdt la trong 1 phién
— transaction - lién quan t¢i nhiéu bdng chinh, phu, thi viéc khoi
phuc khi cé ngoai I€ la vé cting can thiét (rollback )



Chac chan hay
chinh xac?

« Chac chan: chwong trinh ludn chay thong, ké ca khi c6 10i
» Chinh xac: chwong trinh khéng bao gior gap lai 16i
= Vi du: Loi hién thi trong cac trinh xit Iy van ban: khi dang
thay doi néi dung van ban, thinh thodng mot phan cia mot
dong van ban ¢ phia dwédi man hinh bi hién thi sai. Khi dé
nguoi dung phai lam gi?

= Tat chwong trinh

= Nhdn PgUp hodc PgDn, man hinh sé lam moi
- Uu tién tinh chac chan thay vi tinh chinh xac:

o Bdt ci két qud nao dé bao gio ciing thwong la tét hon so voi

Shutdown.



Khi nao phai
loai bo hét loi

= P6i khi, dé& loai b6 mot 10i nhd, lai rat tdn kém
= Néu 10i dé chdc chan khdong dnh hwdng dén muc dich co bdn ciia
itng dung, khéng lam chwong trinh bi treo, hodc lam sai léch két
qud chinh, ngwoi ta co thé bé qua, ma khéng ¢ sitra dé co thé gdp
phdi cdc nguy co khdc.

» Phan mém “chiu 16i”?: PhAn mém séng chung véi 10i, &€ dam

bao tinh lién tuc, 6n dinh



4.
Bao dam




Bao dam
Assertions

* Assertion: mot macro hay mot chwong trinh con dung trong qua

trinh phat trién &ng dung, cho phép chwong trinh tu kiém tra khi
chay.

= Return true >> OK, false >> c¢6 mot 16i gi d6 trong chwong trinh.
= Ghi lai nhitng gia thiét dwoc dwa ra trong code

* Loai bé nhitng diéu kién khong mong doi

Vidu

o Néu hé théng cho rdnyg file dir liéu vé khdch hang khéng bao gio vuot
qud 50 000 bdn ghi, chwong trinh cé thé chira mét assertion rang s6 bdn
ghi la <= 50 000.

= Khi ma s6 bdn ghi <= 50,000, assertion sé khong cO phadn rng gl

> Néu dém dc hon 50 000 bdn ghi, né sé 1én tiéng “khang dinh” rdng cé
mot 10i trong chwong trinh



Bao dam
Assertions

= Assertions c6 thé dwoc dung dé kiém tra cac gia thiét nhw :

o Cdc tham sé ddu vao ndm trong pham vi mong doi (twong tw
voi cdc tham sé ddu ra)

= File hay stream dang dwoc mé (hay déng) khi mét CTC bat dau
thwce hién (hay két thiic)

= mét file hay stream dang & ban ghi ddu tién (hay cudi cting) khi
mot CTC bat ddu ( hay két thiic) thwc hién

> mot file hay stream dwoc mé dé doc, dé ghi, hay cd doc va ghi

o Gid tri cua mét tham sé dau vao la khéng thay doi béi mét CTC
= mot pointer la non-NULL

= mét mdng dc truyén vao CTC co thé chira it nhdt X phan tir

> mdt bdng dd dc khdéi tao dé chiva cdc gia tri thuc

= mét danh sdch la rong (hay ddy) Ikhi mét CTC bat dau (hay két
thic) thwc hién



Bao dam
Assertions

= End users khong can thay cac thong bao clia assertion ;

= Assertions chud yéu dc dung trong qua trinh phat trién hay
bao dwdong trng dung.

= Dich thanh code khi phat trién, loai bé khoi code trong san
pham dé nang cao hiéu nang ctia chwong trinh

= R4t nhiéu NNLT ho tro assertions : C++, Java va Visual
Basic.

= K& ca khi NNLT khong ho tro, thi ciing c6 thé dé dang xay
dung



- #define ASSERT(condition, message)
Vidu {

if ( !(condition) ) {
fprintf(
stderr,
"Assertion %s failed: %s\n",
condition,
message);
exit( EXIT_FAILURE );

}
}




St dung
assertions

= Bay 10i cho nhitng tinh huéng lwdong trudc (sw kién ta cho
doi sé xay ra);
= Error-handling : checks for bad input data - Hwéng téi viéc xtr
ly 16i
= Dung assertions cho cac tinh hudéng khong lwong trwedce (sw
kién khong mong doi xay ra hoac khdng bao gio xay ra)
s Assertions : check for bugs in the code = hwdng dén viéc hiéu
chinh chwong trinh, tao ra phién ban mai cua chwong trinh
* Tranh dwa code xtr ly vao trong assertions

o Diéu gl xdy ra khi ta turn off the assertions ?



St dung
assertions

= Cac chwong trinh 1on:
o truwdce tien xdc nhdn [0i (diing assertion),
° sau do bay 101 (dung error-handling)
= Nguyén nhan gay 10i da dwoc xac dinh:
= hodc dung assertion, hodc dung error-handling,
s khéng dung cd 2 cung Iuc
= Cac chwong trinh cwc 16n, nhiéu ngwdi cung phat trién trong thoi
gian 5-10 nam, hoac hon nira?

= Cd assertions va error handling code cé thé dc diing cho cting mét loi.
o Vi du trong source code cho Microsoft Word, nhitng diéu kién luén trd
vé true thi dc diing assertion, nhwng dong thoi ciing dc xit ly.

o Assertions rdt cé loi vi né gitip loai bé rdt nhiéu 10i trong qud trinh
phdt trién hé thong



Al

Any questions?

Email me at trungtt@soict.hust.edu.vn
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