Trinh Thanh Trung (ThS)

GO LOI VA KIEM THU










GO roi
Debug

= GO roi la gi?
o Khi chwong trinh bi 161, g& réi la cdc cdng viéc cdn lam dé'lam
cho chwong trinh dich thong, chay thong
> Thdat khéng may, gé réi luén la thao tdc phdi lam khi ldp trinh,
thao tdc nay rdt tén kém

= Cach t6t nhat van 1a phong ngira
= Khi bat ddu g& réi chwong trinh, ban dd biét la chwong trinh
khong chay.
> Néu ban biét ly do tai sao chwrong trinh khéng chay, ban cé thé
stra dwoc chwong trinh cho né chay
= Néu ban hiéu chwong trinh ctia ban, ban sé cé it sai ldm va dé
dang swra chira sai sot hon. Bi quyét la viét md don gidn, hiéu qud,
chu thich hop ly.



GO roi
Debug

= P6i véi ma nguon, tiéu chi nao quan trong hon: ré rang hay
chinh xac?
> Néu md nguon ré rang, ban cé thé'lam cho chwong trinh tré nén
chinh xdc.
= Ban ¢6 chac la lam cho chwong trinh tré nén chinh xdc néu né
khong ro rang hay khong?
= Néu chwong trinh dworc thiét ké véi cau tric tot, dworc viét
bang phong cach 14p trinh tot va 4p dung cac ky thuat viét
chwong trinh hiéu qua, bay 10i thi chi phi cho viéc g& réi sé
duwoc giam thiéu.



Tim kiém va

go 101

= Khi c6 10i, ta thwong do cho trinh dich, thw vién hay bat cit
nguyén nhan khach quan nao khac... tuy nhién, cudi cung thi
10i van 1a 10i ctia chwong trinh, va trach nhiém g& roi thudc vé
LTV
= Phai hiéu van dé xuat phat tir diu thi mai gidi quyét dwoc:
= Loi xdy ra & ddu? Hdu hét cdc 1oi thwong don gidn va dé tim.
Hdy khdo sdt cdc ddu méi va cd gang xdc dinh dwoc doan md
nguodn gdy loi
> Loi xdy ra nhw thé nao? Khi dd c¢6 mot s6 théng tin vé 10i va noi
xdy ra loi, hdy suy nghi xem 10i xdy ra nhw thé nao
o Pdu la nguyén nhdan gdy 10i? Suy ludn ngwoc tré lai trang thdi
ctia chwong trinh dé xdc dinh nguyén nhdn gdy ra 10i



1 GG réi lién quan dén viéc suy
luan lui, giong nhu pha dn. Mot
s6 vdn dé khong thé xady ra va chi
co nhiing thong tin xac thuc maoi
dang tin cdy. Phai di ngugc tu két
qua dé kham pha nguyén nhan.
Khi cé loi giai thich day du, ta sé
biét duoc van dé can sua va co
thé phat hién ra mét sé van dé
khac




Debugging
Heuristic

Debugging Heuristic

Ap dung khi ndo

(1) Hiéu cac théng béo 16i (error messages)

Build-time (dich)

(2) Nghi trudc khi viét lai chuong trinh

(3) Tim kiém cac 16i (bug) hay xay ra

(4) Divide and conquer

(5) Viét thém cac doan ma kiém tra dé
chuang trinh ty kiém tra nd

(6) Hién thi két qua

(7) Su dung debugger

(8) Tap trung vao cac Iénh mdi viét / mdéi viét
lai

Run-time (chay)




Hieu
cac thong bao lo1

= G& roi khi dich (build-time) chwong trinh dé hon g& réi khi
chay chwong trinh néu LTV hiéu dwoc cac thong béo 10i
= M6t s thong bao 16i dén tir preprocessor

#include GO sai tén file can goi

int main(void)
/* Print "hello, world" to stdout and

{ return O. Thiéu dau */

printf("hello, world\n");
return O;

}

$ gcc217 hello.c -o hello

hello.c:1:20: stdioo.h: No such file or directory
hello.c:3:1: unterminated comment

hello.c:2: error: syntax error at end of input



Hieu
cac thong bao lo1

= M6t s thong bao 10i dén tir compiler

#include <stdio.h>

int main (void)

/* Print "hello, world" to stdout and
return 0. */

{ Sai tir khoéa

$ gcc2l1l7 hello.c -o hello
hello.c: In function "main':

hello.c:7: error: "retun' undeclared (first use in this function)
hello.c:7: error: (Each undeclared identifier is reported only once
hello.c:7: error: for each function it appears in.)

hello.c:7: error: syntax error before numeric constant



Hiéu
cac thong bao lo1

= M6t s thong bao 10i dén tir linker

#include <stdio.h> Sai tén ham
int main (void) dworc goi
/*"hello, world" to dout and

eturn 0. */
{

prinf ("hello, world\n")
return O;

Compiler warning (not error): prinf()
Linker error: khong tim thay dwoc goi trude khi khai bao

dinh nghia ham prinf()

hello.c: In tion "main':
hello.c:6: warning: i icit declaration of function "prinf'
/tmp/cc43ebjk.o(.text+0x25): In function ‘main’':
: undefined reference to "prinf'

collect2: 1d returned 1 exit status




1 Viéc thay déi ma nguon khéng
hap ly c6 thé gay ra nhiéu van
dé hon la dé nguyén khéng thay
doi gi, do do phai luén suy nght
truoc khi lam




Suy nghi
trudc khi viét

= G& roi ngay khi gap
= Khi phdt hién 10i, hdy stra ngay, dirng dé sau mdi sira, vi c6 thé
l0i khéng xudt hién lai (do tinh huéng)
= Cdn nhac: viéc stra chira ndy c¢é dnh hwéng tdi cdc tinh hubéng
khac hay khong ?
* Quan sat 10i tir goc dd khac
= Viét doan md ngudn gdy 1oi ra gidy
> Dirng chép hét ca doan khéng c6 nguy co gy 16i, hoac in toan bd
code ra gidy in => pha v& ciy ciu tric
= V& hinh minh hoa cdc cdu tric dir liéu
> Néu ma giai thuit lam thay doi CTDL, vé lai hinh trwéc khi viét lai
giai thuat
= Poc trworc khi go vao
> Pirng voi vang, khi khong ro diéu gi thuc sw gdy ra 10i va sira
khong dung cho sé c6 nguy co gay ra 1oi khac



Suy nghi
trudc khi viét

= Tam dirng viét chwong trinh

o Khi gdp vdn dé, kho khdn, chdm tién do, ldp tirc thay doi cong

viéc => ruit ra khdi luéng qudn tinh sai ldm ...

> Bé qua doan chwong trinh c6 10i

= Khi ndo cdm thdy san sang thi chira

= Giai thich logic cia doan ma nguon:

= Cho chinh ban
> Tao diéu kién dé suy nghi lai

o Cho ai khdc c6 thé phdn bdc
> Extrem programming : lam viéc theo cap, pair programming,
nguwoi nay LT, ngwdoi kia kiém tra, va nguwoc lai

o Cho cdi gi dé khéng thé phdn bdc (cdy, céc tra dd, gdu bong...)

» Tao diéu kién cing c6 suy ludn cia minh



Tim cac loi
tuong tu

switch (i) {
case O:

int i;

" scanf ("%$d", i),
/* missing break */

case 1:
" char c;
break; 3
\ c = getchar() ;
if (1 =5) while (c = getchar() !'= EOF)
if (5 < i < 10) if (i & j) Tips: néu dat ché d6 canh bao

(warnings) khi dich thi hau hét
cac 10i kiéu nay sé dwoc phat
hién



Tim cac loi
tuong tu

= Khi gap van dé, hay lién twéng dén nhirng treong hop
twong tw da gap
o d1 :
int n; scanf(“%d”,n); ?
o 1d2 :
int n=1; double d=PI;
printf(“%d %f \n”,d,n); ??
= Khong khai tao bién (véi C) cling sé gay ra nhirng 10i kho
lwong.



Tim cac loi
tuong tu

= Lam cho 10i xu4t hién lai
= C6 gang lam cho 10i c6 thé xudt hién lai khi cdn
= Néu khéng dworc, thi thir tim nguyén nhadn tai sao lai khong lam
cho 10i xudt hién lai



1. Array as a parameter handled improperly -
Tham s6 mang dugc xir 1y khoéng dung cach

2. Array index out of bounds - Vugt ra ngoai
pham vi chi s6 mang

3. Call-by-value used instead of call-by
reference for function parameters to be
modified - Goi theo gia tri, thay vi goi theo
tham chiéu cho ham dé sira

4. Comparison operators misused - Cac toan tu
so sanh bi dung sai

5. Compound statement not used - Lénh phirc hgp
khéng dugc dung

6. Dangling else - nhanh else khong hgp 1lé
7. Division by zero attempted - Chia cho ©

8. Division using integers so quotient gets
truncated - Dung phép chia s6 nguyén nén phan
thap phan bl cat

9. Files not closed properly (buffer not
flushed) - File khoéng dugc dong phu hop (
buffer khong bi dep)

10. Infinite loop - lap v6 han
11. Global variables used - dung bién téng thé



12. IF-ELSE not used properly - dung if-else
khéng chuan

13. Left side of assignhment not an L-value -
phia trai phép gan khong phai bién

14. Loop has no body - vong lap khong co than

15. Missing "&" or missing "const" with a
call-by-reference

function parameter - thiéu dau & hay tiur khda
const voi 1loi goi tham s6 ham theo tham chiéu

16. Missing bracket for body of function or
compound statement - Thiéu cap {} cho than cua
ham hay nhom lénh

17. Mission reference to namespace - Thiéu
tham chiéu td1 tén mién

18. Missing return statement in a value-
returning function - Thiéu return

19. Missing semi-colon in simple statement,
function prototypes, struct definitions or
class definitions - thiéu dau ; trong lénh
don ..

20. Mismatched data types in expressions -
kiéu dit 1iéu khoéng hop

21. Operator precedence misunderstood - Hiéu
sal tha tu cac phép toan



22. Off-by-one error in a loop - Thoat khoi
bdi 1 16i trong vong lap

23. Overused (overloaded) local variable names
- Trung tén bién cuc bd

24. Pointers not set properly or overwritten
in error - Con tro khong dugc xac dinh dung
hoac tro vao 1 vi tri khong cé

25. Return with value attempted in void
function - tra vé 1 gia tri trong 1 ham void

26. Undeclared variable name - khong khai bao
bién

27. Un-initialized variables - Khong khdi tao
gia tri

28. Unmatched parentheses - thiéu }

29. Un-terminated strings - xau khong két
thac, thiéu "
30. Using "="
versa

31. Using "&" when "&&" is intended or vice
versa

32. "while" used improperly instead of "if" -
while dugc dung thay vi if

when "= =" is intended or vice




Chia dée
tr1

 Thu hep pham vi
= Tdp trung vao dir liéu gay 10i



Chia dé
tr1

« Khir dau vao
> Thi¥ chwong trinh véi cdc tham sé dau vao tir don gidn dén

phitc tap, tir nhé dén lén dé tim 1oi
= Vi du: chwong trinh 16i véi file dau vao filex

= Tao ra phién bdn copy cua filex, tén la filexcopy
= Xod bot ntra sau cua filexcopy
> Chay chwong trinh véi tham sé ddu vao la filexcopy
> Néu chay thong => nira dau cua filex khong gay 10i, loai bo nira
nay, tim 10i trong nira sau cia filex
> Néu khong chay => nira dau cua filex giy 10i, loai bo nira sau, tim
10i trong nira dau cua filex
s Ldp cho dén khi khéng con dong nao trong filex cé thé bi loai bé
= Cach khéc: bat dau véi mot it dong trong filex, thém dan cac dong vao
cho dén khi thay 10i



Chia dé
tr1

« Khi* ma nguon
= Thi¥ chwong trinh véi cdc doan md ngudn tie ngdn dén dai dé
tim 10i
= Vi du: doan chwong trinh c6 st dung dén cac phan CTC khac
khong chay
= Viét riéng tirng loi goi ham trong doan chwong trinh bi 10i (test
client)
> hodc viét thém phan kiém tra goi ham vao phan CTC dwoc goi
= Chay thuw test client
= Khéng chay => 10i lién quan dén viéc goi/ thwc hién CTC vira thir
o Chay théng => 16i nam trong phdn con lai, tiép tuc thir goi cdc
ham khdc



Viét them
ma kiém tra

= Dung internal test dé€ khit 16i trong chwong trinh va giam
nhe cong viéc tim kiém 10i

o Chi cdn viét thém mét ham dé kiém tra, gan vao trwéc va sau
doan cé nguy co, comment lai sau khi da xi¥ ly xong 10i
o Cdc ky thudt viét thém md tw kiém tra cho chwong trinh dd hoc
» Kiém tra cac gia tri khong thay doi
» Kiém tra cic dac tinh can bao luvu
» Kiém tra gia tri trd vé ctia ham
> Thay d6i ma nguén tam thoi
> Kiém tra ma khong lam thay doi ma nguén
= Dung assertion dé nhan dang cac 16i ¢6 trong chwong trinh

o Kiém tra cdc gid tri khéng thay doi



Viét them

ma kiem tra

#ifndef NDEBUG
int isValid (MyType~abject) {

Test invariants here.
Return 1 (TRUE) if object-passes

all tests, and 0 (FALSE) othexwise.

}

#endif l¢—

void myFunction (MyType object) {
assert(isValid (object)) ;

Manipulate object here.

assert(isValid (object)) ;

Can use NDEBUG

In your code, just
as assert does




Hién thi
output

= In gid tri clia cac bién tai cic diém c6 kha nang gay 10i dé

dinh vi khu vwc gay 10i, hodc
= Xac dinh tién trinh thwc hién
= Poor:
printf("%d", keyvariable);
= Maybe better:
printf("%d\n", keyvariable);

= Better:

printf("%d", Reyvariable);
fflush(stdout);

: “dén day 1”

stdout is buffered; chuwong
trinh c6 thé c6 16i trwde khi
hién ra output

In "\n' sé x6a bo nh& dém
stdout, nhwng sé€ khong
x0a khi in ra file

Goi fflush() dé lam sach

buffer 1 cach twong minh




Hién thi
output

= Tao log file
= Lwu vét

o Gitlp ghi nhé dc cdc vdn dé dd xdy ra, va gidi quyét cdc vde

twong tw sau nay, ciing nhw khi chuyén giao chwong trinh cho

nguwoi khac.. In debugging output ra
= Maybe even better: stderr; debugging

fprintf(stderr, "%d", Reyvariable); output co the tach biet

véi dau ra thong thueong

= Maybe better still: bang cch in an cua
chwong trinh

FILE *fp = fopen("logfile", "w");
Ngoai ra: stderr khong

fprintf(fp, "%d", Reyvariable); dung buffer
fflush(fp);
Ghira1 alog file



St dung
debugger

« IDE : két hop soan thao, bién dich, g& roi ...

= Cac trinh g& roi véi giao dién do hoa cho phép chay chwong
trinh tirng bwédc qua tirng 1énh hoac tirng ham, dirng & nhirng
dong 1énh dac biét hay khi xuat hién nhirng dk dac biét, bén
canh do c6 cac cong cu cho phép dinh dang va hién thi gia tri
cac bién, biéu thirc

= Trinh g& roi c6 thé dwoc kich hoat trwce tiép khi c6 16i hoac
gan vao chwong trinh dang chay.

» Thwong dé tim ra 10, ta phai xem xét thir tw cdc ham da dc
kich hoat ( theo vét) va hién thi cic gia tri cac bién lién quan



St dung
debugger

= Néu van khong phat hién dc 10i: dung cac BreakPoint hoac
chay twng budc - step by step

= Chay tirng bwéc la phwong sdch cudi cling
» C6 nhiéu cong cu g& réi manh va hiéu qua, tai sao ta van mat
nhiéu thoi gian va tri lwe dé go roi?
= Nhiéu khi cac cong cu khong thé gidp dé dang tim 101, néu
dwa ra mot cau hoi sai, trinh gé roi sé cho mot cau tra 101,
nhwng ta c6 thé khong biét 1a né dang bi sai



St dung
debugger

= Nhiéu khi van dé twdng qua don gian nhwng lai khong phat
hién dworc, vi du cac toan tir so sanh trong pascal va VB cé do
wu tién ngang nhau, nhwng véi C?
= Thir tw cac do6i so cda loi goi ham: vi du strepy(sl,s2)

int m[6]={1,2,3,4,5,6}, *p,*q;

p=m; q=p+2; *p++ =*q++; *p=*q; ???
= Loi loai nay kho tim vi ban than y nghi cia ta vach ra mét
hwéng suy nghi sai 1éch: coi diéu khong dung la ding
= D6i khi 10i 1a do nguyén nhan khach quan: Trinh bién dich,
thw vién hay hé diéu hanh, hoic 16i phan cirng: 1994 16i xtt ly
dau cham dongng trong bo xtr ly Pentium



St dung
debugger

GDB

= GO roi dwoc cac chwong trinh viét bang Ada, C, C++,
Objective-C, Pascal, v.v., chay trén cung may cai dat GDB hay
trén may khac
= Hoat dong trén nén UNIX va Microsoft Windows
= C4c chirc nang ho tro:
> Bat ddu chwong trinh, xdc dinh nhirng yéu té lam dnh hwdng
dén hoat déng cuia chwong trinh
s Dirng chwong trinh voi diéu kién biét trudrc
> Khi chwong trinh bi dirng, kiém tra nhitng gi dd xdy ra
> Thay do6i cdc Iénh trong chwong trinh dé LTV co thé thir nghiém
go roi tirng 10i mot



Tap trung vao cac
thay d6i moi nhat

= Loi thwong xay ra & nhitng doan chwong trinh méi dwoc bd
sung

= Néu phién ban cii OK, phién ban mé&i ¢ 16i => 10i chac chan
nam & nhitng doan chwong trinh mai

= Lwu y, khi stra doi, nang cap : hay git lai phién ban cii - don
gian la comment lai doan ma cli

= Pac biét, véi cac hé thong 1én, lam viéc nhém thi viéc st
dung cac hé thong quan ly phién ban ma nguoén va cac co ché
Iwu lai qua trinh stra do6i la vo cung hitu ich ( source safe )



Tap trung vao cac
thay d6i moi nhat

= C4c 10i xu4t hién thit thuong:
> Kho gidi quyét
o Thwdng gdn cho 16i ciia mdy tinh, hé diéu hanh ...
= Thwc ra la do théng tin ctia chinh chwong trinh: khong phdi do
thudt todn, ma do thong tin bi thay déi qua moi ldn chay
o« Cdc bién dd dc khdi tao hét chwa?
> Loi cdp phdt bé nhé? Vi du
char *vd( char *s) {

char m[101];
strncpy(m,s,100); return m;

}
= Gidi phéng b6 nhé dong ?
for (p=listp; p!=NULL; p=p->next) free(p) ;



Tap trung vao cac
thay d6i moi nhat

= Phai g& roi ngay, khong nén dé sau
> Kho: Viét toan bo chwong trinh; kiém tra toan bd chwong trinh,
go roi toan bo chwong trinh
= Dé hon: Viét tirng doan, kiém tra tirng doan, go roi tirng doan;
viét tirng doan, kiém tra tirng doan, go réi tirng doan;

= Nén giit lai cac phién ban trwéc
> Khé: Thay déi md ngudn, ddnh ddu cdc 1oi; ¢6 gang nhé xem da
thay doi cdi gi tir ldn lam viéc trwéc
= Dé hon: Backup md ngudn, thay déi md ngudn, ddnh ddu cdc
[01; so sdnh phién bdn mé&i v&i phién bdn cii dé€ xdc dinh cdc diém
thay doi



Tap trung vao cac
thay d6i moi nhat

Gitr lai cac thay doi trwé'c do
= Cach 1: Sao chép bang tay vao mét thu muc

mkdir myproject
cd myproject

v O

Create project files here.

cd ..
cp —-r myproject myprojectDateTime
cd myproject

vr U

Continue creating project files here.
> Lip lai m&i I4n c6 phién ban méi
= Cach 2: dung cong cu quan ly phién ban



Tom tat

GO réi la mét nghé thudt ma ta
phdi luyén tdp thwwong xuyén
*Nhwng do la nghé thudt ma ta
khéng mudn

=Md ngudn viét tot cé it 10i hon
va dé tim hon

*Ddu tién phdi nghi dén nguon
goc sinh ra l0i

“Hdy suy nghi ky cang, co hé
théng dé dinh vi khu vwec gdy loi

=Khéng gi bdang hoc tir chinh [0i
cua minh




2.
Kiem thu




Kiém thu
Testing

= Kho ¢6 thé khang dinh 1 chwong trinh 1én ¢6 1am viéc chuin
hay khong

= Khi xay dwng 1 chwong trinh 1én, 1 1ap trinh vién chuyén
nghiép sé danh th&i gian cho viéc viét test code khong it hon
thoi gian danh cho viét ban than chwong trinh

« Lap trinh vién chuyén nghiép la ngwdi c6 kha nang, kién
thirc rong vé cac ky thuat va chién lwoc testing



Khail niem
kiem thu

= Beizer: Viéc thuc hién test 1a dé chirng minh tinh ding
dan gitra 1 phan tir va cac dic ta ciia né.

* Myers: La qud trinh thuc hién 1 chwong trinh vo'i muc dich
tim ra 10i.

 [EEE: La qué trinh Kiém tra hay danh gia 1 hé thong hay
1 thanh phan hé thong mot cach thi cong hay tw dong dé
kiém chitrng rang n6 théa man nhirng yéu cau dac thu hoic
dé xac dinh sw khac biét gitra két qua mong doi va két
qua thwc té



Kiém thu va
go 101

Testing tim error; debug dinh vi va swra chung.

Ta c6 mo hinh “testing/debugging cycle”: Ta test, roi
debug, roi lap lai.

Bat ky 1 debugging nao nén dworc tiép theola 1 sw ap
dung lai cua hang loat cac test lién quan, dac biét la
cac bai test hoi quy. DPiéu nay gitp tranh nay sinh cac
16i méi khi debug.

Test & debug khong nén dwoc thwc hién boi cung 1
nguoi.



= A2

Kiém thu va
kiém chirng chuong trinh

Kiém chirng chwong trinh Kiém thir

Ly twdng: Chitng minh dwoc rang *Hién thwc: Thuyét phuc ban
chwong trinh cua ta la chinh xac, than rang chwong trinh c6 thé
ding dan lam viéc

sC6 thé chirng minh cac thudc tinh
cua chwong trinh?

C6 thé chirng minh diéu do ké ca
khi chwong trinh két thic?

Specification

program.c

Specification Testing

program.c SHElEg)

Program Right/Wrong

Probably
Right/Wrong



Phan loa1
kiém thu

Internal Testing

= Thiét ké dir liéu dé test chwong trinh

External Testing

= Thiét ké program dé chwong trinh tw test



Cac

KIEM THU
y , NGOA/
kiem thu




Kiém thi ngoai
External testing

« External testing: Thiét ké dit liéu dé test chwong trinh
* Phan loai : External testing

s (1) Kiém chirng gid tri bién: Boundary testing
o (2) Kiém chirng Iénh: Statement testing

s (3) Kiém chirng co hé thong: Path testing

o (4) Kiém chirng tdi: Stress testing



LI

Kiém chung
gia tr1 bien

(1) Boundary testing
“La ky thudt kiém chirng str dung cdc gid tri nhdp vao ¢& trén hodc
dwdi mét mién gidi han cia 1 ddu vao va véi cdc gid tri ddau vao
tao ra cdc ddu ra & bién cta 1 ddu ra.”
— Glossary of Computerized System and Software Development Terminology

= Hau hét cac 10i déu xay ra & cac diéu kién bién - boundary
conditions

» Néu chwong trinh lam viéc tot & diéu kién bién, n6 c6 thé sé
lam viéc dang véi cac diéu kién khac



LI

Kiém chung
gia tr1 bien

= VD: doc 1 dong tir stdin va dwa vao mang ky tw
int 1i;
char s[MAXLINE] ;
for (i=0; (s[i]=getchar()) '= '\n' && i < MAXLINE-1; i++);
s[i] = '\0';
printf ("String: |%s|\n", s);

= Xét cac diéu kién bién
= Dong rong ~bat ddu vdi \n’
> In ra xau rong (" \0") =>inra"“||”
= Néu gdp EOF truwéc '\n'
> T1ep tuc goi getchar() va lwu y vao s[i], not ok

= Néu gdp ngay EOF (empty file)
» Tiép tuc goi getchar() va lwu ¥ vao s[i], not ok



LI

Kiém chung
gia tr1 bien

int 1i;

char s[MAXLINE];

for (i=0; (s[i]=getchar()) '= '\n' && i < MAXLINE-1; i++);
s[i] = '\0";

printf ("String: |%s|\n", s);

= Tiép tuc xét cac DK bién (tt)

s Dong chira dung MAXLINE-1 ky tw

> In ra dung, voi \0’ tai sIMAXLINE-1]
= Dong chira dung MAXLINE ky tw

» Ky tw cudi cuing bi ghi de, va dong mé&i khéng bao gior dwoc doc
= Dong dai hon MAXLINE ky tw

> 1 s6 ky tu, ké ca newline, khong dwoc doc va sot lai trong stdin



LI

Kiém chung
gia tr1 bien

= Viét lai code NS o
' char s[MAXLINE];
for (i=0; i< MAXLINE-1; i++)
if ((s[i] = getchar()) == '\n')
break;

* Trweong hop gap EOF s[i] = "\0';

for (i=0; i<MAXLINE-1; i++)
if ((s[i] = getchar()) == '\n' ||
break;
s[i] = '\0"';

= Cac treong hop khac?

= Nearly full SAIN?!
= Exactl [{ull

o Qver fu




Kiém chuing
gia tr1 bien

= Viét lai code for (i=0; ; i++) {
' int ¢ = getchar();
if (c==EOF || c=='\n' || i==MAXLINE-1) {
s[i] = '\0';
break;
}
else s[i] = c¢;
}
Van dé
(voi MAXLINE=9) Output:
Input:
Four Four@ |
score and seven score an@. o (O Where's
years sevend the ‘d’?
yearsd




Van de khong ro rang
trong dac ta

= Néu dong qué dai, x(r ly thé nao?
= Gitt MAXLINE ky tw ddu, b6 qua phdn con lai?
o Gitt MAXLINE ky tw dau + ‘\0’, b6 qua phdn con lai?
o Gitt MAXLINE ky tw ddau+’\0’, lwu phdn con lai cho ldn goi sau ctia
input function?

= C6 thé phan dac ta - specification khong hé dé cip khi MAXLINE bi qua
s C6 thé nguwoi ta khéng mudn dong dai qud gi¢i han trong moi triwong
hop
> Pao dirc: kiém tra dd phdt hién ra mét vdn dé thiét ké, thdm chi cé thé
la mét vdn dé ddc diém ky thudt !

= Quyét dinh phai lam gi
= Cat nhirng dong qud dai?
o Lwu phdn con lai dé doc nhw 1 dong mai?



= A2 =

Kiém tra dieu kién
truoc va sau

= Xac dinh nhirng thudc tinh can di trweéee ( dk trwedc) va sau
(dk sau) ma nguon dc thi hanh

= Vi du: cac gia tri dau vao phai thudc 1 pham vi cho trwéc
double avg( double a[], int n) {
int i; double sum=0.0;
for (i = @; i<n; i++)
sum+=al[i];
return sum/n;

}
Néu n=0 ?, néu n<0 ?

Co thé thay : return n <=6 ? 0.0: sum/n;
Thdng 11/1998, chién ham Yorktown bi chim: nhdp vao gid tri 0, chwong
trinh khong kiém tra dir liéu nhdp ddn dén chia cho 0, va 16i lam tdu réi
loan, hé théng ddy ngwng hoat déng, tau chim.



LI

Kiém chung
lenh

(2) Statement testing
“Testing dé théa mdn diéu kién rang moi 1énh trong 1
chwong trinh phdi thwce hién it nhat 1 lan khi testing.”

— Glossary of Computerized System and Software Development Terminology



LI

Kiém chung
lenh

= Example pseudocode: if (conditionl)
statementl;
Statement testing: else
statement?2;
Phai chac chan cac lénh “if’ va if (E°2diti<t>22)
4 1énh trong cac nhanh phai statements,
A~ else
dU’Q’C thl_l’C hlen statement4;

= Doi hoi 2 tap dir liéu;vd:
= conditionl la dung va conditionZ la dung
» Thuwc hién statement1 va statement3

o conditionl la sai va conditionZ la sai
» Thuwc hién statement2 va statement4



LI

Kiém chung
1o trinh

(3) Path testing

“Kiém tra dé dap trng cdc tiéu chudn ddm bdo rdang moi dwdng
dan logic. Xuyeén suot chwong trinh dugc kiém tra. Thwong thi
duong dan xuyeén sudt chwong trinh nay dwgc nhom thanh mot
tap hiru han cdc lop . Mot dwong dan tte moi 16p sau dé dworc

kiém tra. '
— Glossary of Computerized System and Software Development Terminology

= Khé hon nhiéu so véi statement testing

= V&i cac chuong trinh don gidn, cé thé liét ké cdc nhdnh dwiorng dan

xuyén suét code
= Ngworc lai, bdng cdc ddu vao ngdu nhién tao cdc dwdong dan theo

chwong trinh



LI

Kiém chung
1o trinh

= Example pseudocode:

Path testing:

Can ddm bao tat ca cac dwong
dan dwoc thuc hién

= Poi hoi 4 tap dir liéu:
> condition] la true va conditionZ2 la true
> condition] la true va conditionZ2 la false

> condition1 la false va conditionZ2 la true
> conditionl1 la false ya conditionZ la false

if (conditionl)
statementl;

else
statement2;

if (condition2)
statement3;

else
statement4;

= Chwong trinh thuc té => bung no cic to hop!!!



Kiém chuing

10 trinh
@®
(1) input(A,B) ) A>0
lf F T
(2) Z=A; (2)
else TB>0
(3) Z=0; ]
if 5
(4) Z=7+B;

(5) output(Z) What is the path condition for path <1,2,5>?

(A>0) && (B<0)



Kiém chuing

10 trinh
@
(1) input(A,B) )
if
(
(2) B=B*B; ) >
if
(3) Z=4 (3
else 5)
(4) Z=B;

What is the path condition for path <1,2,3,5>?
(A>B) && (B<0)

(5) output(Z)



Kiém chuing
10 trinh

(1) input(A,B)
if
(2) B=B*B;

if

(3) Z=A;
else

(4) Z=B;

(5) output(Z)

What is the path condition for path

(A>B) A (BX0) (B°<0) = FALSE



LI

Kiém chung
tai

(4) Stress testing

“Tién hanh thir nghiém dé ddanh gid mét hé théng hay thanh phdn
tai hodc vrot qud cdc gioi han ctia cdc yéu cdu cu thé ctia né”

— Glossary of Computerized System and Software Development Terminology

= Phai tao

> Mot tdp lon ddu vao

o Cdc ddu vao ngau nhién (binary vs. ASCII)
= Nén dung may tinh dé tao dau vao



LI

Kiém chung

tai
: . #include <stdio.h>
Example program: ot main eoid) I

Stress testing: Phai char c;

cung Cﬁlp random while ((c = getchar()) != EOF)
tch C

(binary and ASCII) retzznco?r §e

inputs }

= Muc tiéu: Copy tat ca cac ky tw tir stdin vao stdout; nhwng
lwu y bug!!!

= Lam viéc véi tap dir liéu ASCII chuan (tu tao)

= May tinh tw tao ngau nhién tap dit liéu dang 255 (decimal),
hay 11111111 (binary), va EOF dé dirng vong lap



LI

Kiém chung
tai
= Example program: #include <stdio.h>

int main(void) {
short charCount = 0;

while (getchar () !'= EOF)
Stress testing: Phai e
s printf ("$hd\n", charCount);
cung cdp s6 luong i —
input ratlon }

= Muc tiéu: Pém va in so cac ky tw trong stdin
= Lam viéc v&i tap dit lieu co kich thwéc phu hop

= S& ¢4 10i vdi tap dit liéu do may tao chita hon 32767
characters
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y , TRONG
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Kiém thi trong
Internal testing

= Internal testing: Thiét ké chwong trinh dé chwong trinh tu
kiém thi
= Internal testing techniques
(1) Kiém tra bdt bién - Testing invariants
(2) Kiém tra cdc thuéc tinh Ivu triv -Verifying
conservation properties
(3) Kiém tra cdc gid tri tra vé - Checking function
return values
(4) Tam thay déi code - Changing code temporarily
(5) Giir nguyén ma thir nghiém - Leaving testing code
intact



LI

Kiem tra tinh
bat bién

(1) Testing invariants

o Thir nghiém cdc dk trwdc va sau

o Vai khia canh cua cdu trirc div liéu khéng dc thay doi

o 1 ham tdc déng dén cdu tric dit liéu phdi kiém tra cdc bdt bién & ddu
va cudi o

= Vidu: Ham “doubly-linked list insertion”
» Kiém tra & dau va cubi
Xoay doubly-linked list
Khi node x tré nguworc lai node y, thi li€u node y ¢6 tré nguwoc lai node x?

= Vidu: “binary search tree insertion” function
» Kiém tra & dau va cudi
Xoay tree
Cac nodes c6 con dc sap x&p khong?



LI

Kiem tra tinh

bat bién
#ifndef NDEBUG = C6 thé dung
int isValid (MyType.object) { assert()

Test invariants here.
Return 1 (TRUE) if object passes
all tests, and 0 (FALSE) otherwise.

b C6 thé dung NDEBUG
#endi Fe trong code, giong nhw
assert

void myFunction (MyType object) ({
assert(isValid (object)) ;

Manipulate object here.

assert(isValid (object)) ;



LI

Kiem tra cac
thuoc tinh luu tro

= Khdi qudt héa cua testing invariants
s 1 ham cdn kiém tra cdc cdu tric dir liéu bi tdc dong tai cdc diém
ddu va cudi

= VD: ham str_concat()
> Tai diém dau, tim do dai cia 2 xau da cho; tinh tong
> Tai diém cudi, tim do dai cia xau két qua
> 2 d6 dai c6 bang nhau khong ?
= VD: Ham chen thém PT vao danh sach -List insertion function
» Tai diém khai dau, tinh d6 dai ds
> Tai di€m cu6bi, Tinh d6 dai m&i
»Po dai méi =dod daicli + 17



LI

Kiem tra
gia tri tra ve

* Trong Java va C++

= Phwrong thike bi phdt hién c6 16i ¢6 thé tung ra mot “checked
exception”
s Phwong thwece triéu goi phdi xit ly ngoai 1€

= Trong C

= Khéng co co ché xir ly exception

= Ham phdt hién c6 10i chu yéu théng qua gid tri trd vé
> Ngwoi LT thwong dé dang quén kiém tra GT trd vé

= N6i chung la chiing ta nén kiém tra GT trd vé



LI

Kiem tra
gia tri tra ve

» VD: secanf () trd vé sé cua cdc gid tri dwoc doc

Bad code Good code
int 1i; int 1i;
scanf ("%$d", &i); if (scanf("%d", &i) '= 1)

/* Error */

Bad code??? Good code, or overkill???
int i = 100; int i = 100;
printf ("%d", i); if (printf("%d", i) !'= 3)

/* Error */

- VD: printf () ¢ thé bi 10i néu ghi ra file va dia bi ddy; Ham
nay trd vé so ky tw dwoc ghi (khéng phdi gid tri)



Tam thay doi
ma nguon

s Tam thay doi code dé tao ranh gi¢i nhdn tao hodc stress tests
> VD: chwong trinh sap xép trén mdng
> Tam dat kich thuwéc mang nho
> chwong trinh c6 xtt ly tran sé hay khong ?
= Viét 1 phién bdn ham cdp phdt bé nhé va phdt hién ra 10i som,
dé kiém chitng doan md nguon bi 101 thiéu bé nhé
void *testmalloc( size_t n) {
static int count =0;
if (++count > 10)
return NULL;

else
return malloc(n);



G1ir nguyén
ma kiém tra

s D€ nguyén trang cdc doan kiém tra trén code
o« C6 thé khoanh lai = #ifndef NDEBUG .. #endif
= Kiém tra voi tity chon -DNDEBUG gcc

> Bat/Tat assert macro

> Cling c6 thé& Bat/tat debugging code

= Can trong véi conflict:
> M& réng thir nghiém ndi bé co thé giam chi phi bdo tri
s> Code r6 rang coé thé giam chi phi bdo tri
> Nhwng mé rong thir nghiém néi bé co thé lam gidm do ré rang
cua Code



Cac
kiem thu




Cac chién luoc
kiém thu

Testing strategies
(1) Kiém chirng tdng ddn - Testing incrementally
(2) So sanh cac cai dat - Comparing implementations
(3) Kiém chirng tw déng - Automation
(4) Bug-driven testing

(5) Tiém, gai 16i - Fault injection



LI

Kiém chung
tang dan

(1) Testing incrementally

o Test khi viét code
> Thém test khi tao 1 lwa chon m&i - new cases
> Test phdn don gian trwedc phan phirc tap

> Test units (tirc la tirng module riéng 1€) trudc khi testing toan hé
thong

s Thwc hién regression testing — kiém thir hoi quy
» Xt ly dc 1 16i thwong tao ra nhirng 10i méi trong 1 hé théng 16mn, vi
vVay ...
> Phai dam bao chac chan hé thong khéng “thodi lui” kiéu nhw chikc
nang trwdc kia dang lam viéc gio bi broken, nén...
> Test moi kha nang dé so sanh phién ban méi véi phién ban cii



LI

Kiém chung
tang dan

= Tao “gian gido” - scaffolds va “mau” - stubs dé test doan code
ma ta quan tam

Scaffold: Poan code
tam thoi goi dén code
Ma ta quan tam

Ham goi dén code | |
ma ta quan tam

Poan code can quan tim

— =

. . . . Stub: Poan code
Ham dworc goi Ham dwoc goi . _
- " - " Tam thoi duoc goi
boi doan code can boi doan code can | |[«— 7. T
n A Boi doan code can
quan tam quan tam A
Quan tam




So sanh
cac cal dat

(2) Compare implementations

= Hdy chdc chan rdng cdc trién khai doc Idp hoat dong nhw nhau
= Vidu: So sdnh hanh vi cua cdc ham ban tao trong str.h véi cdc
ham trong thw vién string.h

= DOi khi 1 két qud c6 thé dc tinh bdng 2 cdch khdc nhau, 1 bai
todn c6 thé gidi bang 2 phwong phdp, thudt todn khdc nhau. Ta
co thé xdy dwng cd 2 chwong trinh, néu chiing cé ciing két qud thi
cé thé khang dinh cd 2 cting diing, con két qud khdc nhau thi it
nhdt 1 trong 2 chwong trinh bi sai.



Kiém ching tu dong
Automation

(3) Automation

s La qud trinh xw ly 1 cdch tw dong cdc bwdc thuwc hién test case =
1 céng cu nham rut ngan thoi gian kiém thit.,
o Ba qud trinh kiém chiing bao gom :
> Thwce hién kiém chirng nhiéu Ian
> Dung nhiéu bd dit liéu nhap
> Nhiéu lan so sdnh dir liéu xuat
s vi vdy cdn kiém chitng = chwong trinh dé : tranh mét moi, gidm
sw bdt can ...
= Tao testing code
> Viét 1 bo kiém chirng dé€ kiém tra toan bd chwong trinh moi khi ¢
suw thay doi, sau khi bién dich thanh cong
o Cdn biét cdi gi dwoc cho doi
> Tao ra cac dau ra, sao cho dé dang nhan biét 1a ding hay sai



Kiém ching tu dong
Automation

« Tw dong hda kiém chirng lui
o Tudn tw kiém chirng so sdnh cdc phién bdn maoi voi nhirng
phién ban cii twong rng.
o Muc dich: ddm bdo viéc stra 10i sé khdng lam dnh hwéng
nhitng phan khdc trir khi chiing ta mudn
o 156 hé thdong co cong cu tro gitip kiém chirng tw dong :
» Ngon ngir scripts : cho phép viét cac doan script d€ test tuan tw
> Unix : ¢6 cic thao tac trén tép tin nhw cmp va diff dé so sanh dir
liéu xudt, sort sip x€p cac phan ti, grep dé kiém chirng dir liéu
xuat, wc, sum va freq dé tong két dir liéu xuat
o Khi kiém chitng Itli, cdn ddm bdo phién bdn cii la diing, néu
sai thi rdt kho xdc dinh va két qud sé khong chinh xdc
= Cdn phdi kiém tra chinh viéc kiém chirng liii 1 cdch dinh ky
dé dam bdo né van hop 1é



Kiém ching tu dong
Automation

= Dung cac cong cu test
- QuickTest professional
- TestMaker
- Rational Robot
- Jtest
- Nunit
- Selenium



Kiém chirng huéng loi
Bug-driven

(4) Kiém chirng hwéng 10i: Bug-driven testing

= Tim thdy 1 bug => Ngay ldp titc tao 1 test d€ bat 10i
= Don gidn hoa viéc kiém chirng Iui

(5) Fault injection
= Chu déng (tam thoi) cai cdac bugs!!!
o> ROI quyét dinh néu tim thdy chiing
= Kiém chitng bdn thdn kiém chitng!!!



Cac

kiem thu




Cac phuong phap
kiém thu

= Black-Box: Testing chi dwa trén viéc phan tich cac yéu cau -
requirements (unit/component specification, user
documentation, v.v.). Con dwoc goi la functional testing.

* White-Box: Testing dwa trén viéc phan tich cac logic bén
trong - internal logic (design, code, v.v.). (Nhwng két qua
mong doi van dén tir requirements.) Con dc goi 1a structural
testing.



u 2

Kiem thu
hop trang

= Con dwoc goi la clear box testing, glass box testing,
transparent box testing, or structural testing, thwong thiét ké
cac treong hop kiém thir dwa vao cau tric bén trong ctia
phian mém.

« WBT doi héi ki thuit 14p trinh am hiéu ciu tric bén trong
cia phan mém (cac dwong, luéng dir liéu, chirc nang, két qua)

* Phwong thirc: Chon cac dau vao va xem cac dau ra



LI

Kiém thu
hop trang

Ddc diém

= Phu thudc vao cac cai dat hién tai cia hé thong va ciia phan
meém, néu co sw thay doi thi cic bai test cling cin thay doi
theo.

* Proc rng dung trong cic kiém tra & cap do mo dun (dién
hinh), tich hop (c6 kha nang) va hé thong cla qua trinh test
phian mém.



u 2

Kiem thu
hop den

= Black-box testing str dung mo ta bén ngoai clia phan mém
dé kiém tht, ,bao gom cac dac ta (specifications), yéu cau
(requirements) va thiét ké (design).

= Khong c6 sw hiéu biét cau tric bén trong ciia phan mém

= Cac dang dau vao c6 dang ham hoac khong, hop 1€ va khong
khong hop 1€ va biét trueéc dau hop 1€ va khong khong hop 1€
va biét trwedc dau ra

* Proc st dung dé kiém thir phan mém tai mirc: moé dun, tich
hop, ham, hé théng va chap nhan.



Kiém thu
hop den

« Wu diém ctia kiém thir hop den 1a khd nang don gian hoa
kiém thir tai cAc mirc d0 dwoc danh gia la kho kiém thir

« Nhwoc diém 1a khé danh gia con bo gia tri nao chwa duwoc
kiém thir hay khong



Kiém thu
hop den

Cdc ky thudt chinh ctia kiém thir hop den
= Decision Table testing

= Pairwise testing

= State transition tables

= Tests of Customer Requirement

= Equivalence partitioning

= Boundary value analysis

= Failure Test Cases



u 2

Kiem thu
hop xam

= La sw két hop cta kiém thir hop den va kiém thir hop trang
khi ma nguwoi kiém thir biét dwoc mot phan ciu tric bén
trong clia phan mém

e Khéc véi kiém thir hop den
« La dang kiém thit tét va c6 sw két hop cic ki thuit cta ca
kiém thir hop den va cac ki thuit cia ca kiém thi hop den va
hop trang



Ai kiém thu
cal gi?

= Programmers

= White-box testing

> Uu diém: Nguwoi trién khai ndm ré moi ludng dir liéu

> Nhwoc: Bi dnh hwéng bdi cdch thive code dc thiét ké/viét
= Quality Assurance (QA) engineers

= Black-box testing
= Pro: Khéng co khdi niém vé implementation
> Con: Khéng mudn test moi logical paths

= Customers

o Field testing

o Pros: C6 cdc cdch st dung chwong trinh bdt ngo;dé gdy 16i

= Cons: Khong du trwong hop; khach hang khong thich tham gia
vdo qud trinh test;



Cac phuong phap
khac

= Sanity testing

= Smoke testing

= Software testing

= Stress testing

= Test automation

= Web Application Security Scanner
= Fuzzing

= Acceptance testing

= Sanwich Testing



Cac muc do
kiém thu

= Unit: testing cdc mau cong viéc nho nhét ctia 1ap trinh vién dé c6
thé 1ap ké& hoach va theo ddi hop Iy (vd : function, procedure,
module, object class,...)

= Component: testing 1 tap hop cac units tao thanh 1 thanh phan
(vd: program, package, task, interacting object classes,...)
= Product: testing cac thanh phan tao thanh 1 san pham
(subsystem, application,...)
= System: testing toan bo hé thong
= Testing thuong:

o Bat ddu = functional (black-box) tests,

= ROi thém = structural (white-box) tests, vd

= Tién hanh tir unit level dén system level véi 1 hodc mt vai bwoc tich
hop



LI

Kiém thu
tat ca moi tha?

Avr. 4 menus
J options / menu

system has Average: 10 fields / screen

20 screens 2 types input / field
(date as Jan 3 or 3/1)
(number as integer or decimal)
Around 100 possible values

Chi phi cho 'exhaustive' testing:
20x4x3x10x2x100=480,000 tests

Néu 1 giay cho 1 test, 8000 phut, 133 gio,, 17.7 ngay
(chwa ké nham 1an hoic test di test lai)
néu 10 secs = 34 wks, 1 min = 4 yrs, 10 min = 40 yrs



Bao nhiéu testing
la du?

* Khong bao gior du!
= Khi ban thwc hién nhirng test ma ban da 1én ké hoach
= Khi khach hang / ngwoi str dung thay théa man
= Khi ban da chirng minh dwoc / tin twdng rang hé théng hoat
dong dung, chinh xac
= Phu thudc vao risks for your system
= Cang it thoi gian, cang nhiéu dé thoi gian dé test ludn cé gidi
han
= Dung RISK dé xac dinh:
= Cdi gi phdi test truwéc
= Cdi gl phdi test nhiéu
> Moi phadn tir cdn test ky nhw thé nao? Tirc la ddu la trong tdm
= Cdi gl khéng cdn test (tai thoi diém nay...)



The Testing
Paradox

= Muc dich cua testing: d€ tim ra 10i

* Tim thdy 10i lam hay hoai sw tu tin

=> Muc dich cua testing: huy hoai sw tu tin

* Nhwng muc dich cua testing: Xay dwng niém tin, tw tin

=> Cach tot nhit dé€ xay dung niém tin 1a: C6 gang huy hoai né



Al

Any questions?

Email me at trungtt@soict.hust.edu.vn
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