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Céac Dang Tan Céng
= DoS, DDoS

Router
X.X.x.255

Victim Web server
x.x.x.123
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Céac Dang Tan Céng

= Virus hacking

— Virus la chqug itr‘lnh (hay mo6t doanh mé)‘ c6 thé tw nhan
ban va gay rac ro6i cho may tinh hay hé diéu hanh

= Worms

= Applet Ira dao (Rogue Applets)
= Panh cap thdng tin thé tin dung
= Panh cap thdng tin ca nhan

= An cap théng tin
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Cac Nguy Co

M6t s6 nguy co de doa ng dung Web:
= Hidden Manipulation

= Parameter Tampering (gid mao tham sd)

= Buffer Overflow (tran b6 dém)

= Cookie Poisoning

= SQL Injection
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Cac Nguy Co

Hidden manipulation

= Mb ta: thay dbi cac trwdng an (hidden fields) cla trang
web

= Vi du:
—<input name=%“price” value=%"99.00">

— Slra value thanh 9.9

= Giai phap: ma héa
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Cac Nguy Co

Parameter Tampering (gid mao tham s0)

= M ta: gid mao hodc thay d6i mot s6 tham so trén
URL hay web form

= Vi du:

—http://www.example.com/Order.aspx?
ProductID=15704&price=59.99

— Stra price thanh 5.99

= Giai phap: ma hoa, dung HTTP Secure (https), kiém
tra cac tham so
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Cac Nguy Co

Cross-site Scripting (CSS)
— M6 ta: Cheén script déc vao trang web déng
— Vi du:

- http://www.example.com/search.pl?text=<script>
alert (document.cookie)</script>

— Giai Phap:
+ Loc cac ky tw dac biét (special characters)
- Ma hoa
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Cac Nguy Co

Cookie Poisoning
= Mb ta: thay dbi cac tham s, gia tri, ... lwu trong cookie
= Vi du:

— Cookie gbc: SessionID=123456 ; Admin=no

— Cookie bj thay dbi: SessionID=123456 ; Admin=yes
= Giai phap:

— Ma hoa, xac thwe, dung HTTPS

— Thém IP cua user

— Thém sb ngau nhién
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Cac Nguy Co

SQL Injection

= M6 ta: chén code SQL vao trong cau Iénh SQL, thuwdng
xay ra & noi von chi danh dé dién gia tri cua cac
parameter

= Vidu
— SELECT * FROM tbSales WHERE id = ‘@id’

— Chén doan code SQL vao tham s6 @id:
100’ ; DELETE FROM tbOrders WHERE id = ‘1520

= Giai phap: dung stored procedure thay cho cau truy van
trwe tiép, loc cac ky tw dac biét, ...
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Mét SO Lo Khuyén

= Ludn cap nhat kién thirc vé virus va cac nguy co’

= Cap nhat théng tin vé ngén nglr dung dé viét chuong
trinh

= Thiét ké cac bién phap bdo mat ngay tr dau
= Kiém th& code k¥ Iwdng

= Thwdng xuyén kiém tra trang web v&i nhirng ky thuat
hacking moi

= DUng code-review dé kiém tra backdor do cac I&p trinh
vién cO y chen vao
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An toan PHP

= An toan khi cai dat PHP nhuw la CGl
—  Truy xuéat file hé thdng
http://www.mydomain.com/cgibin/php?

—  Truy xuat cac website khac cung server

= Han ché bang option doc root va
user dir trong file php.ini
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http://www.mydomain.com/cgibin/php/some/protected/file.html
http://www.mydomain.com/cgibin/php/some/protected/file.html
http://www.mydomain.com/cgibin/php/some/protected/file.html
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An toan PHP

= Cau hinh PHP: dat trong file php.ini
= display_errors = false
Tat viéc hién thj théng bao 16i ctia script
= open_basedir
Gidi han cac thw muc dwoc phép mo file
= register_globals = off
Tat viéc tw déng khai bao bién toan cuc
= disable_functions =
"exec,passthru,system,shell _exec,popen”
Tat mot s6 ham nhay cém
= allow url fopen = off
Tat viec m& file ttr mot URL .
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An toan PHP

= Safe mode: thiét |ap trong php.ini

= safe_mode = on/ off
Bat/Tat ché do safemode

= safe_mode_gid ,
Yéu cau userid cua script PHP gidong gid
hay uid cua file khi open hay khéng?

= safe mode exec_dir
Cho phép thwc hién script PHP trong nhirng
thw muc nao
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An toan MySQL

= Thiét 1ap file cau hinh ctia MySQL c6 chu quyén la
root

= Thiét l1ap password rieng cho root va cap cac user
khac cho viéc truy xuat MySQL v&i cac quyén co
gioi han

=  Xoa database test

= Cam st dung remote access
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Ma hoa

= M3 hoéa mét chiéu: md5, shat

= Ma hoa doi xtieng: s dung 1 khoa dé ma hoa va
giai ma: IDEA, SAFER

= Ma hoa bat doi x(rng: st dung 1 khoa (khoa cong
khai) dé ma hoa va dung 1 khoa khac (khoa bi mat)
dé gidi ma: RSA
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Lap trinh thé nao dé an toan

: L& héng cla register_globals

<?php

if (isset (Suser) && Suser == "admin" && Spass == "abcd")
$loggedin = 1;

if ) {

include ("secretpage.html") ;
exit;
}
?>
<form method="get" action="<?php echo($PHP_SELF) ?>">
<input type="test" name="user">
<lnput type="password" name="pass">
<lnput type="submit" wvalue="Login">
</form>
" Login binh thuwong
i St dung URL: http://www.yourdomain.com/test.php?loggedin=1
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Lap trinh thé nao dé an toan

o Kiém tra di liéu input
<?php
if (isset(Suser) && Suser == "admin" &é& == "abcd")

$loggedin = 1;
if ($loggedin) {
include ("secretpage.html") ;
ex1it;
}
?>
<form method="get" action="<?php echo (SPHP SELF) ?2>">
<lnput type="test" name="user">
<lnput type="password" name="pass">
<lnput type="submit" wvalue="Login">

</form>
- Login binh thuwong
o St dung pass la chudi " "
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Lap trinh thé nao dé an toan

’ L& héng cross-site
<?php
if (S_GET['name'])
echo("Hello " . $ GET['name']);
7>

m S& dung binh thudng

m S& dung URL
http://www.yourdomain.com/test.php?name=

<?php
if ($_GET['name'])
echo("Hello " . htmlspecialchars (S GET['name']));
?>
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Lap trinh thé nao dé an toan

o L& hdng include
<?php
include ($ GET['page']);
2>
| S dung binh thuwdng test.php?page=main.html
- St dung URL
test.php?page=
u Thiét 1ap allow_url_fopen = off
<?php
$Slistpage = array(l=>'main.html'");
include Slistpage[intval (S _GET['‘page'])];
?>
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Pém thoi gian thuc hién

= Ham time() tinh s6 giay tir nam 1970: khdng
Nlrku ich vi mOt doan code co thoi gian thuc
nién nhé hon 1 giay

= Ham microtime() tra vé chudi "msec sec" |1a
miligiay va giay tinh tw 1970

= Poi thoi gian thanh sb thwe dé tinh toan

<?php
Stp = explode (' ', microtime()) ;
Sactualtime = S$Stp[l] . substr(Stp[0], 1);

echo (Sactualtime) ;

7> 20
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Pém th&i gian thue hién

<?php
class Timer/{
var $Stimers = array();
function timerStart (Sname = 'default') {
Stp = explode (' ', microtime());
sSat = Stp[l] . substr($tpl[0], 1);
Sthis->timers['Sname'] = Sat;
}
function timerStop (Sname = 'default') {
Stp = explode (' ', microtime()) ;
Sat = Stpl[l] . substr($tp[0], 1);
Selapsed time = bcsub($at, Sthis->timers['Sname'], 6);

return Selapsed time;
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Pém th&i gian thwe hién

<?php
require once ('timer.inc');
function a() {
//Do something

I
function b () {

//Do something
I
Stimer = new Timer () ;
Stimer->timerStart ('total');
Stimer->timerStart () ;
a();
echo "Ham a() midt ".S$timer->timerStop(). " gidy<br>";
Stimer->timerStart () ;

b();

echo "Ham b () midt ".$timer->timerStop (). " gidy<br>";

echo "Toan bd midt ".S$timer->timerStop('total'). " gidy<br>";
2> 22
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Toi wu ma nguodn

= Thoi gian thuc hién chi mat khoang 10%, 90% con
lai la input/output

= S dung vong lap hiéu qua

= S dung cac ham nhanh

= Chon cach input nhanh nhat
= Chon cach output nhanh nhat

= Han ché dung echo

23



|Th@tkéva|aptnnhVVeb

\Ving nh& xuat tam va nén

= VUng nh¢ xuat tam: cac két qua xuat chuwa
dwa vé trinh duyét cho dén khi co |énh xuat
ra trinh duyét

<?php
ob start();

echo ("This is a test\n");

echo ("More content\n") ;

ob end flush();

?
£ 24
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\Ving nh& xuat tam va nén

= Neén vung nh¢& tam: ob_gzhandler()

<?php

ob start (" "),

echo ("This is a test\n");

echo ("More content\n") ;

ob end flush();

?>

. Sau lénh ob end flush (), ndi dung vung nh& tam duwoc giao cho
ob gzhandler ()

E ob gzhandler () kiém tra trinh duyét ho tro gzip?

: Néu co, ob gzhandler () nén di liéu trén ving nhé tam va gl
cho trinh duyét
g Néu khéng givi div liéu gbe
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Téi wu CSDL

Phan tich va chon truy van t6i wu
Tranh cac truy van phurc tap trén nhiéu table

S dung kiéu JOIN hop ly dé& han ché sé lan so
sanh

S dung index dé tim kiém, cap nhat trong table

St dung khoa auto_increment
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St dung cache

= Lap cache cho cac di¥ lieu dong duwoc dung
nhiéu lan - tang hiéu qua vi doc cache
nhanh hon la tao lai b6 dr lieu

= Giam th&i gian x& ly cua server va cua
database

= Gilr lai thong tin trong trwdng hop mat két
nOiI database

= D liéu trong cache khdng phu thudc day
du vao cac rang budc
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St dung cache

|ldentify the data
being accessed

l

Check cache
for valid entry

Generate data

l

Store or update
data

Pull data
from cache

Output data
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St dung cache

= Cache c6 thé dwoc lwu tai:

—  Database: Luu cac dir lieu tinh toan dwoc vao trong
CSDL, khi can st dung lai chi can dung cau Iénh truy van

—  File: mdi phan can tao cache lwu trir vao mot file
—  DBM file: dung mét file Iwu trilr toan bé ndi dung cache

~  B&nho: lwu trong b nho sé co toc do truy xuat nhanh
nhwng dung lwong han ché
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S& dung engine toi wu

Zend Cache

: APC Cache

: AfterBurner Cache

: Zend Accelarator

- lonCube PHP Accelerator

o Turck MMCache
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http://www.zend.com/store/products/zend-cache.php
http://www.zend.com/store/products/zend-cache.php
http://www.zend.com/store/products/zend-cache.php
http://apc.communityconnect.com/
http://bwcache.bware.it/cache.htm
http://www.zend.com/store/products/zend-accelerator.php
http://www.zend.com/store/products/zend-accelerator.php
http://www.zend.com/store/products/zend-accelerator.php
http://www.ioncube.com/
http://turck-mmcache.sourceforge.net/
http://turck-mmcache.sourceforge.net/
http://turck-mmcache.sourceforge.net/

